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Executive Summary

“The rights of the child must be respected, protected and fulfilled in the digital environment.
Innovations in digital technologies affect children’s lives and their rights in ways that are wide-
ranging and inter-dependent, even where children themselves do not have access to the

internet.” 2

Introduction

Digital technology has fundamentally transformed the way
that we live. Technology, and the internet, has permeated
daily life for the vast majority of the global population.
While globally, 63% of the world’s population are
estimated to be online (as of 2021),3 this number is
significantly higher for the CIS, where 82% of the region’s
population are connected to the internet, behind only
Europe (87%). Globally, it was estimated in 2016 that one
in three children were online,* a number that has
significantly increased since then, not least as a result of
the COVID-19 pandemic, which accelerated the uptake of
digital technology for children everywhere, as education,
communication, and play all moved online (at least, for
those who had internet connectivity).

Research into children’s lives online in Kazakhstan is still in
its relative infancy. According to the recent HSBC
Kazakhstan study, more than one third of children spend
more than two hours a day watching videos on their digital
devices (whether computers or mobile devices), while
more than half spend two hours or more of every weekday
playing computer games (51%), an increase of more than
20% since 2018, or chatting to friends (57%).° However, a
significant number of children in Kazakhstan utilise the
internet for learning and information-seeking, with 31%
reporting that they spend more than two hours a day
searching for information.®

The Kazakhstan Kids Online (KKO) study attempts for the
first time to extend the knowledge and evidence base on
children’s use of digital technology in Kazakhstan. It is a

METHODOLOGICAL OVERVIEW

Kazakhstan Kids Online was conducted
using a combination of qualitative and
guantitative methodologies. A
nationally representative household
survey was conducted face to face with
1201 children aged nine to 17 years
old, and 1200 parents or caregivers of
the same children throughout all
regions of Kazakhstan, as well as using
web-administered personal interviews
with 300 teachers. In addition, a series
of in-person focus group discussions
was conducted with children, parents
and teachers throughout Kazakhstan.
The overall children’s sample included:

50.4% girls, and 49.6% boys
25.1% 9-10 y/o0; 24.6% 10-11 y/o

22.6% 13-14 y/o; and 27.6% 15-
17 y/o

53.1% Kazakh speakers, 43.9%
Russian speakers, and 3%
speaking other languages.

Data was disaggregated by gender, age
(9-10, 11-12, 13-14, and 15 — 17 years
old) and area type, and where
significant differences were identified,
were noted in the body of the report.

2 United Nations Committee on the Rights of the Child. (2021). General Comment No. 25 (2021) on children’s rights in

relation to the digital environment, CEC/C/GC/25. 2 March 2021. Article 4.

31TU, 2022, Global Connectivity Report 2022, International Telecommunications Union: Geneva. Available at

https://www.itu.int/hub/publication/d-ind-global-01-2022/

4 Livingstone, Sonia; Byrne, Jasmina; Carr, John (2016). One in Three: Internet Governance and Children’s Rights, Innocenti
Discussion Papers, no. 2016-01, UNICEF Office of Research - Innocenti, Florence
> National Center for Public Health of the Ministry of Health, 2022, using data from the World Health Organization HSBC

Kazakhstan Study.
6 Ibid.
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national research study conducted with children, parents and caregivers, and teachers, and is the
latest in the Global Kids Online (GKO) network of studies.” The study adapts the GKO toolkit,
contextualized for the Kazakhstan context. The study, conducted in 2023, aims to explore the extent
and nature of children’s use of digital technology and the internet; the opportunities and benefits
presented to children online in Kazakhstan; their experiences of risks and harms in the digital
environment; and strategies and responses to mitigate these risks and harms. As such, the study
makes progress in realising the mandate provided in the UNCRC General Comment No.25 on
Children’s Rights in the Digital Environment, which notes that,

“States parties should ensure the collection of robust, comprehensive data that is adequately
resourced and that data are disaggregated by age, sex, disability, geographical location, ethnic
and national origin and socioeconomic background. Such data and research, including research
conducted with and by children, should inform legislation, policy and practice, and should be
available in the public domain.”®

Study findings

Five domains of children’s access to and use of the internet and digital technology were explored:
children’s access and use of the internet; their digital skills; social wellbeing and support; and internet
mediation by parents and teachers. In addition, parents’ access and use of the internet; their skills;
and their mediation of their children’s internet access were also explored.

Children’s access and use of the internet

Snapshot: Children in Kazakhstan first access the internet at ever-younger ages, with most going
online between the ages of five and eight years old. Most can access the internet whenever they
want, with little difference by gender, although those in cities have greater access than those living in
rural areas. While chatting with friends and watching videos or TVs are amongst the most common
activities children do online, they also use the internet for studying and learning new things. The
young age at which children go online bodes well for the development of skills and capacities, but also

suggests that there is an urgent need for messaging and support to younger children (and their
parents) on age-appropriate online activities, and the foundational aspects of digital safety as well as
help-seeking for when they do encounter things that bother them.

e Children in Kazakhstan report high levels of internet access, and from an early age, with
46% first going online between the ages of five and eight years, and another third going
online for the first time between the ages of nine and 12 years old. Children tended to
reflect a growing familiarity and ease with the internet and devices as they got older.

e Most children can access the internet when they want to, and importantly, there was
little difference by gender in those children who went online at an early age, or those who
reported they could access the internet as and when they wanted. This suggests that the
gender digital divide may be less of an immediate concern in Kazakhstan than it is in
many countries.

e Children most commonly use their smartphones to connect to the internet, with 92% of
children reporting that they use their smartphones to go online all the time, several times

7 www.globalkidsonline.net
8 United Nations Committee on the Rights of the Child. (2021). General Comment No. 25 (2021) on children’s rights in
relation to the digital environment. CEC/C/GC/25. 2 March 2021. Article V.E.30
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a day or daily. There was some difference by location, with children in cities significantly
more likely to go online using personal computers or laptops than those in villages.

e Theinternetis seen as an overwhelmingly positive thing for children, with more than nine
in ten children thinking there are useful things for children their age online (94%), and
that children their age have a good time when they go online (93%), with little difference
by gender. Enjoyment of the internet tended to increase with age, with older children
between 15 and 17 years significantly more likely than those between nine and ten years
old to say that they always have a good time when they go online.

e Using messenger apps, such as WhatsApp or Telegram, watching video clips, and
browsing social network sites were the most common activities children undertook
online, with 82% reporting they use messenger apps, 60% watching video clips, and 66%
browsing social media sites daily, several times a day, or almost all the time.

e Beyond socialising and entertainment, children commonly reported using the internet for
studying, with 60% using the internet to study, and 46% using it to search for something
new daily, several times a day or almost all the time.

e These findings broadly corelate with findings across regions that reflect that while a broad
base of children take advantage of the more superficial opportunities that being online
present, such as consuming content and opportunities for entertainment and
connectivity, there is growing attrition in those children accessing opportunities that may
require greater technical and digital skills.® The majority of children consume content
online, but are also far more limited in content creation or creative activities, and fully
taking advantage of the opportunities that the internet presents, reflecting similar trends
in many other GKO countries.?

Risk-taking in online communications

Snapshot: Children of all ages included in the study have a social media presence, and many have
gaming accounts, even those younger than the mandatory 13 years. Many communicate with people
they do not know offline, even sharing photos or videos. This fits a general pattern of using the

internet to meet new people — a benefit particularly important for children in isolated or marginalized
communities or living with disabilities - and to expand children’s worlds beyond their immediate
physical environment. While one of the many benefits of being online, this also introduces an element

of risk into children’s lives, particularly for those who are most vulnerable.

e Children in Kazakhstan are exposing themselves to various common risks online regularly,
although at not quite the high levels that might be expected or are often portrayed: one
in ten (10%) children have added friends or contacts to their contact lists who they have
never met in person; and 11% had similarly sent their photo or video to someone they did
not know in person. Less than one in ten children had spoken online to adults they did
not know in person, with most of those (4% of all children) having done so only once or
twice.

e Terms and conditions of use of many social media and gaming platforms restrict children
younger than 13 years of age from having their own accounts, in accordance with the US

9 Livingstone, Sonia; Kardefelt Winther, Daniel; Kanchev, Petar; Cabello, Patricio; Claro, Magdalena; Burton, Patrick; Phyfer,
Joanne (2019). Is there a ladder of children’s online participation? Findings from three Global Kids Online countries,
Innocenti Research Briefs, no. 2019-02, UNICEF Office of Research - Innocenti, Florence

10 Kuzmanovi¢, D., Pavlovi¢, Z., Popadi¢, D., & Milosevic, T. (2019). Internet and Digital Technology Use among Children and
Youth in Serbia: EU Kids Online Survey Results, 2018. Belgrade: Institute of Psychology, Faculty of Philosophy.
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COPPA legislation.!! Yet in Kazakhstan, three in five (60%) of children aged nine to ten
years old, and two thirds (66%) of children aged 11 to 12, report having their own social
media and gaming accounts, with most of their profiles set to public, so everyone can
view their accounts. Significantly more children aged nine to ten years old had their
accounts set fully to public than older children, reflecting a greater awareness of potential
risks, as well as greater awareness of some of the measures that could be taken to
mitigate their risks, amongst older children, than younger children. This also points to the
importance of earlier education of children in appropriate technical skills and online
safety.

Children’s digital skills

Snapshot: Children in Kazakhstan generally report confidence in a wide range of skills relating to their
internet and device use. While self-reported skills may differ from actual skills,**** most children
report they are able to perform functions and tasks related to safety, social, creative and

communication, while technical skills — those required to perform more advanced functions online,
such as coding (or programming) - are lower. There is little difference by gender, but older children
reported a higher level of skills, which may result in both greater exposure to risks online, but also,
greater capacity to successfully navigate and mitigate these risks.**

e The majority of children considered themselves able to perform many of the everyday
technical and safety steps that might be required of them online, ranging from installing
apps on their phones to saving images they found on the internet. However, children
were least confident in their creative and more advanced technical skills.

e Importantly, seven out of ten children knew when they should delete a contact from their
list while 69% knew what images they should and should not share online with others. As
with many of the other self-reported skills, older children reflected a higher
understanding and grasp of digital skills than younger children, including those relating to
basic safety steps, such as sharing images.

e Three in four children feel completely or mostly that they know a lot about how to use
the internet and smartphones. While there is little difference by gender, significantly
more older children than younger children were confident in their use of the internet and
smartphones.

Children’s experiences of risks and harms

Snapshot: Children in Kazakhstan are exposed to a range of risks online, from content risks such as
seeing content relating to eating disorders and self-harm through to cyberbullying. These risks may
relate to, or co-occur with other risks, including sexual risks. Cyberbullying emerged as the most

common risk faced by children online, although this is faced less than in-person bullying. Girls are
encountering cyberbullying more frequently than boys, while children of all ages are exposed to
potentially harmful content such as that relating to self-harm, violence and hate speech. While most

11 The Child Online Privacy Protection Act in the US governs all US-based social media, website and online service companies,
and limits the collection of any data from any child under the age of 13 years, in practice restricting the opening of any
accounts by children under the age of 13. Yet, this is commonly and easily circumvented by children using US-based apps
and social media, including the TikTok, Instagram, Facebook, and others, throughout the world.

12 Zhi-Jin Zhong, From access to usage: The divide of self-reported digital skills among adolescents, Computers & Education,
Volume 56, Issue 3, 2011, Pages 736-746, ISSN 0360-1315, https://doi.org/10.1016/j.compedu.2010.10.016.

13 Palczyriska, M., Rynko, M. ICT skills measurement in social surveys: Can we trust self-reports?. Qual Quant 55, 917-943
(2021). https://doi.org/10.1007/s11135-020-01031-4

14 UNICEF Innocenti, 2019, Growing Up in a Digital World, UNICEF Office of Research — Innocenti: Florence.
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children do not report being very bothered by these experiences, a number of victims are very or a
little upset by their experiences. Many children do not tell anyone about their negative experiences;
when they do, this is most likely to be their friends, rather than a responsible adult such as a parent or
a teacher. This may impact the potential for help-seeking, and potentially psycho-social support they

may need, as well as addressing other negative consequences that may emerge from these
experiences. These could range from escalation of the experiences, poor educational or mental health
outcomes, through to the potential for the development of adverse or externalising behavioural
outcomes for the victims.®

e [t was not uncommon for children in Kazakhstan to feel that their time online had caused
some problems for them over the past year, including causing their grades to go down
(10%), or cause conflicts with their families (11%), although this was largely not seen as a
regular occurrence.

e Onein eight children reported that something had happened online over the past year
that had upset them, although of those who had been upset, more felt only a little upset
over the incident. A little more than one in ten children who had been upset by
something felt very upset by the occurrence, with younger children more likely to report
that they had been very upset than older children.

e Onein four children who had experienced something upsetting online in the past year did
not tell anyone. When children did speak to someone about their experience, they most
commonly spoke to their friends or peers (32% of those who had experienced something
upsetting), or their parents (24%). Importantly, younger children who had been upset
were more likely to speak to their parents about the incident than older children, as were
girls.

e Oneinten children had met with someone in person they had first met online, over the
past year, with older children 15 to 17 years old four times more likely than younger
children to have done so. Most children felt happy after the meeting, while 2.9% felt a
little upset.

e Cyberbullying emerged as the most common form of risks encountered online. Between
nine percent and 21% of children had experienced or witnessed some form of
cyberbullying online. Girls were almost twice as likely as boys to have witnessed or
experience cyberbullying as boys, consistent with much of the international literature on
cyberbullying.X® Most children did not tell anyone about their experiences, which may
have profound impact both on the child’s mental health and wellbeing. Like other risks
encountered online, children were more likely to tell their friends than anyone else about
their experiences. Importantly, and again consistent with much of the international

15 Bin Yang, Bo Wang, Nan Sun, Fei Xu, Lianke Wang, Jiajun Chen, Shiwei Yu, Yiming Zhang, Yurui Zhu, Ting Dai, Qiang Zhang,
Changging Sun, The consequences of cyberbullying and traditional bullying victimization among adolescents: Gender
differences in psychological symptoms, self-harm and suicidality, Psychiatry Research, Volume 306, 2021, 114219, ISSN
0165-1781, https://doi.org/10.1016/j.psychres.2021.114219.

16 Lee, V., Harris, M. N., & Kim, J. (2022). Gender Differences in Cyberbullying Victimization From a Developmental
Perspective: An Examination of Risk and Protective Factors. Crime & Delinquency, 68(13—14), 2422-2451.
https://doi.org/10.1177/00111287221081025
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literature, while cyberbullying is relatively common in Kazakhstan, in-person or face-to
face bullying is more common than cyberbullying.t’/1&19

e Children of all ages were routinely exposed to non-sexual risks online, including content
relating to ways of becoming very thin (eating-disorders 15%), violent images or content
(14%), hate speech, (12%), ways of self-harming (9%) and of taking one’s own life (5%).
Older children were significantly more likely to be exposed to this content than younger
children, while there was no significant difference by gender, suggesting that both boys
and girls are equally exposed to these different forms of potentially harmful content.

Exposure and experience of sexual risks online

Snapshot: Exposure to sexual risks online is significantly less commonly experienced by children in
Kazakhstan than other risks. However, this should be qualified by the observation that many children
who participated in the study appeared hesitant to disclose their experiences. Of the different risks
explored, children mostly reported being exposed to sexual content online, or to seeing sexual
messages or content sent to their friends’ phones, rather than to their own devices. Many children
did not want to say how they felt about seeing this content, but a small number (15%) felt very or a
little uncomfortable about it. Less common was the experience of contact risks online, with the most
common of these was being asked to talk about sex, or sexual relationships with someone online
when they did not want to. Unwanted sexual contact online was most likely to come from people
known to the child, rather than strangers, presenting important implications for safety messaging for
children. Like other forms of risks, most children did not tell anyone about their experiences, with
those who did, most commonly speaking to friends. This data suggests that children in Kazakhstan
need safe spaces and psycho-social support systems where they can talk openly about their online

experiences, particularly relating on sexual risks and harms encountered. Important will be messaging
that builds on the evidence of children’s experiences of risks, including where these risks come from,
and the broad scope of risks, from cyberbullying to sexual risks.

e Just under one in five children in Kazakhstan had been exposed to sexual content online
at least once over the past year, with 7% having seen sexual content at least once a
month, weekly or almost daily. While most children did not want to say how they felt
about encountering this content, one in three children were unbothered by what they
saw, while one in ten felt a little uncomfortable, and 5% felt very uncomfortable.

e Children were asked about their own experiences, and those of friends. A little over one
in ten children (11%) had seen sexual content — images, videos or messages — that had
been sent directly to their friends’ devices, while 7% had themselves received sexual
content on their phone. Most children who had received sexual content didn’t want to
say how they felt about receiving these messages, but 12% felt either a little or very
uncomfortable with having got these messages.

e Fewer than one in twenty children had received unwanted sexual contact online over the
past year when they did not want it. When this did occur, it most commonly took for
form of someone asking them to talk about a sexual relationship (4.5%), unwanted sexual

17 Jadambaa A, Thomas HJ, Scott JG, Graves N, Brain D, Pacella R. Prevalence of traditional bullying and cyberbullying among
children and adolescents in Australia: A systematic review and meta-analysis. Australian & New Zealand Journal of
Psychiatry. 2019;53(9):878-888. doi:10.1177/0004867419846393

18 Arnarsson A, Nygren J, Nyholm M, et al. Cyberbullying and traditional bullying among Nordic adolescents and their impact
on life satisfaction. Scandinavian Journal of Public Health. 2020;48(5):502-510. doi:10.1177/1403494818817411

19 Wang, CW., Musumari, P.M., Techasrivichien, T. et al. Overlap of traditional bullying and cyberbullying and correlates of
bullying among Taiwanese adolescents: a cross-sectional study. BMC Public Health 19, 1756 (2019).
https://doi.org/10.1186/s12889-019-8116-2
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comments or innuendo about them (3%) or being asked to send “selfies” (photos or
videos) of their private parts, when they did to want to.?*® When children did have this
unwanted sexual contact, they were most likely to speak to their friends about the
experience, with one in two children telling their friends, while just over one in ten
children told their parents about the experience.

e Children were also asked about sexual exploitation online. In total 3% had been offered
money or gifts in exchange for sexually explicit selfies, while 2% had been offered money
or gifts to meet in person with the explicit purpose of doing something sexual. 2%, or 11
children, had been threatened or blackmailed into doing something sexual online over
the past year, suggesting that while such instances are rare, they are occurring in
Kazakhstan.

e While less conclusive, it was not unusual in the study for children to say that they could
not say, or chose not to say, whether these things had happened to them over the past
year. This suggests that despite guarantees of confidentiality and the availability of
counselling and support services, children still did not feel comfortable talking about
these experiences.

e Contrary to common narratives of “stranger danger”, or most sexual predatory
behaviours online coming from strangers that children meet online, where children had
experience unwanted sexual contact online, this most commonly came from people
known to the child, including from family or extended family, and friends or peers both
over and under 18 years of age.

e Akey positive takeaway from the KKO study is thus that while older children are spending
more time online, and encountering more risks, they are less likely to be othered or upset
by the risks they do encounter, and are better equipped to mitigate these risks, and
manage them when they do encounter them.

Internet mediation

Snapshot: Children report relatively high levels of active mediation — enabling and supporting
children online, including through talking to them and sharing activities — by parents and caregivers,
with the majority of children talking to their parents about what they do online and when something

bothers them online; similarly, most children report that their parents both encourage them to do
things online and to explore the internet, as well as talk to them about safety online. This has
potentially important consequences for children’s capacity to successfully and safely navigate and
manage risks that they face online, minimizing the likelihood of harms resulting from online risks.

e Internet mediation refers to the support, engagement or “mediation” by those around
the child, most commonly parents or caregivers and teachers, of that child’s internet use.
Internet mediation can play an important role in not only safety, but also in the
development of the range of digital skills, as well as more fundamental life and
communication skills, that children require in order to successfully navigate and manage
the risks that they will encounter online, to minimize the risks of harm. While active and
enabling mediation, particularly by parents, is likely to result in greater skills and the
exposure to risks online, it also results in the child better able to navigate those risks in a

20|t is important to differentiate between wanted and unwanted sexual contact. Children were asked here, and this data
represents, unwanted sexual contact, as opposed to sexual contact or interactions that might occur consensually within an
age-appropriate relationship.
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way that minimizes the risks of harms occurring; conversely, more restrictive styles of
mediation minimizes the risk that the child encounters online, but equally minimizes the
skills required to manage those risks when the child does inevitably encounter risks, and
so increases the likelihood of harm.?2%23

e Three in ten children report that their parents, very often, often, or sometimes suggest
ways of using the internet safely, while even more encourage them to use, explore and
learn new things online. Four in five children speak to or help their parents with someone
online that their parents are battling with, suggesting positive and engaged collaboration
and engagement between parents and children when it comes to their internet activities.
Less common, though, and reflecting earlier findings on children’s help-seeking from
parents, are children talking about their parents about things that bother them online,
with a little more than one in two children speaking to their parents when things bother
them. Perhaps unsurprisingly, younger children are more likely than older children to
speak to their parents about things that bother them, perhaps reflecting a growing desire
for independence commonly associated with adolescence.

e Restrictive measures relating to internet use placed on children by parents were relatively
uncommon, with approximately three quarters of children reporting they were able to
browse social networks and download music and films as and when they wanted.
Children reported more restrictions placed on the use of webcams so freely (just under
two in five children reported some restrictions on them in how and when they could use
webcams or phone cameras).

Parents online in Kazakhstan

Snapshot: Parents in Kazakhstan exhibit a high level of familiarity with and use of digital technology,
and feel comfortable accessing the internet, and with the benefits it could offer. Parents commonly
use active and enabling internet mediation of their children’s internet use, offering active support of
their children’s use of digital technology and the internet, encouraging them to make good use of the
technology, explore opportunities, and provide a supportive and open environment. This picture also
broadly supports the experiences of children, who largely reported that their parents talk to them

about what they do online and encourage them to learn and explore things online. Less common are
the use of technical mediation tools such as parental monitoring apps, although these are still used by
a minority of parents. Parents tend to under-estimate the likelihood of their children encountering
risks online, as well as the potential harm this could do, although they are more aware of sexual risks
than other forms of risks such as cyberbullying or exposure to potentially harmful content, including
self-harm or violence.

e Parents’ own skills and confidence with digital technology, the way they use devices, and
their interaction with children can all play a role in shaping children’s experiences online,
and their ability to make the most of the opportunities that exist online. In Kazakhstan,
most of the parents in the study had been using the internet for several years or more,
and the majority — 57% - could access the internet whenever they wanted. Like their

21 Sonia Livingstone and Alicia Blum-Ross, 2021, Parenting for a Digital Future: How Hopes and fears about Technology Shape
Children’s Lives, Oxford University Press, ISBN: 9780190874704

22 Spnia Livingstone, Kjartan Olafsson, Ellen J. Helsper, Francisco Lupiafiez-Villanueva, Giuseppe A. Veltri, Frans Folkvord,
Maximizing Opportunities and Minimizing Risks for Children Online: The Role of Digital Skills in Emerging Strategies of
Parental Mediation, Journal of Communication, Volume 67, Issue 1, February 2017, Pages 82—-105,
https://doi.org/10.1111/jcom.12277

23 [jvingstone, Sonia & Blum-Ross, Alicia. (2019). Parents’ Role in Supporting, Brokering or Impeding Their Children’s
Connected Learning and Media Literacy. Cultural Science Journal. 11. 68-77. 10.5334/csci.124.

KazKidsOnline xii|Page


https://doi.org/10.1111/jcom.12277

children, parents went online most frequently on their smartphones; unlike their
children, parents also went online at higher rates on laptops and personal computers.

e Parents were less confident that they know more about the internet than their children,
with fewer than three in five parents feeling they know more about the internet than
their children. Most parents did feel comfortable accessing the internet and knowing how
the internet could be useful to them. This is reflected in the general levels of competence
across a range of operational, information, social, creative and mobile skills. With the
exception of knowing how to use a programming language (operational skill), and creative
skills, more than half of the parents included in the study felt some level of confidence in
their abilities across all 24 individual skills measured.

e Parents generally reported high levels of internet mediation than reported by children.
Between 67% of parents and 83% reported that they very often, often or sometimes
spoke to or engaged positively with their child about different aspects of their internet
and digital technology use. This data creates a profile of active support and mediation by
parents and caregivers of their children’s use of digital technology and the internet,
encouraging them to make good use of the technology, explore opportunities, and
provide a supportive and open environment. Restrictive and technical internet mediation
was less common, with fewer than half of the parents using technical tools such as
parental controls to block websites and apps, or to get notifications on what apps
children are downloading on their devices. Parents are more likely to set rules and
boundaries on internet and device use, and monitor (without the use of technical tools),
apps downloaded, and websites visited, than use technical tools to mediate their
children’s internet access.

e Far fewer parents reported that their children had ever been exposed to something
online that had upset them, than those children who reported the experience, suggesting
that despite some level of supportive and enabling mediation, and relatively open
conversation with children, many parents remain unaware of what their children are
encountering online. When their children did encounter something upsetting online,
most considered this to be a litle, rather than very upsetting, more accurately depicting
the experiences of their children. Most parents thought it was very unlikely that their
child would encounter something that upset or bothered them online in the next three
months. Most parents also felt confident in their ability to support their child with
anything upsetting that they encountered online, and that their child was themselves
definitely (29.1%) or probably (50.7%) able to cope with upsetting things they encounter.

e Oneintwenty parents said their child had seen websites or discussions online relating to
harming someone or self-harm, while slightly fewer reported their child had been
exposed to hate messages online (3.9%) or relating to eating disorders. These are
significantly lower numbers than those children wo themselves reported being exposed
to this content, and again reinforces an under-estimation by parents of what their
children may be encountering. Parents were more likely to think that their children had
been exposed to sexual risks, and in particular sexual content online, than other forms of
content risks.

e Parents in Kazakhstan generally tended to be aware of the potential risks for children
associated with being online, particularly those associated with sending self-generated
sexual content, such as images or videos. Four in five parents considered this to be very
risky, with another 13% considering it quite risky, while more than three quarters (77.8%)
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of parents thought that talking about an intimate relationship with someone online was
also very risk, an another 15.5% quite risky.

e While parents also recognize the risks that children may face in meeting in person
someone that they have first met online, fewer parents view this as very risky (66.3%)
than those who consider talking about intimate relationship or sending sexually explicit
material to someone online. This reflects the dilemmas that both parents, and policy-
makers face: the digital environment is increasingly the space in which children explore
romantic relationships, and often initiate romantic connections, including those that
might be considered age-appropriate; yet parents are aware of the potential risks that
such explorations and experiences could pose to children.

Recommendations for policy and interventions

The findings of the KKO study have implications for both policy and for programmatic interventions.
These are detailed in the final chapter of the report in a series of recommendations.

Policy recommendations include:

= Children in rural areas, or villages, are increasingly likely to have access to digital technology

and internet access, although this is still not on a par with children in the cities. While
recognizing that these disparities have been explicitly addressed through recent policy
documents, including the involvement of Kazakhstan in the GIGA Initiative,?*% these
geographical disparities should be addressed as a matter of priority and the importance of
equitable digital access and skills to the overall development and rights of children should
remain central to the connectivity and digital empowerment agenda in Kazakhstan.

The impact and management of digital technology into children’s early years and pre- and
primary schooling should also be prioritized. This includes the incorporation of the
management of digital technology for children, based on the growing evidence-base, into
parenting programmes, to equip parents with the knowledge and skills to effectively manage
their child’s internet and device use, equipping them with the skills required to support their
child to stay safe online and make the most of the opportunities.

Both policy and programming initiatives that promote and enhance life skills and life and
health education are required. and enhance life skills and life and health education. This
includes policies and strategies that promote open and safe conversations around sex and
sexual exploration, as well as sexual identity.

Related to this is the need for the creation of (and accompanying dissemination of) safe and
confidential reporting systems and support systems where children can share their negative
and harmful experienced without fear of stigma or judgement or victim-blaming, and where
they can be assured of support.

Policies and regulations should hold tech companies, including social media companies, to
account, and ensure that adequate regulations are put in place to protect children from this
content, while respecting all their concurrent rights. Many of the risks that children face
online, including those relating to risks associated with harmful content such as eating
disorders, other forms of self-harm, hate speech and suicide, are predominantly found on
social media apps such as Instagram, TikTok, Facebook and other apps commonly used by

24 More information on the ITU-UNICEF led GIGA project can be found here: https://www.unicef.org/innovation/giga

25 See also UNICEF Kazakhstan, 2022, Feasibility study of Potential Technical and Financial Solutions for Upgrading School
Connectivity to Broadband Speeds in Kazakhstan, August 2022, Astana. Available at Feasibility study for upgrading school
connectivity to broadband speeds in Kazakhstan | UNICEF
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children in Kazakhstan. Policies and regulations should hold tech companies, including social
media companies, to account, and ensure that adequate regulations are put in place to
protect children from this content, while respecting all their concurrent rights. Particular care
should be taken that these regulations, and steps taken to comply by industry do not infringe
on children’s right to information and privacy, as well as those that may be adversely affected.

= Related to the above, it will be important that this regulation be accompanied with the more
asset and capacity-building policies to foster resilience of children online and off, to deal with
what they encounter online.

Programmatic recommendations include:

= Awareness-raising and capacity-build interventions, particularly for older children should
thus focus less on simply drawing attention to these risks, and more on how to
successfully navigate and negotiate them in a way that minimizes the likelihood of harm :
The majority of children are aware of the common risks that they might encounter online.
This awareness increases with age. Awareness-raising and capacity-build interventions,
particularly for older children should thus focus less on simply drawing attention to these
risks, and more on how to successfully navigate and negotiate them in a way that
minimizes the likelihood of harm building not just digital resilience, but resilience in
general.?®

= Awareness-raising interventions should target very young and young children, who tend
to be less aware of risks they may encounter online. Those awareness raising
programmes focusing on the risks should target younger internet users who might not yet
be aware of the potential risks, or the resources that exist to support them when
encountering these risks.

= Messages should avoid fear-generation and scare techniques. There is a growing body of
evidence that shows that such an approach has little impact, but the focus of education
and awareness-raising should take an approach more consistent with prevention
education.?’

= The use of peer-mentoring and support mechanisms should be explored and tested,
building on global evidence-based interventions. Most children share their adverse
experiences online with friends rather than parents, teachers or other responsible adults.
This may indicate a space for peer-support mechanisms, including those that focus on
risks such as cyberbullying, as well as sexual risks.

= Establishment of alternative reporting and psycho-social support mechanisms that can
ensure confidentiality and privacy should be supported as a matter of priority. Many
children are unaware of the resources that do exist, both technical and psycho-social.
Whatever services are established to provide this support should take care to ensure a
nonOjudgemental environment when children will not be blamed for their experience,
that avoid victim-blaming or shaming, and where children can be assured that they will
not be punitively punished, including through the limitation or inhibiting of their internet
or device use.

The Kazakhstan Kids Online study comes at an opportune time, aligning with the finalization in
October 2023 of the Comprehensive Plan on the Protection of children from violence, suicide

26 https://www.gov.uk/government/publications/digital-resilience-framework

27 Finkelhor D, Walsh K, Jones L, Mitchell K, Collier A. Youth Internet Safety Education: Aligning Programs With the Evidence
Base. Trauma Violence Abuse. 2021 Dec;22(5):1233-1247. doi: 10.1177/1524838020916257. Epub 2020 Apr 3. PMID:
32242503.
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prevention and ensuring their rights and well-being, 2023-2025, which has included Child Online
Protection, and the KKO specifically, noting the importance of ensuring that policies and strategies are
evidence-based and drawing on data collected through the KKO.

Ultimately, the creating of safe online spaces that facilitate creative and beneficial use of technology,
and the capacity of children and young people to constructively take advantage of and realise the
benefits that the internet and digital technology have to offer is dependent on a comprehensive
systemic approach that holds technology companies accountable, equips children (and those in their
eco-system such as parents and teachers) with the skills require to both make the most of what the
technology offers and to manage risk they encounter online, and provides children with the support
system when something goes wrong to manage it and bounce back when harm is experienced.
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Chapter 1. Introduction

“The rights of the child must be respected protected and fulfilled in the digital
environment. Innovations in digital technologies affect children’s lives and their rights in
ways that are wide-ranging and inter-dependent, even where children themselves do
not have access to the internet. Meaningful access to digital technologies can support

children to realise their full range of civil, political, cultural, economic and social rights.”?

Digital technology has become enmeshed in every aspect of children’s everyday life. From play to
communication to information-seeking, entertainment, and education, almost every aspect of
children’s daily lives is impacted, to some measure, by digital technology. Even where children
themselves do not have access to digital technology themselves, they are likely impacted in some way
by the use of technology by others in their family or by the world around them. Children have little or
no choice in the way in which technology is part of their lives, and nor are they born with the inherent
skills or knowledge to manage the risks that technology presents.

Access to the internet is increasingly important to the development and wellbeing of children. Digital
technology has rapidly become integrated into almost all aspects of everyday life, from education and
learning, to play and communication. This was both catalysed and exemplified throughout the COVID-
19 pandemic, as every aspect of children’s lives were forced online, and digital technology became
central to the wellbeing and developmental needs of children. School, health-care providers, social
welfare and child protection services almost all shifted their services to online and mobile only
platforms.? Access to digital technology and the internet, along with digital and media literacy, have
become fundamental in shaping children’s everyday life, their experiences, and future prospects.

Conversely, digital exclusion can reinforce social, economic and cultural forms of exclusion and
inequalities,® disadvantaging children both while still at school, and preparing to and entering the
formal or informal economy. Digital divides can compound other social and systemic inequalities
including those related to age, gender, education and poverty.® It may exclude children from new
and emerging forms of play and communication, particularly with those outside their immediate
community. Importantly, digital divides that reinforce inequalities and exclusion refer not only to
access to technology, but rather to access, use and appropriation of digital technology and digital
media.??

28 United Nations Committee on the Rights of the Child. (2021). General Comment No. 25 (2021) on children’s rights in
relation to the digital environment. CEC/C/GC/25. 2 March 2021. Article 4.

29 UNICEF, 2020, COVID 19: A Spotlight on child data governance gaps, UNICEF Office of Global insight and Policy, New York.
https://www.unicef.org/globalinsight/reports/covid-19-spotlight-child-data-governance-gaps

30 UNICEF, 2022, Towards a child-centred digital equality framework, UNICEF Office of Global insight and Policy, New York.
https://www.unicef.org/globalinsight/reports/towards-child-centred-digital-equality-framework

31 Banaji, S., Livingstone, S., Nandi, A., and Stoilova, M. (2018). Instrumentalising the digital: adolescents’ engagement with
ICTs in low- and middle-income countries. Dev. Pract. 28, 432—443. doi: 10.1080/09614524.2018.1438366

32 Magis-Weinberg Lucia, Ballonoff Suleiman Ahna, Dahl Ronald E.2021. Context, Development, and Digital Media:
Implications for Very Young Adolescents in LMICs. Frontiers in Psychology. 12. 2021.
www.frontiersin.org/articles/10.3389/fpsyg.2021.632713
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According to UNICEF’s The State of the World’s Children 2017,%1 in 3 internet users is a child and
every day, more than 175,000 children go online for the first time.3* Information and communication
technologies (ICTs) are central to children’s everyday lives in almost every part of the world. The use
of ICTs has transformed the environment in which children grow and develop with online
technologies now embedded in the everyday practices of young people in their communication,
socializing and interactions with the world around them. This shift has been even further catalyzed by
the response of governments throughout the world, including in Kazakhstan, during the response to
the COVID-19 pandemic, where children’s communication, education, and even play, shifted online at
an unprecedented rate, and with it, the imperative to dramatically increase access to digital
technology and the internet (often though, without a focus on increasing the required literacy and
skills) to children. In an increasingly digital world, internet access has become a vital gateway for
children to realize their rights, while also presenting opportunities for these rights to be violated.?®

The potential for risks and related harms to children was amplified in public discourse through the
COVID-19 pandemic, as the shift of children’s lives to the digital space at an unprecedented pace
highlighted increased risks from sexual predators, cyberbullying and misinformation.3®

While the internet is often seen as presenting problems and challenges for children, including
increased exposure to risks and the potential for harms, the internet has become a lifeline for many
children in help-seeking and health information, as well as for gaining the skills required to succeed in
the workplace in their future. Data collected across 28 countries show that children regularly sought
out health information, for example, at least once a month.%’ Indeed, the internet and digital
connectivity is increasingly essential to the realization of children’s range of rights, to their
development, and in some instances even to their rights to life and survival.®®

Research into children’s lives online in Kazakhstan is still in its relative infancy. According to the
recent HSBC Kazakhstan study, more than one third of children spend more than two hours a day
watching videos on their digital devices (whether computers or mobile devices), while more than half
spend two hours or more of every weekday playing computer games (51.3%), an increase of more
than 20% since 2018, or chatting to friends (56.5%).3° However, a significant number of children in
Kazakhstan utilise the internet for learning and information-seeking, with 30.5% reporting that they
spend more than two hours a day searching for information.*°

With more children online, and more children spending more time online, it is also hardly surprising
that children may be more exposed to risks online. For example, the limited previous data that does
exist on children’s experiences online in Kazakhstan show that in total 5.6% of children have
experienced cyberbullying two to three times a month, while 13.4% have experienced it once a
month. The data also shows a gendered dynamic, with boys significantly more likely to experience

33 State of the World'’s Children 2017: Children in a Digital World. UNICEF, New York.
https://www.unicef.org/sowc2017/

34 Safer Internet Day Press Release. UNICEF, New York, 6 February 2018.
https://www.unicef.org/media/media_102560.html

35 See http://globalkidsonline.net/covidunder19-summit/

36 The Alliance for Child Protection in Humanitarian Action, End Violence Against Children, UNICEF, WHO, COVID-19:
Protecting Children from Violence, Abuse and Neglect in the Home, Version 1, May 2020

37 Kardefelt Winther, Daniel; Twesigye, Rogers; ZIdmal, Rostislav; Saeed, Marium; Smahel, David; Stoilova, Mariya;
Livingstone, Sonia (2020). Digital Connectivity During COVID-19: Access to vital information for every child, Innocenti
Research Briefs, no. 2020-12, UNICEF Office of Research - Innocenti, Florence

38 United Nations Committee on the Rights of the Child. (2021). General Comment No. 25

39 National Center for Public Health of the Ministry of Health, 2022, using data from the World Health Organization HSBC
Kazakhstan Study.

40 Ibid.
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cyberbullying than girls. In total, 4.6% of children report that they have participated in cyberbullying
themselves.*

A brief overview of the legislative and policy environment in Kazakhstan

Recognizing, in part, the rapid growth of the internet and digital technology within Kazakhstan, the
Government of the Republic of Kazakhstan has taken a number of steps to regulate and better
legislate the digital space.*? This has focused largely on the response to keep children safe online and
address misinformation, including an emphasis on blocking and filtering potentially harmful content,
including Child Sexual Abuse Material (CSAM).** These measures include the promulgation of:

e "On Approval of the Rules for Monitoring the Mass Media Distributed in the Territory of the
Republic of Kazakhstan and the Methodology for Its Calculation" (Order of the Minister of
Information and Social Development of the Republic of Kazakhstan dated April 29, 2019 no.
84. Registered with the Ministry of Justice of the Republic of Kazakhstan on May 2, 2019 no.
18617.dated April 29, 2019 No. 84), to ensure the ongoing monitoring of content that violates
the laws of Kazakhstan, and

e The Law On amendments and additions to some legislative acts of the Republic of Kazakhstan
on the protection of children's rights, education, information and informatization” adopted on
May 3, 2022, Ne 118-VII.

e In October 2023, the Comprehensive Plan on the Protection of Children from Violence, Suicide
Prevention and Ensuring their Rights and Well-being for 2023 to 2025, which includes
provisions relating to online protections. The Comprehensive Plan consists of three parts:
Realizing the right of children to protection from violence, bullying and abuse, Prevention and
correction of suicidal and auto-aggressive behaviour in children, and Improving the well-being
of Kazakh children.**

o Of note within the Comprehensive Plan are several measures including (amongst
others) activities relating to raising awareness of parents and children on
cyberbullying and online risks, distribution of a free parental control system for
aprents to track children’s internet usage and habits, the introduction of children’s
sim cards; measures to combat “internet addiction”, and ongoing strengthening of
the legislative and regulatory framework for the protection of children, including
online.

o The Comprehensive Plan also includes the collection of data for policy and evidence,
specifically through a Kazakhstan Kids Online Study.

The Criminal Code currently contains certain provisions relating to the protection of children,
including from online harms, specifically, incitement to suicide or attempted suicide (art.105);
coercion to sexual intercourse or acts of a sexual nature (further defined in Code)(art.123); trafficking
of minors, and the involvement children in the production of sexual content (art. 144).

Kazakhstan is adopting an active surveillance approach to monitor social media for potential risks and
harms. The Order "On Approval of the Rules for Monitoring the Mass Media Distributed in the
Territory of the Republic of Kazakhstan and the Methodology for Its Calculation" dated April 29, 2019
No. 84, requires that social media and other digital (and non-digital media) channels be monitored on
an ongoing basis. This was amended through the "Sarym-Zakieva amendment”, which provides for
filtering and blocking of content specifically for children.*

41 Ibid.

42|TU, 2022, Kazakhstan: Protecting Children Online. CIS Region. (English translation)

43 |bid.

44 Government of Kazakhstan, 2023, Comprehensive Plan on the Protection of Children from Violence, Suicide Prevention and
Ensuring their Rights and Well-being for 2023 to 2025, Kazakhstan: Astana

45 |TU, 2022, Kazakhstan: Protecting Children Online. CIS Region.

KazKidsOnline 3|Page



In addition to the above, the Government has taken steps to establish a coordination and
communication mechanisms between Ministries and partners to address online protection, as well as
implementing several information and awareness raising initiatives and campaigns to further raise
awareness amongst government officials and the public on the risks associated with children online.*®
The Committee for the Rights of the Child, within the Ministry of Education, is responsible for carrying
out inter-sectoral coordination and international cooperation in areas relating to the protection of
children from online risks and harms.

About Kazakhstan Kids Online

The Kazakhstan Kids Online study is a nationally representative household survey of children aged
nine to 17 years old in Kazakhstan, and with their parents or caregivers.* The study builds on the
Global Kids Online (GKO) study design, using a locally adapted version of the quantitative survey
instrument. To supplement the household survey, a series of focus group discussions (FGD) were
conducted with children of the same age, in selected sites across all regions. Finally, a smaller survey
was conducted with teachers, using the teacher module of the GKO toolkit, as well as a small number
of focus group discussion.

The study has three objectives:

1. Provide data to guide more targeted interventions by key Government entities, development
partners, ICT industries, civil society and children themselves, to efficiently realize the rights
of all children, especially the most vulnerable ones. It will also inform the development of
national child protection strategic documents and improvement of Kazakhstan’s legislation in
this area.

2. It will provide the necessary data for UNICEF Kazakhstan to strategically plan and implement
interventions focusing on child online protection (COP) and children’s rights online in line with
the country programme for 2021-2025. Related to this, the results will also inform UNICEF
corporate sector partners on key rights of children in digital environment which need priority
attention.

3. Finally, the research will generate a solid baseline on children’s experiences online based on
international methodology of the Global Kids Online research project and allow for the
tracking of progress and developments in children’s rights in the digital environment within
Kazakhstan over time.

To achieve these objectives, the study set out to explore in more detail:

= the extent and nature of children’s access to, and use of, digital technology in Kazakhstan;
= the opportunities presented by the use of the internet for children;

= the range and nature of risks and harms faced by children online; and

= the mitigation strategies utilised by children in the face of these risks and harms.

In addition, the study explored certain aspects of parents and teachers internet use, and their
interaction with children relating to the internet. Specifically,

= parents and caregivers, and teachers, use of the internet,
= their mediation of children’s internet use at home and at school, and

46 Ipid.
47 The Terms of Reference for the study are available on request from the UNICEF Kazakhstan Country Office.
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= their awareness of the risks faced by their children online.

The importance of the KKO in establishing a baseline for policy and programming is underscored in
the explicit inclusion of the study in the recently adopted Comprehensive Plan on the Protection of
children from violence, suicide prevention and ensuring their rights and well-being, 2023-2025, which
clearly indicates the recognition of the importance of evidence-based policy-making within
Kazakhstan, and the potential for impact of the study.

The Global Kids Online research approach
As noted, above, the Kazakhstan Kids Online study builds on the Global Kids Online sets of studies and
research approach.

Global Kids Online is an international research initiative developed in partnership between the UNICEF
Office of Research-Innocenti and the London School of Economic. It allows for governments and

others to carry out standardized research on all aspects of children’s use of digital technology and
their lives online, including opportunities, risks and protective factors. The GKO initiative builds on the
success of the ongoing EU Kids Online initiative, a similar collaboration focusing on EU countries, that
has arguably become one of the most influential and comprehensive sources of data for policy-
making and legislating within the participating EU countries, and providing data for much of the
evidence-base that now exists on children’s opportunities, and their experiences of risks and harms
online. The GKO project has also laid the foundation of the cross-national Disrupting Harms studies
that are currently being led by UNICEF Office of Research, INTERPOL and ECPAT International. From
its inception in 2016, GKO has now been conducted in 16 countries in the global South?®, and the
study in Kazakhstan will provide the first data from the CIS region on this important topic.

GKO has developed and tested, on the basis of the initial country studies in Argentina, South Africa
and Serbia, as well as subsequent country studies, a conceptual model that builds on a socio-
ecological model of childhood. The model identifies factors that exist and interact at the individual
level, at a social (broadly comparable to interpersonal or relationship), and at a country level, to
influence children’s experience of harm. In addition to factors relating to age and gender at the
individual level, and the influence or role of parents, peers and community, the model specifically
details the role of technology-related factors such as the digital ecology, children’s access to
technology, the time spent online and what they do online, as well as their digital skills and the
activities they engage in online, as influencing harmful outcomes. It is important to note, like the
application of the socio-ecological model to violence more broadly, the presence of these risks do not
determine or predict harm, but rather increase the likelihood of harm occurring, which may be
dependent on the interaction and interplay of collective risks as much as the presence or any single
risk in a child’s life.

48 The Global South generally refers to low and middle-income countries in Africa, Latin America, Oceania and developing
regions of Asia.
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Figure 1. A socio-ecological model approach to understanding children’s experiences of harm*
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The GKO also integrates a specific conceptualisation of risks as children experience them online, that
allows for a nuanced analysis of how best to address the different risks, in a way that prevent harms,
but also promote the opportunities and benefits that the internet and being online has to offer children.
Despite some definitional issues, there has been consensus over the previous decade that online risks
could be operationalized into three categories, content, contact and conduct.>>>* Content risks include
exposure to any unwelcome or inappropriate media or content; contact risks describe any incidences
where the child participates in risky communication, and conduct risks refer to scenarios where the
child themselves behaves in a way that contributes to risky content or contact. Online risks can
include a number of different experiences, from privacy invasions, and bullying, to encountering racist,
hateful, violent or pornographic content each of which can be categorized according to the typology
presented above.> An example is reflected in the table below, together with associated harms.

With the massive growth of the commercial use and exploitation of children for commercial gain by
industry and the private sector, a fourth risk category has recently been added to the above typology,
with a slight revision of the original risks. It has been recently proposed that four categories of
operational risks exist: content, contact, conduct, and commercial. These are illustrated in the diagram
below.

49 Livingstone, Sonia (2016) A framework for researching Global Kids Online: understanding children’s well-being and rights
in the digital age. Global Kids Online. The London School of Economics and Political Science, London, UK.

50 Staksrud, E., Livingstone, S., Haddon, L., & Olafsson, K. (2009) What Do We Know About Children’s Use of Online
Technologies? A Report on Data Availability and Research Gaps in Europe (2nd edition). LSE, London: EU Kids Online. (EC
Safer Internet plus Programme Deliverable D1.1) ISBN 978-0-85328-405-5

51 Livingstone, Sonia , Mascheroni, Giovanna and Staksrud, Elisabeth (2015) Developing a framework for researching
children’s online risks and opportunities in Europe. EU Kids Online, The London School of Economics and Political Science,
London, UK.

52 Staksrud & Livingstone, 2009, What Do We Know About Children’s Use of Online Technologies? A Report on Data
Availability and Research Gaps in Europe (2nd edition
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Figure 2: Typology of ICT-related harms>3
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Although these risks are often considered in and of themselves to be dangerous, risk is only an

indication of the potential danger of the internet, with the harm that results from risk being a more

accurate indicator what makes the internet unsafe.

THE RELATIONSHIP BETWEEN ONLINE AND OFFLINE VIOLENCE

Like other (offline) forms of violence against children, online violence does not occur in a bubble, but
rather within the context of the broader socio and political environment (as depicted by the community,
country and structural domains of the socio-ecological model). Those who are most disadvantaged are
often so as a result of structural issues such as poverty (affecting access and use of technology), gender
inequality, racism, sexual orientation, located within institutional and organizational practices that do
nothing to change them.?

For example, recognizing that cultural and community codes of silence against open discussion of sexual
abuse and exploitation is a driver of sexual violence at a community sphere allows us to design policies
and interventions that address this driver. These could include interventions that break down taboos
about discussing sex, reproductive health or sexual violence with young people and within families or
creating policy that directly addresses harmful norms that condone sexual or gender-based violence.
Creating environments where children feel safe speaking about sex, or where children are raised in home,
community and societal environments that do not condone violent attitudes or patriarchal norms, will
increase the opportunity and likelihood for children to speak up when they encounter sexual content or
conversations online, or when they are faced with intrusive and unwanted sexual advances and contact

online.

53 [ivingstone, S., & Stoilova, M. (2021). The 4Cs: Classifying Online Risk to Children. (CO:RE Short Report Series on Key
Topics). Hamburg: Leibniz-Institut fiir Medienforschung | Hans-Bredow-Institut (HBI); CO:RE - Children Online: Research and
Evidence. https.//doi.org/10.21241/ssoar.71817
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The Kazakhstan Kids Online research process

The research process followed for KKO is depicted in the figure below. An advisory group was
established to guide and provide oversight to the study, led by the National Committee on the Rights
of the Child. An inception note detailing the background and methodology, including the proposed
sample, was prepared, and reviewed and approved by the advisory group. The draft questionnaire
was formulated for children (Q1), for Parents (Q2) and for Teachers (Q3), based on the Global Kids
Online modules and data dictionary®*, and adapted for the Kazakhstan context. A draft qualitative
research guide was developed, again building on the GKO Toolkit.>® These were submitted to the
advisory group, and following several rounds of feedback, were finalized and approved ahead of
submission of the tools, along with a full ethics application, to the HML Ethics Review Board. Ethical
clearance was subsequently received from HML for the full study.>®

Figure 3. The research process
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The questionnaire was translated into both Russian and Kazakh, before being back-translated into
English to ensure consistency and correctness with the original, and that the questions remained true
to their original meaning and construction.

Cognitive testing of the questionnaire was conducted for both parents and for children. This was
followed by a pilot study of both the household surveys with children and parents, and the focus
group protocol. Minor revisions were made to the questionnaire, including a slight abbreviation of the
children’s questionnaire, ahead of moving to training for the full study.

Data was collected using a combination of Computer-assisted Personal Interviews (CAPI) and
Computer-assisted web Interviews (CAWI). CAPI was utilised for all household interviews, i.e. both
children and parents, while CAWI was utilised for the teacher interviews. This different method was
required as the sample for the teacher interviews did not necessarily correspond with the
geographical sample selection of the household samples. A walk-through method within the sampled

54 http://globalkidsonline.net/tools/survey/

55 http://globalkidsonline.net/tools/qualitative/

56 HML IRB Review #706KAZA23, dated 18 April 2023. Note: this has been provided as an Appendix (Appendix 6.) to this draft
report but will be excluded from the final publication.
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Enumerator Areas was used, and households randomly selected. Where multiple children lived within
the identified household, the child to be interviewed was randomly selected using a household listing
process. Detailed notes on the respondent sample for both the qualitative and quantitative samples
are provided in Appendices Three to Five.

Prior to taking part in the pilot study, the research study team conducted a comprehensive briefing
for all supervisors and interviewers about the goals and objectives of the study, its social sign
meaning, and history. As part of the briefing, the field teams were informed of how to recruit
participants and collect data correctly, how to act in various unexpected situations which may occur
in course of the field work. Special attention was given to ethical aspects of the study.

Only those interviewers who had received a comprehensive briefing, who had experience of work
with similar target groups and trained to work with tablets were admitted to field work.

All the interviewers were provided with name tags, accompanying letters, police clearance
certificates, additional instructions on recommended actions in case of emergency situations (where
children, or other respondents, were deemed in need of support or immediate services), and
handouts (brochures with information about hotline telephone numbers where a child or adolescent
could call for support or counselling).

The moderators who conducted FGDs undertook a compulsory online UNICEF Training Course on
Ethics and were provided with certificates of completion of UNICEF training in the ethical aspects of
the study. Each moderator had extensive expertise in conducting online and offline discussions,
including those with children and adolescents.

All interviews were conducted in either Kazakh or Russian, depending on the preference of the
respondents.

Interviews with parents and caregivers generally lasted approximately 30 minutes, while interviews
with children lasted between 30 and 45 minutes on average.

An overview of the survey sample design®’

A two-stage cluster sampling method was used for the household survey component of the study.
Households containing children below the age of 18 was the primary sampling unit for the study,
using probability proportionate to size. This means that those enumerator areas, or clusters, with a
greater number of households with children below the age of 18 had a higher likelihood of being
selected into the sample. Only households with children using the internet were included and
households were screened at the first point of contact. The sample was monitored throughout to
assess the age and gender of respondents, to ensure that the sample reflects and is representative of
the national and regional population of children between the ages of nine and 17.

The child was the primary respondent within the study. Within each household, one parent or
caregiver was interviewed in addition to the child. Where both parents or caregivers consented to be
interviewed, the parent with the oldest birthday was selected to be interviewed. On arrival at the
household, a screening question to determine whether the child was an internet-user was
administered, and only internet using children were included in the study. The experiences of children
explored in this study should thus be read as those experiences of internet-using children in
Kazakhstan only. In total a household sample of 1201 children, and 1200 parents or caregivers was
realized,

57 The detailed sample design for both the survey and the focus groups is provided in Appendix Three
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An overview of the Focus Group design

For the focus groups, respondents were recruited and stratified into discussions by both age and
gender. Child focus groups were stratified into a boys group, a girls group, and one mixed group, for
each age group of nine to 10 year olds, 11 to 12 year olds, 13 to 14 year olds, and 15 to 17 year olds.

Parents were stratified into groups of parents for each age group of nine- to 10-year-olds, 11- to 12-
year-olds, 13- to 14-year-olds, and 15- to 17-year-olds.

Similarly, the teacher focus groups were stratified into teachers of nine- to 10-year-olds, 11- to 12-
year-olds, 13- to 14-year-olds, and 15- to 17-year-olds.

Seven to ten participants were included in each focus group discussion, allowing for active
participation, discussion and comfort of all participants.

Several focus groups were also conducted with children living in institutions of care.

In total, eight focus groups with children living in households, eight focus groups with parents, four
focus groups with children living in institutions, and eight focus groups with teachers, were
conducted, representing the voices of 199 children.

Quality control

Steps were taken at every stage of the data collection, data management and analysis stage to ensure
that the data included in the study was of the highest possible quality. In addition to the ethical
measures taken above, and the over-training of enumerators to allow for the selection of only those
deemed suitable to conduct a study of this nature with children the following measures were
undertaken throughout the data collection and following the completion of collection into the data
management stages.

v The core research team listened to the first questionnaires of each interviewer in order to
identify errors and correct them at the start of the field work;

V' Consistent telephone control check, on 25% of questionnaires for the CAPI interviews and
100% of questionnaires for CAWI interviews. This entailed calling the respondents using the
specified contact information, re-administering the main questions and comparing them with
the data from the database. Questionnaires in which inconsistencies are identified were
rejected.

V' Listening to 25% of interview recordings to identify any facts of falsification, passing one
respondent to another, incorrect completion of the questionnaires, or any other possible
fieldwork inconsistencies, falsifications or misconduct. Any questionnaires in which facts of
falsification or gross violations of the survey procedure are noticed were rejected.

v' Tracking geo-tags and IP addresses. While no such cases were identified, in case of detection
of any duplicates, the questionnaires would have been rejected. Note that all geo-location
data was deleted prior to finalisation of the dataset and before analysis was conducted, or the
data shared with the rest of the research team.

v For the CAWI interviews with teachers, tracking duplicates by phone number and IP address
in the database and between the databases of other projects conducted by BISAM. In total,
20 cases of duplicate telephone numbers were identified during this process. In each of these
cases, these questionnaires were deleted by BISAM and exclude from the final sample for
analysis.
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Data capture, analysis and presentation of the data

The data analysis was performed using the statistical software SPSSv.21. Intersection tables were
derived for the main characteristics of gender, age, region and area type for all variables. The
database was verified by weighting and correcting sample biases in relation to the general population.
The data and tables are available in both SPSS and Excel.

Throughout this report, disaggregated analysis by gender, age and location are only presented and
discussed in the text where there are statistically significant differences by any of those variables.>*>°
Note that the findings relating to the children and parents components of the survey are presented
independently, and individual children are not linked to their parents or caregivers responses.

The data was analyzed and presented in two separate reports. This main report presents the findings
from the children’s and parents’ surveys and focus groups, while a second paper provides the findings
from the teacher’s study.

Following analysis and drafting of the report, the findings were presented to partners and
stakeholders from the digital technology sector in Kazakhstan. The draft report was submitted for
internal peer review within the UNICEF Country Office, as well as the UNICEF Regional Office.
Comments and feedback from this process were incorporated into a final report that was then
submitted to external quality assurance, prior to publishing.

Ethical considerations and child safeguarding

The utmost consideration was given to the ethical considerations and burden of care placed on the
research company and research team to ensure the safety, wellbeing and safeguarding of all children
(and others) included in the study. The approach to conducting the research within an ethical
framework was guided by UNICEF ‘s Ethical Research Involving Children.®®

v The research tools were designed and tested to ensure that they are child-focused and keep
central the best interest and wellbeing of the child in the way each item is designed and
phrased.

v" The research protocol, including all instruments, consent and information forms, and
inception note were submitted to an international ethics review board to ensure compliance
with the highest ethical standards in the protection of children in research (see note above).

v" All interviews were voluntary, anonymous and confidential, with the only identifiers collected
being those required for interview data quality control.

v Any identifiers were removed from the dataset once quality checks were completed. These
include any geolocation data that may be collected through the data collection process and
the use of CAPI or WAPI technology.

58 Significance at p>0.01

59 As noted earlier in the report, all cross-tabulations are available on request in the intersection tables.

60 Powell, Mary Ann; Taylor, Nicola; Fitzgerald, Robyn; Graham, Ann; Anderson, Donnah (2013). Ethical Research Involving
Children, Innocenti Publications, UNICEF Office of Research - Innocenti, Florence
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v/ Participants were informed at the very outset of their right to stop the interview at any time,
or to not answer any questions that they feel uncomfortable with.

v Informed consent was obtained prior to commencement of any interview.

o Where the child was under the age of 16, consent for the interview was sought from
the parent or caregiver, AS WELL AS assent from the child. Where the parent gave
consent, but the child did not want to participate and refuse assent, no interview was
conducted.

A separate consent form was provided to the parent and caregiver for their interview.
A signed copy of the consent forms was left with the respondents.

v The consent form included the aims and objectives of the study, who the study was
conducted, what the data will be used for, and guarantees of anonymity, confidentiality, the
expected length of the interview, and the right to refuse to participate. The form also
included contact details for UNICEF and BISAM focal points. A separate one-page information
note was also provided to all respondents to leave with them, which also included the UNICEF
and BISAM contact details.

v/ At the end of each interview, the interview provided a contact number of a local Helpline or
counseling focal point for the area, in case the participants wished to speak to anyone about
any trauma or feelings that may have arisen during the interview, or about any previous or
current experience they may have had relating to their wellbeing. This was in the form of a
flyer for children. 5*A briefing form was left with the child and parent which includes these
numbers, as well as the project focal point in case there are any other questions or concerns.
Note that interviewers were trained to terminate the interview at any signs of distress from
child participants and to immediately provide and encourage the child to speak to one of the
service providers detailed in the referral form.

v" All FGDs were recorded for transcription and analysis purposes. Only children who have
consented to the discussion being audio recorded, explicitly included in the consent form,
were able to participate in the study. No recording was undertaken for the survey.

v' It is important that in all contexts children are free to participate in study in private, outside of
the supervision or presence of their parent or other responsible adult. Children are
consistently exposed to messaging from parents and teachers relating to online safety that
stresses the dangers of speaking to strangers online, or of getting involved in romantic
relationships, or sharing images. Yet for many children, this is one of the many benefits of
being online, meeting new people, exploring new romantic relationships.®? This is often, if not

61 See Appendix for a copy of the flyer left with children.
62 phyfer et al, 2016.
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usually done without the parent’s knowledge or consent, and so children are unlikely to
disclose these experiences in the presence of an adult. They often also fear having their
internet access or device confiscated if they are seen by parents to be engaging in any of
these behaviours. The perceived restrictions may also discourage help-seeking behaviours, as
children fear the consequences if they report bad online experiences. The space for children
to participate freely and in private is critical to the success of the study, and to generating the
sort of evidence that is required to formulate policies and legislation, and interventions, that
truly reflect the needs of children. This privacy is thus also critical to be able to ensure that
children can access support if they need, and that they will not risk being disadvantaged by
their participation in the study. The need for this privacy was explained to the parents or
caregiver during the introductory stage of each interview. Where such privacy was not
afforded to the child (the parents did not feel comfortable with or agree to allow this), no
interview was conducted and the interviewers moved on to the next sampled household.

v At an institutional level, all data collectors were screened by BISAM to ensure that they had
no criminal records or previous record of offences relating to children. A police clearance
certificate was mandatory for all research enumerators and supervisors in the study.

v An intensive training of the research team and supervisors was conducted by the lead
researcher at the outset of the study. This included the ethical protection and safeguarding of
children and the sensitivities, and related skills relating to conducting research on sensitive
subjects with children. A similar detailed training was subsequently conducted with all
enumerators and facilitators. As noted above, the research team, including supervisors, were
required to complete the UNICEF training course on Ethical research with children.

v In any instances where children were identified as in immediate need of care and protection,
a direct referral was made to the UNICEF Child Protection section, for liaison with the
appropriate services within the Kazakhstan Child Protection system.

Study limitations

As with any study, several limitations to the study emerged. Many of these were largely anticipated
on the basis of previous GKO studies and other studies of this nature, and addressed in the pilot
study.

1. While the questionnaire and content were received well by older children, younger children
(aged nine to ten years old) often tended to lose focus and attention after some time. This
was noted in the pilot, and the questionnaire subsequently shortened to compensate for this
prior to the study, and some less core components of the questionnaire, including basic
household information that could be collected from the parents, were moved to the end of
the study, but some cases were still noted during the main fieldwork. This was only an issue
with children aged nine to ten years old.
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2. The study includes several items on what might be considered sensitive or “embarrassing”
topics, particularly relating to online sexual activities and risks. Such challenges are not
unusual when discussing topics relating to sexuality, sexual health, or sexual violence
particularly in regions that may be relatively culturally conservative, or where any discussion
of such topics are considered inappropriate for children. This challenge was anticipated ahead
of time and extensively discussed in both the design of the research instruments and in the
team and enumerator training. For any questions that were deemed in advance to be
sensitive — specifically those relating to sexual risks and harms — children were given the
tablet themselves to answer, with the interviewer available on standby to answer any
questions of clarity relating to meaning of the questions that the child might have. On
completion of those questions, the tablet was handed back to the interviewer to continue
subsequent questions.

While this did not prevent some open and frank disclosures from children in both the focus
groups and household surveys, there are indications that many children did not feel
comfortable answering such questions openly, with children often choosing to select a “I
would rather not answer” response (rather than a negative response”) to this question. This
in itself may be an indication of some level of understanding and engagement with the
content of the question, but an unwillingness to be open in their response for fear of
punishment, stigma or judgement. This may have led to an under-reporting of experiences or
exposure to online sexual risks and harms. Where this in suspected to have occurred, it is
noted in the main text of the report.

3. Related to the above, the small number of direct experiences of sexual risks that emerged
from the study, means that limited meaningful analyses can be performed on these items. For
example, the numbers do not allow for reliable analysis of experiences by gender, or by age.
However, the data does allow for a reliable estimation of prevalence of risk for children at a
population level, recognizing that this may be subject to the same under-reporting challenges
encountered with many forms of sexual violence in particular. Where the numbers are too
small for further analysis, this is indicated in the text, and raw numbers are also indicated for
context. These limitations do not apply to non-sexual risks encountered.

Challenges and lessons

Kazakhstan Kids Online is based on the Global Kids Online methodological design, which has been
tested across various regions in the world, representing a range of contexts, languages and cultures.
This, along with the scope for local adaptation, allows for its application and suitability across borders
and regions. It is however the first GKO study to be conducted in Central Asia, and as such several
areas for learning can be derived from the application of the methodology within the Kazakhstan (and
potentially regional) context.

= Gaining an understanding of the range of risks that children encounter online, particularly
sexual, commonly pose methodological and administrative challenges when interviewing
children directly. This go beyond the ethical considerations, which are non-negotiable to a
“do-no-harm” approach to conducting research with children, to challenges relating to the
receptiveness, openness and willingness of children to openly discuss these topics. Various
strategies can be used to minimize barriers, and to foster open and comfortable disclosure,
particularly in contexts where strong societal taboos and norms exist around these topics.
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The KKO team was able to draw on extensive experience in working with children, including
on topics such as this, to anticipate and manage these barriers. This resulted in sufficient
disclosure of these unwanted sexual experiences and risks online to provide reliable and
useful insight into the nature of these children’s experiences (if not to the extent allowing for
detailed disaggregation). However there may be further adaptations and refinement of the
module on sexual risks and harms to fully unpack children’s experiences of sexual risks, while
maintaining the protections required for children within the Kazakhstan context.

= As with many of the GKO studies, the surveys included only internet-using households. It may
be useful to consider supplementing this with a limited module for households selected into
the sample that do not meet the criteria of internet-users, but meet all other criteria, to
better understand barriers to internet access and use. However, this decision should be made
on the basis of updated digital penetration rates, as the rapid pace of roll-out may render
such a sub-sample largely irrelevant.

= The inclusion of the educator’s module of the GKO Toolkit proved to be particularly
important, particularly as Kazakhstan expands the roll-out of connectivity to schools through
the GIGA partnership and given its introduction of digital literacy across the school curriculum
from a primary level. In future research and KKO studies, it may be useful to expand this
module to explore in more details teacher’s familiarity with a range of risks, and how this
knowledge is being applied or practically utilised in the classroom or supporting learners.

= The research process design, and allocation of responsibilities for the KKO study ensured
almost seamless data collection and analysis process. The contracted research company
responsible for the data collection, capturing and cleaning had extensive experience
conducting research of this kind and were able to demonstrate thorough and ongoing quality
control measures, ensuring that the analysis of the data presented no challenges, and the
highest quality of the resulting data could be assured. The commitment of the company to
ensuring adherence to the do-no-harm principle, and maintaining the highest ethical
standards, also facilitated the process, and while this should be a given, in many contexts is
more difficult to guarantee. This is particularly important when conducting studies of this
nature under tight timeframes.

Structure of the report
This report is divided into eight sections following this introduction (chapter 1):

= Chapter 2 details the access that children in Kazakhstan have to the internet and digital
devices, where they access the internet, and what they do online (the extent and nature of
children’s internet access).

= Chapter 3 explores their digital skills using 24 key indicators, categorized into operational,
information and browsing, social and privacy, creative, and mobile skills.

= Chapter 4 examines children’s experiences of risks and harms. This is in turn categorized into
exposure to non-sexual risks, including age-inappropriate and [potentially harmful content
and contact risks, sexual risks, and cyberbullying. Within each of these, the extent of harm
and measures taken to mitigate these risks are also explored.

= Chapter 5 outlines the social support structures available to children.
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= Chapter 6 covers children’s perceptions of the internet mediation measures undertaken or
provided by parents and teachers.

= Chapter 7 moved into the findings of the parent’s survey of the KKP. This includes parents and
caregivers own access and use of digital technology, and their digital skills; their views on how
they mediate their children’s internet use, and their perceptions of risks faced by their
children online.

= Finally, the report provides a brief summary and discussion of the implications of these
findings for policymaking and programming within Kazakhstan, providing key pointers on how
these findings can be used to inform both policy and interventions.

The findings of the teacher’s component of the study are presented in a separate paper, Kazakhstan
Kids Online: Teachers, Education and Kazakhstan Kids Online.
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Chapter 2. Children’s access to the internet and connected devices

Introduction

This chapter describes how children in Kazakhstan access the internet, when they start going online,
the devices they use to connect, and what they are doing online. It also captures children’s views on
their online experiences, and how important they see it in their lives, as well as how some of the
activities they engage in, particularly those relating to every activities such as chatting and gaming,
may start to introduce risks into their lives.

Children’s access and barriers to the internet

In Kazakhstan, Children report first accessing the internet at a relatively young age (Figure 7). While
more than four out of ten (45.8%) first go online between the ages of five to eight years, another five
percent first go online at four years or younger. Fractionally fewer than one third (32.2%) go first go
online at between nine to 12 years. While there is little different between boys and girls who go
online before the age of nine years old, there was a significant difference between boys and girls who
first reported going online between nine and 12 years old, with one in five boys (20.7%) reporting
they first went online then, and one in three girls (33.9%) reporting going online between nine and 12
years old.

This is an important finding, as the age at which children first access the internet, particularly within
the home environment, along with the general availability of access to the internet within the home,
and the frequency of children’s use of the internet within the home, all corelate with better digital
skills amongst children.®® The increasingly younger age of internet adoption was reinforced by
children in focus group discussions, who noted how younger children re increasingly absorbed in their
mobile devices.

63 |jvingstone, S., Mascheroni, G., & Stoilova, M. (2023). The outcomes of gaining digital skills for young people’s lives and
wellbeing: A systematic evidence review. New Media & Society, 25(5), 1176-1202.
https://doi.org/10.1177/14614448211043189
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F1, 15-17 y/o: “Have you noticed that
young children begin to grow up fast
because of social media.”

F2, 15-17 y/o: “They walk around the
school and probably swear worse
than the 11t graders.”

Figure 7. Age of first internet use, total and by gender (%) (n=1201)
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The majority of children report being able to access the internet when they want to, with more than
one in three (36.9%) reporting they can access the internet often, when they want to, and another
two in five (39.2%) reporting they can continuously access the internet (Figure 8). Both boys and girls
report being able to access the internet when they want to at the same rate. This, along with the
broadly similar age at which children are going online for the first time, suggest that at least in terms
of access, gender is not a significant factor in shaping children’s use of digital technology. This
compares favourably to some other regions of the world, where gender often shapes children’s
access to the internet, as well as skills.%*

Figure 8. Children’s self-reported access to the internet when they want to use the internet (%) (n=1201)
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64 Magis-Weinberg et al, Context, Development, and Digital Media: Implications for Very Young Adolescents in LMICs.

KazKidsOnline 2|Page



Home, followed by school, are the places that children spend the most time online. While this
corresponds with where children spend most of the time, it is also an indication that there is ready
access to the internet at home, and when wanted, at school. Almost one in two children (46.9%)
report that they go online daily at home, while more than on in three (36.1%) go online daily at
school. Another three in ten (31.7%) are online almost all the time while at home, and more than one
in ten (13.3%) report that they are online almost all the time at school. Of note is that a significantly
higher percentage of children never use the internet at school in villages (25.2%) than children in
urban areas (15.8%). There is no significant difference by age or gender in how and where children
access the internet.

Figure 9. Frequency of internet or smartphone use at home and school (%) (n=1201)
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Children most commonly use smartphones to connect to the internet, with more than nine in ten
(92%) using their smartphone to go online either all the time, several times a day, or daily. One in
four children go online all the time, several times a day or daily on their laptop or computer, while
35.9% go online on their internet-connected (Smart) TVs all the time, several times a day or daily. This
profile already hints at some of the most common reasons for children to go online, and their
activities online, as smart TVs will be used primarily for entertainment and gaming, while PCs and
laptops are more likely to be used for a wider range of activities, including schoolwork or information
seeking. Tablets and gaming consoles are significantly less widely used to go online, with four in five
children reporting that they never go online on a game console (75.9%), and a similar percentage
never going online via a tablet (74%). Children living in villages were significantly more likely than
those in urban areas to report that they never use a laptop or a pc to go online (50.1% of those in
villages compared to 38% of those in urban areas).
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Figure 10. Devices used to connect to the internet (%) (n=1201)
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Barriers to internet access are mainly faced in the form of restrictions placed on internet use by
teachers, and to a lesser extent, parents and caregivers. Almost one in three children reported that
their teachers sometimes restricted their access to the internet, with another 13.9% reporting this
occurred often. While slightly more children reported that their parents sometimes restricted their
internet access (34%), less than on tenth (7.6%) reported that this
occurred often.

“As a gamer, | can say

While less of a barrier as such, children also frequently reported that it e finErmet i
they felt the internet took up too much time in their lives, with more Kazakhstan sucks. It
than in three (35.1%) reporting they felt this way, and another jumps up and down. It

. . . . (the game) lags because
(17.5%) reporting that they felt this very often. This perception may of this” (f, 15-17 years
result in adults in their lives, such as teachers and parents, placing old).

restrictions on them.

Children also commonly reported that there was poor or no signal
where they lived, which got in their way of using the internet. While this was more commonly a
challenge in villages, it was also noted by children living in urban areas.

Cost of internet access, or devices is amongst the lowest reported barriers to internet access.
However, it is significant that while there is widespread access to the internet and to digital devices, a
significant percentage of children in Kazakhstan still feel both that the internet is not for people like
them, either because of their age (one in four feel this was sometimes or often), or because of their
health or disability (13.2% feel this way sometimes or often), or it is too complicated for them (1 in
five feel this way sometimes or often).
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Figure 11. Barriers to internet access (%) (n=1201)
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Perhaps unsurprisingly, younger children were more likely to report that the internet was not for
people their age, than children between 13 and 14 years, and 15 and 17 years old.

Slightly more girls than boys reported that they sometimes (18.5% of girls compared to 16.1% of boys)
felt that the internet was too complicated for them, although there was little difference between the
percentage of boys and girls who often felt that the internet was too complicated). Conversely, more
boys very often felt that the internet was too complicated for them, compared to girls (1.5%
compared to 0.7%), although these numbers are too small to derive meaningful conclusions from.
Younger children, between the ages of nine and 11 years old, and 11-12 years old, were more likely
than children aged 24 to 24, and 15 to 17 years old, that the internet was too complicated, suggesting
a growing familiarity, confidence, and some level of skills competency, as children grow older (see
Appendix, figure aAl).

Girls (27.2%) were also a little more likely to sometimes feel that the internet does not provide them
with what they want or need, than boys (24.5%), although boys were statistically more likely than girls
to feel this often (6% compared to 4.8%)), or very often (2.8% of boys compared to 1.6% of girls) (see
figure A.2). Younger children aged nine to 10 years old were significantly more likely to report that
they sometimes felt this than children of other ages (31.3% compared to 24.4% of 11-12 year olds,
26.1% of 13 to 14 year olds, and 23.5% of 15 to 17 year olds). There was less difference amongst age
groups when it came to children
reporting that they often or very Children who think there are useful
often felt that the internet does not things for children their age online

. . (some or a lot of useful things)
provide them with what they want
(See Appendix’ ﬁgure A.Z). Children who have a good time

when they go online sometimes, 92.8
often, or all the time
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Children’s experiences online

Most children (92.8%) report that they have a good time when they go online. There was little
difference by gender amongst children who report that they have a good time often or continuously
when they go online, although girls were more likely to report that they rarely have a good time (8.5%
compared to 3.6% of boys), while boys were more likely than girls to report that they have a good
time sometimes (21.2%) than girls (17.7%).

Figure 12. Children reporting they have a good time when they go online, total and by gender (n=1201)
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Children between the ages of 11 and 12, and those between 15 and 17 years old, were more likely
than children between the ages of 13 and 14 to continuously or often have a good time online.
Younger children, between the ages of nine and 10, were the most likely to say that they never (5.3%)
or rarely (9.4%) have a good time when they go online.

Figure 13. Children reporting they have a good time when they go online, by age (n=1201)
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While there was no significant difference by gender amongst those children in Kazakhstan who feel
that there is something useful for children their age on the internet, older children were progressively
more likely than younger children to feel that there are a lot of useful things for them online. This is
consistent with literature that suggests that as children get older and develop greater levels of digital
skills, they are better able to take advantage of the opportunities and benefits that the digital
environment present.®® Older children are more likely than younger children to learn how and where
to find information and content that they find interesting and engaging, making it more likely for
them to feel that the internet is useful for them. As digital technology is introduced into schools as
well, children are more likely to feel that the internet is useful as they increasingly use it for
schoolwork and study.

Figure 14. Children reporting that there is something useful for children their age on the internet, by age
(n=1201)
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Children’s online activities

The range of activities that children can
engage in online is vast. This study broadly
explored three different sets of activities:
entertainment and communication,
information and knowledge-seeking, and

“We watch the stories of our
friends...you can post a lot on Instagram,
it archives its stories from a year ago,
you can browse through them” (1, 11-12

“We post our day in stories, (f3, 11-

12)vlogs)

“I (use Telegram), to watch music and
movies” (f2, 11-12)

“I read advice for girls (on Telegram)” (f3
11-12)

content creation, or creativity.

Perhaps unsurprisingly, children spent more
time online on entertainment and
communication activities than anything else.
In total, using messenger apps such as
WhatsApp or Viber, with four out of five
children reporting that they use a chat app

65 Haddon, Leslie, Cino, Davide, Doyle, Mary-Alice, Livingstone, Sonia, Mascheroni, Giovanna, & Stoilova, Mariya. (2020).
Children's and young people's digital skills: a systematic evidence review. Zenodo. https://doi.org/10.5281/zenod0.4160176
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daily (48.4%), several times a day (13.5%), or almost all the time (20%) reported they use a chat app
all the time. Watching video clips was almost as popular, with seven in ten children watching clips
online all the time (13.9%), several times a day (12.3%), or daily (43.5%). Playing games is the least
common activity undertaken online daily, almost all the time or several times a daily, although one in
two (50.1%) children still reported playing games at least daily, or more. While the evidence on the
impact of gaming and online entertainment on children’s health and wellbeing remains mixed, and is
a somewhat contested space within the literature, there is substantial literature that shows that
gaming, along with online entertainment such as social media, is correlated with higher levels of
digital skills.®®

Figure 15. Frequency of entertainment and communication using the internet, over the last month (%) (n=1201)

Played online games 26.6 14.5 30.2 10.7

Watched video clips = 8.8 15.2 43.5 X

Used messenger apps ] 2.75.8 48.4 0

h

Browsed a social networking site 19.4 40.3 14
—

i Never Once/Twice a month  m Every week daily Several times a day H Almost all the time

Many boys who participated in the focus group
were of the opinion that girls didn’t play
Moderator: “Do girls play Minecraft and games, a perception commonly echoed by girls
Freefire? Or do only boys play them? in the focus groups as well: “they (referring to
“No, girls don’t play, only boys do” (m5, .

9-10) boys) play games. Dota. FreeFire. they are
“Some girls do” (m1, 9-10) constantly on the phone, playing ‘the Fool’
game, and card games”. More common was

the sentiment that the types of games girls

“Girls play a game called Chef” (m2, 9-
10)

“They (girls) play the cat game...” (m5, 9-
10) p(lay are different from those that boys play.

Yet in the household survey there was little
difference by gender amongst those children
who played games, with both boys and girls commonly reporting that they played games online.

Information and knowledge seeking constitutes the second most common set of activities undertaken
by children online in Kazakhstan. This included looking for medical information online, searching for
information about their city or events in their city, using the internet for study, and learning
something new from searching for it online. Three out of five (59.7%) children included in the study
had used the internet for study or schoolwork at least daily (40%), several times a day (7.5%) or

66 Haddon et. al., 2020, Children's and young people's digital skills: a systematic evidence review.
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almost all the time (12.1%) in the past month, while just over one in ten 11.8%) had not used the
internet for study at all in the same period.

While most children frequently used the internet to look for information or for study purposes, fewer
children had learnt something new online after having searched for it. In total 45% of all children
interviewed reported that they had learnt something new from having searched for it online in the
past month. Children in the focus group discussions frequently spoke about how they could use the
internet to learn new skills like language. This provided multiple benefits relating to both information
and entertainment: being able to better understand and engage with online influencers from other
countries, such as Korean singers and dance groups, while also being potentially useful for travel to
those countries in the future.

Figure 16. Frequency of information and knowledge seeking using the internet, over the last month (%)
(n=1201)

Searched for medical information 63.6 5.7 I
Searched for infromation/events in my city 46.6 9.9 I

Used the internet for study  11.8 40 12.1

Learned something new having searched for it online 21.6 20.4 29

Never Once/Twice a month M Every week daily Several times a day M Almost all the time

The last set of activities explored in the study was those relating to creating content for the internet.
Two specific activities were explored: creating a blog or a website online and creating and uploading
their own music or videos and uploading it to share, for example through a website, social media or
short video app like TikTok or YouTube.

The majority of children reported that they had neither created a website or blog at all over the past
month or created their own music or videos to share online. Just one quarter (25.7%) had created a
blog or website at all over the past month, with the majority of these (9.5%) having done so just one
or twice over the past month, 4.2% every week, and 6.6% daily. Children were slightly more likely to
have created their own videos or music and uploaded these online, with 13.1% having done so just
once or twice, one in ten (9.4%) every week, and another 12.2% having done so daily. This may
broadly align with the popularity of sites such as Instagram, Vkontakte and TikTok within Kazakhstan.
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Figure 17. Frequency of content creation using the internet, over the last month (%) (n=1201)

Created a blog/website online 74.3 6.6

Created my own music/videos and uploaded it

56.2 12.2
to share

Never Once/Twice a month Every week daily Several timesaday ®

These findings broadly corelate with findings across regions that reflect that while a broad base of
children take advantage of the more superficial opportunities that being online present, such as
consuming content and opportunities for entertainment and connectivity, there is growing attrition in
those children accessing opportunities that may require greater technical and digital skills.®” The
majority of children consume content online, but are also far more limited in content creation or
creative activities, and fully taking advantage of the opportunities that the internet presents.%

One of the many opportunities that being online does present, and that is clearly being taken
advantage of by children in Kazakhstan, is communicating with a wide range of people, both within
children’s immediate sphere and environment, and more widely. While chat and messenger apps
such as WhatsApp, TikTok and Instagram as well as Facebook Messenger, present opportunities to
stay in contact with family, both immediate and distance, and almost continual access to friends and
boyfriends or girlfriends, they also present the opportunity to connect and engage with people far
beyond children’s immediate circle, particularly in disadvantaged or rural areas. Knowing who
children are speaking to online, on a daily or even less frequent basis is a useful departure point for
understanding both how children are reaping some of the benefits of being connected, and also how
they might be exposed to some of the risks that they may encounter online. For example,
communicating daily with family members, particularly parents and caregivers, or siblings, or friends
of a similar age, may be considered one of the many benefits to being online, from both the parents
and the child’s perspective — perhaps more so from the parents — while for many children, being able
to stay constantly in touch with their boyfriends or girlfriends, or close friends, is often counted as a
benefit, and one of the ,many advantages to socila media and smartphones. However, from an adult’s
perspective, the possibility of children chatting to or otherwise communicating with people that they
do not know in person and have only met online, particularly those who may be older than them, may
pose specific risks and potential threats to children.

67 Livingstone, Sonia; Kardefelt Winther, Daniel; Kanchev, Petar; Cabello, Patricio; Claro, Magdalena; Burton, Patrick; Phyfer,
Joanne (2019). Is there a ladder of children’s online participation? Findings from three Global Kids Online countries,
Innocenti Research Briefs, no. 2019-02, UNICEF Office of Research - Innocenti, Florence

68 See for example, Kuzmanovic, D., Pavlovi¢, Z., Popadié, D., & Milosevic, T. (2019). Internet and Digital Technology Use
among Children and Youth in Serbia: EU Kids Online Survey Results, 2018. Belgrade: Institute of Psychology, Faculty of
Philosophy
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In Kazakhstan, children reported chatting to their parents on a daily,
several times a day or constantly, more than any other person. This
was followed by chatting to other adult relatives, and siblings (see
figure A3). Another 13.6% reported speaking to their romantic
partners daily.

Children were significantly less likely to report speaking to strangers
over the age of 18 that they had first met online. In total, 4.2% of
children reported speaking to strangers over 18 once or twice, while
another 2.7% reported speaking to adult strangers once a month.®°
There was some variation by age, with older children more likely
than younger children to report that they sometimes or regularly
spoke to people older than 18 they had first met online. In total,
seven in ten children (7.9.2% of children aged 15 to 17 reported that
they never spoke to someone older than 18 they had never met in
person, compared to 87.9% of children 13 to 14, 91.9% of those 11
to 12, and 95.1% of those aged nine to ten years old. There was
some, although less marked, difference based on where children
lived, with 93.5% of children in villages reporting that they never
spoke to someone older than 18 they had first met online, compared
to 85.1% of those in cities.

Children’s exposure to risk in everyday online

communications

Children in Kazakhstan are relatively unlikely to engage in many of
the more common risk-taking activities online — those activities that
could potentially introduce particularly contact risks into the child’s
life. Children were asked about five different activities that could
expose them to these risks: looking for new friends or contacts
online, sending their personal information online, adding friends to
contacts that they have never met in person, pretending to be
someone else, and sending their photo or video to someone they
never met in person. These are often the activities that common
online safety messaging are premised on, with children discouraged
from any of these activities as a means to staying safe online.” In
general, they are all important messages, although they also fail to
take into account many of the motivations of children in their online
behaviours, including the excitement and opportunity to meet
others beyond their immediate context and environment.

69 A note of caution on the interpretation of these findings: while these findings are useful for painting a picture of children’s

“And if one person
saves your contact on
Telegram, they can
add you to thousands
of groups. Even if you
complain and leave,
they will add you
anyway, and there
where are cringy
people in the groups,
where there are adult
men, like: “Send me a
picture”, and all staff
like that. Once a girl
saved me there, she
started adding me to

groups.” (f, 15-17)

communication patterns, it is important to note that while the risks posed by strangers online to children are frequently
perceived as the most significant, and common, in public discourse, and are arguably those risks most feared by parents,
caregivers and other adults for their children, research evidence and administrative data suggests that the most common
risks encountered by children, and those that result most commonly in harm to the child, are more commonly posed by
individuals known to the child, rather than strangers online. This note applies to the following paragraph as well. This is

discussed in more detail in later sections of this report.

70 Finkelhor, D., Walsh, K., Jones, L., Mitchell, K., & Collier, A. (2021). Youth Internet Safety Education: Aligning Programs
With the Evidence Base. Trauma, Violence, & Abuse, 22(5), 1233—-1247. https://doi.org/10.1177/1524838020916257

KazKidsOnline

11| Page



This is particularly reflected in the percentage of children in Kazakhstan who had searched for new
friends or contacts online. While not a common activity, more than one in ten - in total 14.6% - had
looked for friends or contacts online at least once a month, and another 12.7% just once or twice in
the last year. In total 7.2% had done this weekly, and a little fewer than one in twenty (4.1%) daily. Yet
children in the focus groups frequently noted that expanding their circle of friends was one of the
many benefits of being online, as they could search for new friends to expand their circle of contacts.
While there was little difference in gender in how often boys and girls searched for new friends
online, children living in urban areas or cities, were significantly more likely to look for friends online.
Just over one in two (53.5%) children in cities reported they had never done this online, compared to
two thirds (67.3%) of children living in villages.

Related to this, one in ten (10.2%) of children had added friends or contact they had never met in
person once or twice, and 7.7% on average once a month. One in ten (10.3%) children reported that
they had ever sent their personal information to someone online, with most of these (3.8%) having
done so just once or twice in the past year, or once a month (3.3%). Children were not necessarily
unaware of potential risks of adding new people to their contact list, as noted by one of the girlsin a
focus group (see sidebar)

A little more than one in ten (11.1%) children had ever sent their personal photo or video to someone
they did not know in person, with the majority of these having done so just once or twice in the past
year (4.7%) or once or twice a month (4.2%). These data suggest that while children are engaging in
some level of risk-taking within their online communications, the majority of children are avoiding
these activities.” This may have important implications for the targeting of online safety messaging
for children.

Figure 19. Children sending personal the last month to someone

Figure 18. RiSk-tkaﬂg behaviour online (ﬂ=1201) online they had never met in person, by location (%) (n=1201)
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71|t may also be possible that there is a level of social desirability bias in the disclosure of such activities, although there is
little to suggest, when taking together with the rest of the data, that this is a significant factor.
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Given the high levels of gaming and social media use amongst children interviewed for the study, it is
perhaps a reasonable assumption that many children have their own gaming accounts or social media
accounts. Almost three quarters (72.8%) of children reported that they had their own gaming or social
media accounts or profiles on sites on which they were active. This in itself does not pose an
immediate risk to children. How those accounts are managed, and the degree to which they are age-
appropriate, may be factors that influence risk that children might encounter online. For example,
whether those accounts and profiles are kept public so that everyone can see their profiles and their
details, including people they may not know, may impact on risks encountered by those children. For
some children, keeping their accounts public may be a way of meeting new people, and exploring
worlds beyond their own; simultaneously it may allow contact or conversations that might be deemed
not age-appropriate, or may directly introduce risks into that child’s life.

Figure 20. Percentage of children who have active social media or gaming accounts who keep their accounts
public, partially private or private (n=874)
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In total, more than two in five (44%) of children who have their own social media or gaming profiles
keep their gaming or social media

accounts public, while three in Figure 21. Percentage of children who have their own social
five (30.3%) of those with their media/ gaming accounts, by age (%) (n=1201)
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While most social media sites are required by law to restrict access to children 13 years and older,
three in five (59.9%) of children aged nine to ten years old report having their own social media or
gaming profiles, while two thirds (66.2%) of children aged 11 to 12 years old have their own profiles
on social media or gaming sites that they use.

Younger children were also significantly more likely to report that they keep their accounts open and
public, than older children. In total, more than half of the children aged between nine and ten years
old who have their own profiles or accounts reported that their accounts were public compared to
43.7% of those aged 11 to 12, 44.6% of those aged 13-14, and 38.1% of those aged 15 to 17 years.
Conversely, older children were the most likely to keep their accounts completely private, with one in
three children (33.2%) aged 15 to 17 years reporting their accounts were private, compared to three
in ten of those aged 13 to 14 or aged 11-12 years, and just 28.6% of those aged nine to ten. This
means that children (who are least likely to have the skills to successfully navigate risks that they
encounter online) are the most likely to have their accounts public and face potential threats from
strangers online.

Figure 22 Percentage of children who have active social media or gaming accounts who keep their accounts
public, partially private or private, by age (n=874)
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Boys were significantly more likely than girls to keep their accounts and profiles public than girls, with
one in two boys (49.1%) reporting their accounts were public than girls (39.8%), while girls were more
likely to keep their accounts partially private (25.1% compared to 19.1% of boys) or completely
private (32.7%) compared to boys (27.8%). This may suggest that girls are more aware of the risks
that open accounts might post to them, that they are less comfortable with their accounts and
information being public or may reflect an awareness or perception of greater risks based on their
gender, than boys. It may also reflect personal experiences that have led them to keep their accounts
and information private.
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Figure 23. Percentage of children who have active social media or gaming accounts who keep their accounts
public, partially private or private, by gender (n=874)
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Chapter 3. Digital skills

Introduction

Digital access is just one step, and indeed a precondition, towards digital inclusion for children. It is on
its own insufficient to alleviate the digital inequalities of children.” Indeed, existing inequalities may
serve to heighten inequality in digital skills, as lower levels of access may result in unequal skills
development, which in turn can lead to negative outcomes in children’s learning and educational
outcomes, as well as their safety and wellbeing online. A recent review of evidence also highlights
how a range of antecedents impact on variable levels of digital skills, as well as variations in the types
of digital skills. For example, a lack of health problems (often themselves stemming from offline
inequalities and differential access to services and healthcare), higher educational, a more active
approach to recreational reading, and better problem-solving, are all linked to better digital skills.”
Higher levels of digital skills also have a measurable impact on children’s outcomes across a range of
spheres. For example, higher levels of digital skills amongst children are correlated with the successful
navigation of online risks, better protection of personal data and privacy, and better learning
outcomes. Indeed, as argued by Pagani et. al., (2016), “... overall, internet skills have a positive impact
on academic achievement. This effect is stronger for students with low academic performance or low
family background.””

Understanding the levels of children’s digital skills, and how these capacities might vary across the
different types of skills, is important in understanding children’s overall digital competence and the
eco-system in which they live their everyday online lives. At the same time, children’s digital skills can
be measured in different ways, often yielding different trends. For example, in self-reported skills,
boys often reflect a high level of digital competency than girls, while actual competency tests tend to
see less difference between boys and girls of similar ages.” In this study, children were asked to self-
report on their perceived levels of skills performing different online activities, and across a range of
competencies including technical skills, media literacy and critical thinking.

This chapter details children’s self-reported skills in various online and digital tasks and activities.
These are broadly categorized into operational, information, social, creative and mobile skills.

Children’s self-reported skills

In general, the majority of children in Kazakhstan considered themselves to be able to perform many
of the everyday technical and safety steps that might be required of them online. Three in five
(61.4%) totally agreed that they could download an app on their phone, while another 17.4% mostly
agreed they could do this; almost four in five children totally agreed (56.7%) or mostly agreed (21.4%)
that they knew how to save an image they had found online; and almost three in five children totally
agreed (37.8%) or mostly agreed (19.8%) that they could post a video online they had created
themselves.

When it came to basic safety skills, more than seven in ten children totally agreed (50.8%) or mostly
agreed (19.4%) that they knew when they should delete someone from their contact list, and only

72 UNICEF Office of Global Insight and Policy, 2022, Towards a child-centred digital equality framework.

73 Livingstone, S., Mascheroni, G., & Stoilova, M. (2023). The outcomes of gaining digital skills for young people’s lives and
wellbeing: A systematic evidence review. New Media & Society, 25(5), 1176—1202.
https://doi.org/10.1177/14614448211043189

74 Laura Pagani, Gianluca Argentin, Marco Gui & Luca Stanca (2016) The impact of digital skills on educational outcomes:
evidence from performance tests, Educational Studies, 42:2, 137-162, DOI: 10.1080/03055698.2016.1148588

75 Haddon et. al., 2020, Children's and young people's digital skills: a systematic evidence review.
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slightly fewer totally (45.3%) or mostly (18.9%) that they knew what images of themselves or of
others they should share online. Similarly, almost seven in ten children knew how to change their
privacy settings online, with 46.3% totally agreeing with the statement, and another 19.5% mostly
agreeing with it. That the majority of children know these basic safety skills should be considered a
positive indication of awareness and basic safety skill.

Children were least likely to know how they could trust if a website was accurate or not, with just one
quarter (24.6%) totally agreeing, and another fifth (19.5%) mostly agreeing that they knew how to
determine this. A similar proportion of children knew how to edit or make changes to a picture of a
video that they had found online (with only 25.8% totally agreeing and 19% mostly agreeing with this
statement).

Figure 24. Children’s perceptions of their digital skills (%) (n=1201)

I know how to track expenses for the use of a mobile app (the
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One in two children feel confident enough to report that they know a lot about how to use the
internet and smartphones, while another quarter (25.7%) report that they mostly agree that they
know a lot. In total 16.5% of children feel that they agree to a point, and just 6.8% totally disagree
that they know a lot about using the internet and smartphones.

® O O O O OO0
Twii M *“L“ 1in 2 children (49.7%) completely agree that they know a lot
W w M about how to use the internet and smartphones.

)\\ 1in 4 children (25.7%) mostly agree that they know a lot
about how to use the internet and smartphones.
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While there is little significant difference between boys and girls who totally or mostly agree that they
know a lot about how to use the internet and smartphones (51.6% of boys compared to 47.8% of girls
completely agree and 24.5% of boys and 27% of girls mostly agree), there is considerably more
variation by age. Perhaps unsurprisingly, older children between the ages of 15 and 17 years were
significantly more likely to completely agree with the statement, while just 38.1% of children aged
nine to ten years agreed. As children progress in age, they are progressively more likely to report that
they feel either in full agreement, or mostly agree that they know a lot about the internet and
smartphones.

Figure 25. Children reporting they know a lot about how to use the internet and smartphones, by age and gender
(%) (n=1201)
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iﬂ ﬂ \ M ﬁﬁ*“#“ 4 in 10 children (43%) completely agree that they know more
m about the internet and smartphones than their parents.

O JORSGNO)
i* i\ \,ﬁ\ I urﬁiﬁ\ 2 in 10 children (19.3%) mostly agree that they know more about
m m m |ﬂJ m the internet and smartphones than their parents.

In total, four out of ten (or two in five) children totally agreed that they know more about the internet
and smartphones than their parents, while another two in ten (or one in five) mostly agreed with the

statement. Like those who reported on their own knowledge of smartphones and the internet, there
was little difference between boys and girls in perceptions of their own knowledge compared to their
parents, but as children grow older, they were more likely to report that they mostly agreed that they
know more about the internet and smartphones, than younger children. In total, more than three in
five (62.7%) of children aged 15 to 17 totally agree that they know more about the internet and
smartphones than their parents, compared to just on in three (33.39%) of children aged nine to 10
years old.
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Figure 26. Children reporting they know more about the internet and smartphones than their parents, by age and
gender (%) (n=1201)
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How opportunities and risks converge online

A single story from a respondent from a focus group with 15-17 year old girls provides a useful
illustration of how opportunities and risks converge, as well as how gendered assumptions of
internet use can lead to gaps in responses.

R1“I've been playing computer games since | was a child. And basically, only guys play Warcraft.
So | communicated with them there. Recently, when | was about 12 years old, | found a friend
there, we were friends for three years/ And recently we fell out with her. And there are basically
all my friends from Russia from different cities.”

Moderator: But you haven’t met in person? Do you plan to meet any of them?
R1: “No, they are all adults”

A common theme in this research is how children use the internet to expand their groups of
friends, and to meet new people. For many children, this is the first exposure that they may
have to people from different countries, or communities. It may also be a way of connecting
with new people as well as old friends (or relatives), as in this case, with the young girl
discovering fellow gamers from her home. This is an important benefit of being online, as well
as a potential opportunity. In this instance, playing Warcraft also presented the benefit of being

a way to meet guys online, and so, it is implied, explore the potential for romantic relationships
or at least a friendship that she might not be able to initiate in-person.

Yet, such new connections may also involve risks to a child, risks which may vary depending on
the route those online relationships take (whether they stay online only, or lead to in-person
meetings, for example). In this case, the guys the girl was connecting with online were adults,
thus introducing an additional risk.

The example also reflects many of the common assumptions made about the gendered use of
games, and in particular certain types of games, and how these may be false assumptions.
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Chapter 4. Children’s experiences of risks and harm online

Introduction

As noted elsewhere in this report, the evidence on the impact of the internet and social media on
children’s wellbeing is mixed. This is in part due to the lack of clear standardized measurement of
what wellbeing in relation to children’s use of the internet and social media is, and the lack of
longitudinal data that allows for assessment of the impact of being online on wellbeing over a period
of time.

The Kazakhstan Kids Online data provides a cross-sectional “snapshot” of how children perceive
(versus the real impact) the use of internet and social media has impacted on them. Such perceptions
may be informed or influenced to some degree by the cues and inputs provided by parents or
caregivers or others in their immediate sphere. However, such perceptions are useful in gauging how
children themselves perceive the impact of their internet use on their everyday life.

This chapter details children’s experiences of risks and harms online, first focusing on non-sexual risks.
It starts by outlining actual experiences of things encountered online that bother kids, and both actual
and perceived problems that being online have created for them. It also details help-seeking
behaviour, and if and where children can find support is they need it. The chapter looks in some detail
at child’s exposure to content that may pose risks to them and result in harms. This is followed by a
discussion of children’s exposure and the nature of, sexual risks encountered online, followed by
experiences of cyberbullying.

Experiences of different risks online

The majority of children included in the study agreed to some degree that there are things on the
internet that bother or upset children their age. In total, one in ten (10.6%) strongly agree, another
16% mostly agree, and one in three (32.4%) partially agree that there are things online that upset or
bother them or their peers. In totally one third (33.4%) disagree with the statement. There was no
significant difference between boys and girls, in the perception that there are things online that
bother children their age. Significantly more children in villages, however, disagreed with the notion
that there were things online that upset children their age, than those living in cities (41.2% compared
to 28.4% respectively).
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Figure 27. Children who agree with the statement: there are things on the internet that worry or make my peers
upset (%) (n=1201)
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The majority of children in Kazakhstan did not report that they perceived that the internet had
created problems for them in their everyday life. The most commonly reported problem was the
amount of time that they spent online, with a little fewer than one in ten children (9.2%) reporting
that they had once or twice in the past year tried to spend less time online and failed, while another
one in five (20.4%) reported that this had occurred at least once a month. In total 8% of children
reported that they had tried to spend less time online at least weekly and failed.

Related to this, one in ten children (9.6%) thought once or twice in the past year that the amount of
time that they spent online over the past year created problems for them, while 14.2% reported that
they felt this way at least once a month.

One in ten children reported that their grades had got worse because of the time they spent on the
internet (10.7%), or that they time they spent online had caused conflicts with their family (10.6%) at
least once a month over the past year, although significantly fewer reported this happening more
regularly. While perceptions of falling grades, and the broader potential for problems resulting from
the time spent online, are often influenced by teachers and parents who place the blame for
problems on excessive internet use, of perhaps more concern is that 8.1% reported that once or twice
in the past year they had not eaten or slept because of the time they spent online, and another 8.2%
reporting that this had occurred at least monthly. Not sleeping, and missing meals are a slightly more
objective measurement that can more easily be attributed to internet use and assessed by children
themselves.

Second only to those children who had tried to spend less time online over the past year and had
failed, are the number of children who reported that something online had upset them over the past
year. In total, 15.8% of children reported they had been upset by something online once or twice over
the past year, while another 8.2% reported this had occurred at least once a month.
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Figure 28. Self-perceived problematic internet use amongst children (%) (n=1201)
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Of the three in ten children who reported that something has happened at least once or twice, or
more, in the past year to upset them, the majority (57.5%) felt just a little upset about the last
incident, while 17.6% felt quite upset, and a little more than one in ten (11.7%) reported that they felt
very upset. There was little difference between those boys and girls who felt very upset, while the
younger children were who were upset by something, the more likely they were to feel very upset, or
quite upset. This suggests that older children are better equipped to deal with upsetting content or
experiences online, than younger children.

Figure 29. Degree of bother the last time something happened online to upset the child (%) (n=374)
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For all children, having someone to speak to when they have upsetting experiences, both online and
offline, or when anything is upsetting them, is an important step in processing and managing bad
experiences.’®’” Having someone who can also provide support, and where necessary, assist with
decision-making and help-seeking, is an important component of successfully navigating risks and
avoiding harms that may result from being online. Yet, research from around the world shows that
children often navigate these experiences on their own, or at best, with the support of friends or
peers rather than adults.”® The reasons for vary from not trusting adults, being scared of being not
being believed or being blamed for their bad experience,” and having their internet access taken
away, or in some cases, young people simply not believing that speaking to an adult will yield any
support or help.®

A similar pattern is evidence in Kazakhstan in relation to children who had had some form of upsetting
experience online over the past year. One quarter of the children who reported having had an
upsetting experience did not tell anyone about it, while of those that did speak to someone, just
under one third (31.5%) spoke to friends or peers. Positively, one in four (24.1%) spoke to their
parents or caregivers about their experience, although younger children were significantly more likely
than older children to speak to their parents. Of note is that girls were significantly more likely than
boys to speak to their parents (26.9% compared to 20.9% of boys), while twice the number of
younger children (aged nine to ten years old) than children aged 15 to 17 spoke to their parents or
caregivers about their experience (37.7% compared to 18.6%). Of note is that fewer children (13.8%)
aged 13 to 14 years were likely to tell their parents about the incident online than older children

Under one tenth of children spoke to their older (adult) brothers or sisters (9.1%), while fewer still
(8.5%) spoke to their brothers or sisters under 18 years of age. Having a reliable, trusted adult that
children can speak to, without fear of being blamed, getting into trouble, and with some expectation
of support, is an important mechanism for particularly younger children, who may not be equipped
with the knowledge and experience required to successfully navigate risks online, and to know where
and when they require support and assistance.

76 pereira, A., Peterman, A., Neijhoft, A.N. et al. Disclosure, reporting and help seeking among child survivors of violence: a
cross-country analysis. BMC Public Health 20, 1051 (2020). https://doi.org/10.1186/512889-020-09069-7

77 Morrison SE, Bruce C, Wilson S. Children's Disclosure of Sexual Abuse: A Systematic Review of Qualitative Research
Exploring Barriers and Facilitators. J Child Sex Abus. 2018 Feb-Mar;27(2):176-194. doi: 10.1080/10538712.2018.1425943.
Epub 2018 Feb 28. PMID: 29488844,

78 ECPAT International & UNICEF Office of Research — Innocenti (2022). Children’s Disclosures of Online Sexual Exploitation
and Abuse. Disrupting Harm Data Insight 2. Global Partnership to End Violence Against Children.

79 McElvaney R, Lateef R, Collin-Vézina D, Alaggia R, Simpson M. Bringing Shame Out of the Shadows: Identifying Shame in
Child Sexual Abuse Disclosure Processes and Implications for Psychotherapy. J Interpers Violence. 2022 Oct;37(19-
20):NP18738-NP18760. doi: 10.1177/08862605211037435. Epub 2021 Aug 30. PMID: 34459692; PMCID: PMC9554283.
80 Ibid.
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Figure 30. Who the child spoke to about the incident the last time they were upset by someone online (%)
(multiple answer) (n=374)
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Children are often more likely to simply take steps themselves to “deal” with the problem: if they see
something online that they do not like or that they find disturbing, they may simply close the browser
or navigate away from a particular site; if someone is contacting them online, bullying them or
sending unwanted messages, they may simply change their own internet habits, or stop using apps or
sites through which thee unsolicited messages or contacts occur. They may also feel that there is
simply nothing that they can do, or not know that there is specific action that they can take in
response.

Figure 31. What action did the child take the last time they were upset by something online (%) (multiple answer)
(n=374)
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When asked what action they had taken in response to the last time that the experienced something
upsetting online, three in ten children (29.2%) simply did nothing and hope that they problem would
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go away (ignored the problem), while a little under one quarter
(23.4%) just closed the browser or app. One in ten (9.4%) reported
that they deleted all the messages that upset them, while a similar
proportion tried to get the person who upset them to leave them
alone.

Just 17.4% took a proactive step utilizing the functionality within the
app or browser designed to keep them safe, such as blocking the
person, while 5.4% changed their privacy settings to better protect

themselves and stop interaction from the person, and 4.8% reported

the person using the app or browsers in app reporting function.®!

One in ten children felt guilty for the situation, assuming some level
of blame and responsibility, and internalizing this, while 7.5%
stopped using the internet for a while. While not unusual, these
responses are cause for some concern, in that in the first instance,
they are unlikely to result in resolution to the problem, or change
the situation in a meaningful way, secondly, they increase the risk of
harmful mental health outcomes®? as well as other educational and
developmental outcomes, and thirdly, may impact on children’s use
of the internet for activities such as school work, information
seeking, or otherwise reaping the benefits that being online can
present.

While some children reported that they blocked the person who
upset them online, this did not always solve the problem. One
teenage girl, in discussing whether information was easy to find
when one looked for it, told how a man kept sending her messages
online. Even after blocking him, she still kept receiving messages
from him, with the same person reappearing in her inbox over and
over again. Eventually, he managed to track her physical address
online. Another girl recounted a similar story, describing how a 28-
year-old man she had never met saw her one picture on Instagram,
and started sending her unwanted messages (see text box).

As noted earlier in the report, being online opens up a range of
opportunities and experiences that may not exist within a child’s
immediate environment. Connecting and meeting with new people,
both within their environment and beyond, may present a
particularly attractive appeal to being online, whether though
gaming, social media, or other platforms.® This however presents
arguably one of the greatest concerns for parents and adult in

EXPERIENCES OF RISKS

“They can find you
anyway, so you’re scared
all the time. And you
can’t delete them. It is
very difficult to remove
them” (f, 15-17).

“There were some men,
who wrote me all the
time. | deleted them. But
they reappeared. |
blocked them. And the
same person appeared
again and again. And he

finds your home address
(f 15-17).

”

“l once communicated

with a boy in the
internet. Eventually |
found out it was a girl
who was only 9 years old.
She just found a photo on
the internet” (f, 15-17).

81 A useful follow-up question here for future reason would include why children do not use these features if available in

apps and browsers.

82 Negrao C., Bonanno G. A,, Noll J. G, Putnam F. W., & Trickett P. K. (2005). Shame, humiliation, and childhood sexual abuse:
Distinct contributions and emotional coherence. Child Maltreat-ment, 10(4), 350-363.
http://doi.org/10.1177/1077559505279366 [PubMed] [Google Scholar]

83 phyfer, J., Burton, P. & Leoschut, L. (2016). Global Kids Online South Africa: Barriers, opportunities and risks. A glimpse into
South African children’s internet use and online activities. Technical Report. Cape Town: Centre for Justice and Crime
Prevention. Available from: www.globalkidsonline.net/south-africa
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general: the fear of what has been called “stranger danger.”®* That is, the risks associated to children
by people otherwise unknown to them who they have first met online. Importantly, while meeting
with strangers in person, particularly adults, poses a very real risk to children, evidence globally shows
that the greatest risk to children is posed by adults or others known to the child, rather than
strangers.®8¢ When children do experience harm from risks encountered from strangers, these
incidents do tend to result in the greatest harm to the child, however.®’

Children in the study were asked if they had ever met someone in person in the last year who they
had first met online. In total, just over one tenth of children included in the study had met in person
someone they had first met online. Boys were slightly more likely than girls to report that they had
met someone in person (12.4% compared to 10.1% respectively), while older children were
significantly more likely than younger children to have met someone in person. Almost one in five
(18.9%) children aged 15 to 17 had met someone in person, while just 5.9% of nine- to ten-year-olds,
and 8.5% of 11- to 12-year-olds had met someone in person they first met online.

Figure 32. Percentage of children who have met in person in the last year someone they had first met online (%)

(n=1201)
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While only fractionally more boys than girls had met someone in-person they had first met online,
children living in cities were twice as likely to report they had met someone in person they had first
met online. In total, 14.9% of children in urban areas had met someone in person, while just 6.3% of
those living in villages reported that they had met someone in person that they had first met online.

84 Finkelhor D, Turner H, Colburn D. Prevalence of Online Sexual Offenses Against Children in the US. JAMA Netw Open.
2022;5(10):€2234471. doi:10.1001/jamanetworkopen.2022.34471

85 Finkelhor D. et al., 2022, Prevalence of Online Sexual Offenses Against Children in the US.

86 What works to prevent online violence against children? Geneva: World Health Organization;

2022. Licence: CC BY-NC-SA 3.0 IGO. https://creativecommons.org/licenses/by-nc-sa/3.0/igo/

87 Wolak, J., Finkelhor, D., Mitchell, K. J., & Ybarra, M. L. (2010). Online “predators” and their victims: Myths, realities, and
implications for prevention and treatment. Psychology of Violence, 1(S), 13—35. https://doi.org/10.1037/2152-0828.1.5.13 .
See also Kardefelt Winther, Daniel; Twesigye, Rogers (2023). Disrupting Harm: Online Risk and Harm for Children in Eastern
and Southern Africa, Innocenti Research Briefs, UNICEF Office of Research - Innocenti, Florence
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Figure 33. How children felt after having met in person in the last year someone they had first met online (%)
(n=139)%8
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Meeting someone in person that they have only met online is not something that children undertake
blindly, with little thought for the potential consequences. Children are often aware of the risk that
this may pose, at least in theory, and formulate their own strategies to keep themselves safe.® This
could vary from taking a friend with them, to dressing differently to how they have told the person
they would until they gauge whether the person is who they say they are, to simply telling someone
about the meeting.®°

The same trends emerge in Kazakhstan. Telling someone about the meeting is perhaps one of the
most fundamental steps that a child can take towards their own safety if they are indeed intending to
meet someone they’ve met online. One in five (21.7%) children in Kazakhstan who had met someone
in person they had first met online, over the past year, did not tell anyone that they were going to
meet the person, perhaps fearing disapproval or being discouraged from doing so. When children did
tell someone they were going to meet a stranger, it was most commonly a friend (36.7%), followed by
a parent or caregiver (25.1%). This suggests that in at least a quarter of the cases, children had their
parents’ consent for the meeting. Another 13.6% reported that they had told an adult sibling about
the meeting, while fewer than one tenth told a younger sibling (younger than 18), another adult or
relative, or a boyfriend or girlfriend that they were going to meet the person (7.9, 2.2%, and 2.2%
respectively).

Boys were three times more likely than girls to not tell anyone that they were going to meet someone
in person they had first met online (31.2% compared to 10.2% of girls). This may suggest that girls are
more aware or cognitive of the risks posed by meeting someone in general, or correctly perceive
themselves to be at greater risk from meeting strangers than boys. Girls were one third more likely
than boys to tell their parents or caregivers about the planned meeting (30.8% compared to 20.1% of

88 Note that those responses marked with an asterix * are too small to derive meaningful analysis (a little upset=4 responses;
quite upset=4 responses; very upset=1 response). .

83 phyfer, J., et.al., 2016, Global Kids Online South Africa: Barriers, opportunities

and risks. A glimpse into South African children’s internet use and online activities. Technical Report. Cape Town: Centre for
Justice and Crime Prevention. Available from: www.globalkidsonline.net/south-africa

% United Nations Children’s Fund, Child Online Protection in Palau, UNICEF, Suva, 2020
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boys), and twice as likely than boys to tell an adult sibling (18.4% compared to 9.5% of boys), while
there was significantly less difference between boys and girls who told their friends about the planned
meeting (38.5% of girls compared to 35.1% of boys told their friends about the meeting).

Figure 34. Who children told that they were going to meet in person someone they had first met online (thinking
of the last time, if happened more than once) (%) (n=139)

Sibling »18 years
Sibling <18 years
Other adult relatives
Boyfriend/Girlfriend
Teacher

Of those children who had met someone in person in the last year they had first met online, older
children were significantly and progressively more likely to tell their friends than younger children
(44.4% of 15- to 17-year-olds told their friends, compared to 16.7% of nine- to ten-year-olds, 24% of
11- to 12-year-olds, and 42.4% of 13- to 14-year-olds). Conversely, younger children were more likely
than older children to tell their parents, with two in five (39% of nine- to ten-year-olds compared to
30% of 15- to 17-year-olds telling their parents about the meeting. However, of note is that only
15.1% of children aged 13 to 14 told their parents, significantly fewer than older adolescents.
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Children as young as 13 or 14 in the focus groups spoke openly about meeting people in person
first met online, although this tended to be more in terms of friends and peers, rather than their
own experiences. While their recounting of the story illustrates they are aware of the potential
risks, and in some instances of the different ways they have of “verifying” or checking who the
person is, these reveal a certain lack of sophistication and the effectiveness required to truly
provide any measure of protection for children their age:

M1: “For example, a cute girl texts you, says: “Let’s meet up,” you go to a date, but this is
a paedophile, this is the most dangerous.”

MODERATOR: Did anyone go to such dates?
M1: “No, | haven’t.”

M2: "I didn’t go, | checked first.”
MODERATOR: And how do you check?

M2: “For example, | ask - send your photo or voice message. If they don’t want to answer,
then it’s already clear, it’s a man.”

MODERATOR: And some of your friends, maybe, went to such dates?

M2: “One of my friends did.”

MODERATOR: And can you say, what happened at the end?

”

M?2: “He showed me, a girl writes to him: “Let’s meet, I'll give you my Free Fire account.
He goes and meets a man, there’s a man talking to him, and he gets scared. He also was
taking a video of the whole thing, it turned out.”

MODERATOR: A man?
M2: “Yes, a man. A man, about twenty-seven years old, or like forty or fifty-odd.”
MODERATOR: And what did he do then? He met this man... and then what?

M2: “He ran away immediately. And before he ran away, he said: “Will you give me an
account?” It’s simply stupid, all because he’s a Free fire gamer in our grade. He simply
said: “Will you give me an account?” and that guy was just silent, and this was filmed in
the video.”
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Experience and exposure to risks online.

-

7.49 of children have seen sexual images online at least once a month, 7.4%
. (o} . (-]
or more, over the past year.

In total, one in 15 children in total in Kazakhstan (7.4%) had seen sexual images online in the past year
at least once a month (4.3%), weekly (2.2%) or daily or almost daily (0.9%). Another one in ten
children (10.7%) reported they had seen sexual images online just once or twice over the past year
while the vast majority — 68.8% - had never seen sexual content online. It should also be noted that
more than one in ten children (13.2%) did not want to answer this question, a departure from
responses to the majority of other questions included in the study, which may reflect some
embarrassment or hesitation to disclose their experiences as posed by the interviewer. There was no
significant difference between boys and girls who reported having seen sexual content online,
suggesting that children regardless of gender are being exposed to sexual content (see Appendix,
figure A4). However, older children between the ages of 15 and 17, and 14 to 15 years, were
significantly more likely to report they had seen sexual content online more frequently, at least
weekly or daily (4.8% of 15 to 17 year olds, and 2.6% of 14 to 15 year olds reported having viewed
images at least daily, or weekly, compared to less than one percent of nine to ten year olds, and 11 to
12 year olds, daily or weekly respectively).

Figure 35. How often children have seen sexual images online in the past year (and by location (inset)) (n=1201)
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Of those who had seen sexual content over the past year, most did not want to say how they felt
about what they saw. In total, more than one in three (37.7%) did not want to say how they felt,
although more than three in ten (32.4) felt neither happy nor
upset, and one in ten (10.2%) said they felt a little

Speaking of boys) “and the
(S : i . uncomfortable. Another 5.9% felt quite uncomfortable, and

also watch obscene things ol

Google” another 5.1% felt very uncomfortable. In total, 6.1% reported
MOD: Do girls do this less?

that they were interested or happy about what they had seen.
“Girls don’t watch at all, sort

of. Well, there are some...” (j

st Age-inappropriate sexual content is just one of the many risks

that children might encounter online. The study explored
children’s exposure to a range of different risks, including those
relating to self-harm (including eaten disorders, suicide and

drug use), violence and hate speech.

Content relating to eating disorders such as Bulimia and Anorexia, and ways to become very thin, was
the most common content children were inadvertently exposed to online through social media,
websites or bulletin boards. In totally, 15.1% of children had seen content relating to eating disorders
online, while 14.1% had seen images or videos containing violence, and 1.2% had been exposed to
messages containing hate speech. While fewer children had been exposed to content relating to
(non-eating disorder) self-harm (9.2%), 5.7% had seen websites or chat sites discussing ways of dying
by suicide.

There was little significant variation between the experiences of boys and girls who had been exposed
to potentially harmful content relating to violent content, or drug-related content. One in five girls
(19.4%), compared to one in ten (10.7%) boys, had seen eating-disorder-related content online. While
there was less of a difference, more girls also reported seeing messages containing hate speech,
content relating to self-harm, and to suicide, than boys (14.1% compared to 10.4%, 10.2% compared
to 8.2%, and 6.8% compared to 4.7% respectively). In general, this suggests that girls are more
exposed to harmful content online that boys, particularly that relating to different forms of self-harm
including suicide and eating disorders (see Appendix, figure A5).

Figure 36. Children’s exposure to content risks online over the past year (%) (n=1201)

Ways to become very thin || N [N 15.1%
Images displaying blood or violence || N [ ARG 12.1%
Messages containing hate speech || N N NN 12.2%
Ways of self-harm || NN o.2%
Ways of taking your own life || NIl 5.7%

Experiences of doing drugs [ 4.3%

Children’s exposure to risky, potentially harmful, content online increased progressively amongst
older children when compared to younger children. In total one in five children aged 15 to 17 had
seen eating-disorder-related content, compared to one in ten 11 to 12-year-olds, and 13.2% of nine
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to 10 year olds. Similarly, Children aged 15 to 17 years old were three times more likely to see violent
or gory material online (21.9% compared to 7.6% respectively), or messages containing hate speech
(21.1% compared to 7%). A similar trend can be identified amongst children who had seen content
relating to self-harm, with 14.5% of 15- to 17-year-olds having seen self-harm content, compared to
9.9% of 13- to 15-year-olds, 6.1% of 11- to 12-year-olds, and 5.9% of nine- to ten-year-olds. This
would suggest that, consistent with international literature, children who spend more time online,
older children and those with greater skills, are likely to encounter more risks online.

Figure 37. Children’s exposure to content risks online over the past year, by age (%) (n=1201)
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A small percentage of children also reported several other risks and adverse experiences, including to
their privacy. In total, 5.2% of children reported someone had used their personal information online
in a way they did not like, while 4.4% reported that someone had used their password to access their
information or to impersonate them. While there was little difference by gender, older children
between 15 and 17 years old were more likely to report having these experiences, as well as having
lost money to scammers online. The greater number of older children reporting these experienced
may well be correlated with increased activity online as they explore more online and develop greater
skills. There was little difference by age in those reporting they had a device that turned out to be
infected with a virus or malware (4.2% in total), or who have had a page or image created of them
with malevolent intent. These same experiences were reflected in various focus group discussions
with children.
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Figure 38. Other risks experienced by children online (%) (n=1201)
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Children actively seeking out risky online content.

In addition to be exposed to content risks online over the past year through content seen
inadvertently, children were asked about whether they had, themselves, ever actively sought out
content related to different risks that exist online. This could be through websites, message boards,
social media or any other online app or website. While between 26 and 32 children (depending on
the question posed) did not want to answer the question, it is notable that 48 children of the 1201
included in the study (or 4%) had actively sought out material related to eating disorders such as
anorexia or bulimia, 24 children (or 2%) had sought out content relating to physical self-harm (such
as cutting or self-mutilation), and 21 children (or 1.7%) had sought out content relating to taking
one’s own life. Of further note, while noting the small number of cases, is that children in cities
were twice as likely to look for content relating to taking one’s own life, ways of self-harm, and
eating disorders, than those in villages (se Appendix, figure A6).
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Experience and exposure to sexual risks online

In Kazakhstan, children largely grow up in communities where open disclosure of sexual activity
remains taboo. Within such a context, children may be hesitant to talk about any form of sexual
activity, content or experiences they may have, or be exposed to, whether those experiences are
consensual or non-consensual.®? For this reason, only a limited number of questions on exposure and
experiences of online sexual exploitation and abuse, as well as consensual age-appropriate sexual
activity were included in the study. The following chapter details children’s exposure and experiences
of these risks.

The study first explored children’s knowledge of their friends or peer’s exposure to sexual contact or
content online, before asking about children’s own experiences. This has the advantage of allowing a
sense of distance and detachment from children’s own experiences, while still allowing some level of
insight into the wider experiences of sexual contact or content of children online. Even taking this
approach, disclosure of both friends, and children’s own, experiences of sexual activity online was
limited in the study (see figure below).®? An indication of hesitancy to openly disclose experiences
may be evident in the percentage of children who chose not to answer the question, rather than
providing direct positive or negative responses.

had seen sexual images, videos had directly received sexual images,
11.7 or other content that had been 7.1 videos, or other content over the past
sent to a friend. year.

Exposure to sexual content sent to friends over
the past year.

Received sexual content or messages over the past
year.

In total, just over one in ten (11.7% or 139)
children disclosed that they had seen sexual
images, videos or other content that had been
sent to a friend, over the past year. This was most
commonly just once or twice over the past year
(7.1%), or at least monthly (3.3%). Nine children
included in the study reported they had seen
such content at least once a week, and four
reported they saw it daily or almost daily.
However, 13.4%, or 161 children did not want to
disclose their answer. Of those who disclosed
that they had seen sexual content sent o their
friends, one in four 25.2% felt neither happy nor
uncomfortable with what they saw, while one in
five felt either a litle, quite, or very
uncomfortable, or frightened or scared. Half of
those who had seen such content did not want to
say how they felt when they saw the content.

In total, just 7.1%, or 86 of the 1201 children
interviewed had received messages of a sexual
nature over the past year. This was most commonly
reported to be just once or twice over the past year
(4.8% or 57 children), or at least once a month (1.7%
or 20 children). More than one in ten (13.7%) of

children chose not to answer whether or how often
they had received sexual content. Of those who had
received such messages, almost one quarter (23.5%)
felt neither happy nor uncomfortable, while 7.9% felt
a little uncomfortable, and 4.3% felt very
uncomfortable. A little over half (51.8%) did not
want to say how they felt when they received the
messages.

91 Michaela D. Mullis, Amanda Kastrinos, Easton Wollney, Greenberry Taylor & Carma L. Bylund (2021) International barriers
to parent-child communication about sexual and reproductive health topics: a qualitative systematic review, Sex Education,
21:4,387-403, DOI: 10.1080/14681811.2020.1807316

92 Because of the small numbers of children who disclosed, the raw number of respondents have been included in the
presentation of the data in the text box, rather than simply percentages. Note that these numbers are too small to allow any
meaningful disaggregation by age, gender or location.
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Figure 39. Online sexual contact risks over the past year (%) (n=1201)
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In the above instances relating to the children’s own experiences of unwanted sexual contact, those
responsible varied from those within the child’s own environment and known to the child, to
strangers. Most commonly (in eight instances), the requests or unwanted sexual contact came from
people the child’s own age (<18)) who the child had known prior to contacting online, while in four
instances the request came from strangers online -those the child had not known in person, and who
was over 18 years of age. In three cases, this contact came from a parent or step-parent, or a friend of
acquaintance of the family that they child had first met
online; in two cases the requests or contact came from a
sibling over the age of 18, or a current boyfriend or
girlfriend. Seven children did not want to identify who the
request came from. While the number of cases identified
in this study are too small to derive meaningful analysis
from, it is of note that this broad profile of unwanted
sexual contact reflects emerging evidence form
elsewhere that most of the sexual contact risks posed to
children come from those known to the child or within
their immediate or distal environment. This finding has
important implications for the targeting of messages to
children and adults, as well as for service delivery and
child online protection mechanisms and systems.

Of the 35 cases identified, 11
children reported that they were
not upset by the contact, while 10
reported that they were just a little
upset, and another 8 reported that
they were quite upset. However,
four children were very upset,
while another two did not want to
answer. Note that those children
who were very upset all
experienced this unwanted contact

from family members or others
known to them prior to meeting

online.
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Children who did experience some forms of unwanted sexual contact were unlikely to seek help
related to their experience. When they did, this was most likely to come from friends, with one in
two children who had experienced unwanted sexual contact speaking to a friend about it. Just under
one in five children told no-one about their experience, while only one in ten told their parent or
caregiver about the experience. This means that, with the exception of those children who told their
friends, most children were left to deal with the experience on their own. This impacts negatively on
children’s ability to avoid such situation in the future, to extract themselves from the current
situation, and to deal with the potential psycho-social consequences of potential abuse and
exploitation.

Children were also asked about coercion or exploitation, including possible acts of sexual extortion,
that they may have experienced online over the past year. While similar uncommon as other forms of
sexual violence explored in the study, a small percentage of children reported different types of
incidents over the past year. In total 19 children (or 3% of those interviewed) had been offered money
or gifts in exchange for sexual photos or videos of themselves over the past year. Another 2.4% (or 15
children) had been offered money or gifts to meet in person and do something sexual, over the past
year, while 1.8% of children (or 11 children) had been threatened or blackmailed to enter into a
sexual relationship with someone over the past year. While these numbers are very small, they are
just an initiatl reflection that such forms of abuse and exploitation online are being faced by children
in Kazakhstan. It should also be noted that between 63 children (or 10%) of those who answered
these questions, chose to respond that they could not say whether this had happened to them online,
rather than not answering at all. While this does not conclusively point to children having experienced
such exploitation but not being comfortable to disclose them to an interviewer, it is still important to
note that they may suggest a higher incidence of these forms of violence that would initially appear.

Experiences and exposure to Cyberbullying

Cyberbullying is amongst the most common form of violence experienced by children online. It may
take several forms, and comparative analysis across studies, countries and regions is often
undermined by the lack of standardized definitions.®® In this study, children were asked about a range
of behaviours that may constitute cyberbullying, including being teased, excluded or ignored, being
called names repeatedly, laughed at, having rumours spread about them, being sent unpleasant o
rude messages, or being threatened. These did not necessary entail repeated behaviour, as there is
growing recognition of the potential ongoing or repeated impact of just a single incident when
perpetrated online.%

Both exposure to, and direct experiences or victimization to cyberbullying were explored. One in five
(21.3%) children reported having witnessed someone being sent unpleasant or rude messages over
the past year, while 16.7% had seen false rumours or stories being spread about someone else. A
similar percentage (16.1%) had seen someone being laughed at online by others, while a little more
than one in ten children had seen children being ignored or excluded by other children, having rude
or unpleasant messages posted about them publicly, or experiencing any other form of unpleasant or
offensive things online (13%, 12.7% and 12.5% respectively). Just under one in ten children (8.5%) had
seen other children being threatened online over the past year.

Exposure to cyberbullying appears routinely more common across all forms of cyberbullying amongst
girls than boys. Almost double the number of girls than boys reported having seen someone being

93 UNESCO, 2020, Recommendations by the Scientific Committee on preventing and addressing school bullying and
cyberbullying, International Conference on School Bullying, https://unesdoc.unesco.org/ark:/48223/pf0000374794
94 UNESCO, 2020
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sent unpleasant or offensive messages (34.5% of girls compared to 18.1% of boys), while a similar
proportion of girls compared to boys reported witnhessing someone spreading false rumours about
others, ignoring or excluding someone, or threatening.

Figure 40. Exposure to cyberbullying over the past year (%) (n=1201)
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The majority (52.1%) of children who had witnessed cyberbullying online over the past year did not
tell anyone about what they had seen. When children did speak to anyone about what they had seen
online, this tended to be their friends rather than anyone else. In total, two in five (40%) of children
spoke to their friends about what they had seen, while a little under one in four (23.5%) spoke to their
parents or caregivers about the incident. Less than one in ten spoke to either an adult sibling, or a
sibling under 18 years of age (9.7% and 9.4% respectively).

Figure 41. Who children spoke to about witnessing cyberbullying over the past year (%) (n=361)

No-one I 52.1

Friend(s)

Parent or step-parent

A brother or a sister (<18)

A brother or a sister (> 18)

Other adult relatives (aunts, uncles, grandparents)
Teacher / a lecturer

Other trusted adult

Boyfriend/girlfriend

KazKidsOnline

Il 3
W 19
m 17
B 16

0 10 20 40 50

60

37|Page



While cyberbullying is often perceived as being more common than in-person bullying, evidence
consistently shows that face-to-face bullying is more common than other cyberbullying.® Children in
Kazakhstan were asked how often someone had insulted or been rude to them in-person (face-to-
face) compared to online, over the past year. Regardless of the frequency of the interaction, slightly
more children reported having been insulted or treated rudely in person, compared to those who
reported a similar experience online, over the past year. The more common the experience, the
greater the difference between online and offline experiences emerged. In total, one in ten (10.7%) of
children had been insulted face to face over the past year, compared to 9.1% online, while 5.4% had
been insulted face to face compared to 3.4% online at least once a month. In contrast, almost double
the number of children (1.3%) reported being insulted or treated rudely in person on a daily basis
compared to 0.7% online, while children were twice as likely to report being treated this way in
person at least once a week (1.8%), compared to those who reported being insulted or treated rudely
daily or almost daily online (0.9%).%¢

Figure 42. Someone has insulted or been rude to the child in face-to-face interactions compared to those online,
in the past year (%) (n=1201)°"
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Children’s victimization to cyberbullying followed a similar pattern as those who had been exposed to
different forms of bullying. In total, a little over one in ten children (11.9%) reported that they had
been sent unpleasant or offensive messages over the past year, while 6.5% had someone spread false
rumours or stories about them. Fewer still (4.6%) reported that they had been ignored or excluded by
others over the past year, while 4.5% had been laughed at online by other children. Across all forms
of bullying victimization explored in the study, girls were significantly more likely to report having
been victimized than boys. In total, 14.2% of girls had been sent unpleasant or offensive messages
compared to 9.5% of boys, while 8.4% of girls compared to 4.5% of boys had false rumours spread

95 United Nations Special Representative to the Secretary General on Violence Against Children, 2016, Ending the Torment:
Tackling Bullying from Schoolyard to Cyberspace.
https://violenceagainstchildren.un.org/sites/violenceagainstchildren.un.org/files/documents/publications/tackling bullying
from schoolyard to cyberspace low res fa.pdf

9 A note of caution must be added as the number of respondents reporting these experiences weekly or more (weekly or
daily) n <24 children or 2% of the total sample.

97 Never face to face = 78.2%; never online = 83.8%
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online about them. It must be noted that the exception to this was those who had been threatened
online, with fractionally more boys (3%) compared to girls (2.5%) had been threatened.®®

Figure 43. Personal experiences of cyberbullying over the past year (%) (n=1201)

| was sent unpleasant or offensive messages

Someone spread false rumours or stories about me

Other children ignored or gave me the silent treatment
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Children’s responses to being bullied tended to be a combination of both active and passive. One in
three (33.8%) of those who had been cyberbullied blocked the person who had been bullying them
(active), while just under one in four ignored the problem and hoped it would go away, and/or
deleted the messages (passive) (23% and 22.9% respectively). Just one in ten changed the privacy
settings of the app or their contacts as a means of stopping the person bullying them (active). A little
more than one in ten closed the browser or app they were using on which the bullying occurred, and
just under a tenth stopped using the internet for a while hoping the bullying would stop) (both
passive).

Figure 44. Actions taken in response to being cyberbullied (%) (n=83)

I blocked the person so that they could not contact me GGG 33.8
| ignored the problem or hoped that the problem would... I 23
| deleted all the messages from that person IS 2.9
| tried to make the other person leave me alone NG 14.4
| closed the browser window or the app I 13.3
| tried to take revenge on the other person I 13.2
| felt a little bit guilty for something that went wrong IS 12
| changed the privacy settings / of my contacts NI 10.8
| stopped using the internet for a while NN 9.7
| reported the problem on the Internet (e.g., clicked the button... Il 3.6
20 25

%

30 35 40 45 50

98 This last difference should be treated with some caution as n < 24 children.
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Bullying and Cyberbullying

While the data shows that cyberbullying is experienced almost equally by girls and boys in
Kazakhstan, differing opinions emerged in some of the focus group discussions. For example,
there was some disagreement as to whether boys experienced cyberbullying to the same
degree or in the same way as girls, in one group of 15- to 17-year-old girls:

F1: “Let’s say cyberbullying. Even boys, there are ones who are vulnerable, every person
is different, and everyone reacts differently.”

MODERATOR: The question is better worded this way: Are boys and girls exposed to
cyberbullying equally often, or is there a difference?

F2 “There is a difference. If your tits are small, they tell you’re flat, well, if you post
videos on TikTok, of course. And if you have nice tits, they write, ‘Whoa, p****’* ‘Cow,’
and all that stuff. And they don’t write such things to boys at all.”

F3: “And | saw that if a boy is of a sufficiently large physique, they also write to him:
‘Why are you so fat, are you a hooker?””

In the same group, children reflected on the relationship between children who might be
bullied, and in turn bully others, illustrating very clearly the continuum of violence and
relationship between victimization and certain conduct disorders. Using the same experience,
children recounted how cyberbullying and bullying often traverses the online and physical
environments, reflecting what is increasingly known about the relationship between online and
offline violence.

F4: “I know a guy | met in another town. He has an extraordinary appearance. And he
posted a belly dance or something like this. And Taraz is such a city, everyone has bullied
him to the maximum, almost beaten him up. And he likes to make things up. He told me
personally that he had beaten up some guys in another city while wearing heels and a
dress. The point is, he’s being bullied.”

MODERATOR: So, you’re saying they saw something on the Internet, and they actually
fought with him?

F4: “Yes. There’s a DVD park there. Teenagers go there all the time because the city is
small. And everyone knows each other there. And everyone is discussing each other
behind their backs.”

The above example also provides insight into bullying and cyberbullying victimization that may
stem from the exploration of sexual identities online, and the space and freedom that being
online provides to do this, in the absence of other opportunities.
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A significant percentage (26.6%) children who had been bullied did not tell anyone about their
experience, although two in five (40.8%) did tell their friends about the incident(s). Children were
fractionally more likely to not tell anyone as they were to tell their parents or caregivers (25.3%). This
continues the pattern discussed earlier in the report to tend not to share their negative or adverse
experiences online with others, regardless of how serious or potentially harmful those incidents might
become, and where they do tell anyone, to tell their friends rather than anyone else.

Figure 45. Who children told about being cyberbullied (%) (n=83)

Friend(s) I 40.8
No-one I 26.6
Parents or step-parents I 053
A brother or a sister (>18) GGG 1?2
Boyfriend or girlfriend I 7.2
Teacher /alecturer I 6
Other adult relatives I 6
Other trusted adult I 4.8
A brother or a sister (<18) I 3.6

Children were also asked about their own behaviour and whether they had ever bullied others online.
While this understandably might be behaviour that children are unwilling or hesitant to disclose, a
little more than one in ten 11%) children disclosed that they had treated someone rudely or in an
insulting way face to face over the past year, compared to 8.1% of children who had treated someone
else similarly online. Just one in twenty children (4.8%) reported having done so at least once a month
over the past year, for both those disclosing having done so face-to-face, and/or online.

Figure 46. Children who have treated others in a rude or insulting way face to face, and online, over the past year
(%) (n=604)%

| do not want to answer - i%

Daily or almost daily ' 0.7

At least once a week ‘5 23

B | have treated someone else in an insulting or rude way on the internet M| have treated someone else in an insulting or rude way face to face

99 Never face to face = 80.4%; never online =83.8%
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Of those children who did disclose some form of cyberbullying over the past year, this was most likely
to be in the form of rude or offensive messages (50.5%), ignoring someone (45%), laughing at
someone (28.5%), or insulting or shaming another child online (21.9%).

Figure 47. Children who have cyberbullied others over the past year (%) (n=91)

| have sent someone unpleasant or offensive messages [ININNIEGEGGE 505
I have ignored someone [N 25
I have laughed at someone in public [INNINENGEGEGEEEEEEEEEEEEEE 235

| have insulted or put to shame someone on the Internet  [INNINEGGEEEEEEE 219

I have done other unpleasant or offensive things someone else
on the Internet

I 2
| have threatened someone on the Internet | N 109
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someone somewhere others could see them

I oo
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One important theme that emerged in discussions with children in the focus groups as well as from
the household survey is the slow, if any, response from the platforms or apps in which reports of
abuse or bullying are made. Taking any action online to report risks encountered was relatively
uncommon, and this will only be exacerbated by slow responses from technology platforms and
companies who have an obligation to act timeously on reports of abuse, or any violations of
community standards or terms and conditions of their apps and platforms.

Experiences of privacy risks

Privacy risks —those relating to interpersonal privacy, institutional or commercial — are cross cutting
risks that do not ‘fit’ neatly into categories of contact, conduct, content or commercial, but rather
have implications and relate to each of these four categories.’® In part, these risks relate to children’s
concerns about parental intrusion in their life,2! as well as the potential risks and consequences that
the online sharing (‘sharenting’) of children’s life journey’s by parents may pose in the short, medium
or long term.

Children were asked about the sharing of information, including photos or other details about their
life, online by others in their environment, from parents, friends to teachers. More than a quarter of
children (27.1%) said their parents or caregivers had posted information about them —in the form of
messages, images or videos - without asking them in the last year, with 12.8% reporting this had
occurred sometimes, and 8.8% reporting this occurred often or very often over the past year. Slightly
fewer reported their friends had posted information without asking them if they were ok or agreed
with it, with 8.1% saying this had occurred sometimes over the past year, and 3% saying this had
occurred often or very often. Fewer still reported that they teachers had posted information about

100 OECD (2021). Children in the digital environment: Revised typology of risks. OECD Digital Economy Papers, No. 302.
https://doi.org/10.1787/9b8f222e-en

101 UNICEF, 2017, State of the World’s Children 2017: Children in a Digital world, UNICEF, New York.
https://www.unicef.org/media/48581/file/SOWC 2017 ENG.pdf
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them online, with under one in ten (8.5%) of children saying this had happened either sometimes
95.8%) or often or very often (2.7%) over the past year. In total, more than one in ten children in
Kazakhstan (13%) said they had asked their parents to delete something they had posted about them
(the child) over the past time, with 8% having asked their parent to delete something about them
sometimes over the past year, and another 5% having done so often or very often.

Figure 48. Privacy risks linked to others’ actions over the past year (%) (n=1201)%

Someone shared my private (intimate) photos without

2.0% 2.7%
my consent

My friends posted information about me on the Internet

. L . 5.5% 8.1%
without asking if | agree with it . .
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Internet without asking if | agree with it
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4.3% 5.6%
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| asked my parent / guardian to delete what they posted
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. . . .59 12.89
image, or a video) about me on the Internet without... >.5% 8%
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Sharenting may bring some benefits to both parents and children’s lives, including being able to share
parenting advice, share children’s achievements with friends and families, and offer and share
support particularly for parents of children who may face learning, emotional or physical
challenges.’®1% Social media and online connections have been shown particularly effective in
supporting parents of young children with special health care needs.?® This is often done with little
regard to the protection, safety and wellbeing risks that sharing such information may introduce into
children’s lives.'® That children regularly ask parents and caregivers to remove content about them
that they have posted online suggests that in many instances children may be more aware of the risks
that such information may pose; conversely it could simply be that such information is seen by them
as embarrassing to them.

102 All "never” responses excluded for clarity.

103 Steinberg, S. (2017). Sharenting: Children’s Privacy in the Age of Social Media. 66 Emory L.J. 839 (2017) University of
Florida Levin College of Law Research Paper, 839(16-41).

104 DeHoff BA, Staten LK, Rodgers RC, Denne SC., 2016, The Role of Online Social Support in Supporting and Educating
Parents of Young Children With Special Health Care Needs in the United States: A Scoping Review. J] Med Internet Res. 2016
Dec 22;18(12):e333. doi: 10.2196/jmir.6722. PMID: 28007689; PMCID: PMC5216258.

105 DeHoff BA et.al., 2016, The Role of Online Social Support in Supporting and Educating Parents of Young Children With
Special Health Care Needs in the United States: A Scoping Review

106 Kamil Kopecky, Rene Szotkowski, Inmaculada Aznar-Diaz, José-Maria Romero-Rodriguez, The phenomenon of sharenting
and its risks in the online environment. Experiences from Czech Republic and Spain, Children and Youth Services Review,
Volume 110, 2020, 104812, ISSN 0190-7409, https://doi.org/10.1016/j.childyouth.2020.104812.
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Chapter 5. Social support and wellbeing

Introduction

Social networks, including peer networks and home and family support, can play an important role in
preventing harms resulting from risks such as cyberbullying, as well as in coping with other forms of
online violence including sexual violence.'®” In KKO, children were asked about the various networks
and support mechanisms in their lives. The following discussion presents children’s perceptions on
how safe and secure they felt in their environments, and their perceptions of parent and caregivers,
peer and teacher support.

Children’s perception of social support and wellbeing

Just as parents may seek and receive support from social media and online connection, social support
and family support may prove pivotal factors in parents’ mediation and interaction with children in
relation to their internet and device use. Social support may also impact on the development of
appropriate social and emotional leaving skills and capacities to successfully navigate risks online
when encountered.

In general, children in Kazakhstan reflect feelings of being safe and secure within their home and
social environment, with the vast majority (94.1%) feeling safe, only fractionally fewer (93.5%) feeling
that they have a good time together with their family, and nine in ten (90%) feeling that people in
their family try to help them. More than four in five (84.3%) feel that when they speak, someone in
their family always listens to them.

These positive perceptions largely Figure 49. Perceptions of family support (%) (n=1201)
extended to children’s views of

their parental support and el safe [ R ;- :
mediation. In total three quarters

of children reported that they We have a good time together [N -

parents tell them when they do
something good and right very
often or often (25.7% and 49.3%
respectively), while four in five
report that their parents praise
them for good behaviour very often (35.1%) or often (44.7%).

peopletry hard to help e N -
When | speak, someone listens to me in all _ 843
cases i

Fewer children feel that their parents set boundaries for what they do inside the house, and when
they go out. In total 16% report that their parents establish rules for what may be done at home very
often, while 32.6% report their parents do this often. A similar proportion of children feel that their
parents set boundaries for what can happen outside of the home, with 15.1% reporting their parents
do this very often, and a little over another third (34.1%) reporting their parents do this often.

107 See for example, Aratd, N., Zsido, A.N., Rivnyak, A. et al. Risk and Protective Factors in Cyberbullying: the Role of Family,
Social Support and Emotion Regulation. Int Journal of Bullying Prevention 4, 160-173 (2022).
https://doi.org/10.1007/s42380-021-00097-4
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Figure 50. Perceptions of parental support (%) (n=1201)
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The majority of children also feel that their friends and peers often them the support that they need.
More than half of the children interviewed totally agree that they feel safe when they are with their
friends, that they can count on their friends when something goes wrong, and that they can count on
them when they things go wrong (53%, 51.3% and 51.2% respectively), while a little over one quarter
feel that they totally agree to each of these statements. Yet fewer (but still the majority) of children
totally agree or agree that they can talk to their friends about their problems (46.2% and 27.7%)
respectively.

Figure 51. Perceptions of peer support (%) (n=1201)

| feel that | have check my phone to find out if something
new has happened or not

27.2% 40.1%

| feel safe when | am with my friends 27.9% 53.0%
| can talk about my problems with my friends 27.7% 46.2%
| can count on my friends when something goes wrong 27.2% 51.2%
My friends try hard to help me 29.1% 51.3%
Totally disagree Agree to a point  E Mostly agree B Totally agree | cannot say

Most children felt similarly supported within their school environment. More than half of the children
included in the study totally agreed that they felt safe at school, and that they totally agreed that
there was a teacher they could go to if they had a problem (56.7% and 52.9% respectively), while
26.7% and 26.8% mostly agreed with these statements respectively. Similarly, the majority of children
totally agreed or mostly agreed that teachers respect them as a person (49.2% and 29.1%
respectively), felt they belonged at their school (47.8% and 27.8% respectively), and that peers at
their school were kind and helpful (44.2% and 32.1% respectively).
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Figure 52. Perceptions of school and teacher support (%) (n=1201)
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Chapter 6. Internet mediation

Introduction

Internet mediation within both the home and school is important in children’s lives, beyond keeping
children safe online. There is now an established body of literature that shows how the presence of
some forms of mediation, and different styles of mediation, can impact on different aspects of
children’s digital lives. Parental mediation refers to the strategies adopted by parents to regulate,
discuss, and monitor children's media use.1%® Strategies can broadly be categorized in into two: active
or passive, with active mediation reflecting a more engaged and supportive role in children’s digital
lives, while passive tends towards a more restrictive and controlling approach, the latter often
intended explicitly to keep children safe, 109110

Styles of parental internet mediation have been shown across different regions to have a significant
impact on children’s acquisition of digital skills. More passive and restrictive mediation has been
shown to result in less exposure to risks online, but also in lower levels of technical and other digital
skills, and less access to opportunities that the internet offers. Conversely, active parenting has been
shown to generally result in greater exposure to risks online, but equally, children are better equipped
to successfully navigate and deal with the risks they encounter, thus minimizing the risk of harmful
outcomes.!™! Importantly, children also often express the desire for greater guidance and support
from parent’s when it comes to their own digital lives.'?

108 Sonia Livingstone Ph.D. & Ellen J. Helsper Ph.D. (2008) Parental Mediation of Children's Internet Use, Journal of
Broadcasting & Electronic Media, 52:4, 581-599, DOI: 10.1080/08838150802437396

109 jvingstone, Sonia & Blum-Ross, Alicia. (2020). Parenting for a Digital Future: How Hopes and Fears about Technology
Shape Children's Lives10.1093/0s0/9780190874698.001.0001.

110 Livingstone and Blum-Ross (2020) introduce a third position, that reflects a tend to move between active and passive
mediation, often influenced by specific experiences that children or parents may have had relating to the digital
environment, or to what they have seen in public discourse.

111 Cabello-Hutt, T., Cabello, P., & Claro, M. (2018). Online opportunities and risks for children and adolescents: The role of
digital skills, age, gender and parental mediation in Brazil. New Media & Society, 20(7), 2411-2431.
https://doi.org/10.1177/1461444817724168

112 MediaSmarts. (2023). “Young Canadians in a Wireless World, Phase IV: Trends and Recommendations.” MediaSmarts.
Ottawa. https://mediasmarts.ca/sites/default/files/2023-07/report_ycwwiv_trends recommendations.pdf

KazKidsOnline 46| Page


https://doi.org/10.1080/08838150802437396
https://mediasmarts.ca/sites/default/files/2023-07/report_ycwwiv_trends_recommendations.pdf

In the study, various means of parental mediation were explored, from their child’s perspectives.
Children were asked about communication and engagement between parents and teachers about
their internet use, and other instances of adults supporting and encouraging their internet use,
parental and teacher monitoring of their internet use, and adult’s use of technical and restrictive tools
and practices. These findings are presented below.

Children’s perceptions of parental and teacher mediation in Kazakhstan

In Kazakhstan, just over one in five children report that their parents never, or almost never suggest
ways of using the internet safely (15.4% and 6.7% respectively), while 16.2% report their parents
never or almost never encourage them to explore and learn something new online (12.1% and 4.2%
respectively). Three in ten children have parents who sometimes provide suggestions on safe internet
use, and encourage them to learn and explore more online, while a similar percentage of children
have parents who often encourage and engage with them on their internet use. Gender and age were
not significant in determining how active parents were in the mediation of their child’s internet use.

Figure 53. Parental active mediation (%) (n=1201)

My parents suggest ways of safe use of the Internet 30.3% 30.2%

My parents encourage me to explore and learn something new _

35.8% 31.8%
on the Internet % %

Never Almost never M Sometimes B Often Very often

Conversely, one in three (33.1%) children reported that they often helped their parents or caregivers
do something online that they found difficult to do, while another one in ten had often helped their
parents with something online. Similarly, one in three children reported that they sometimes spoke to
their parents about things that bothered them online, while less than one in five (17.4%) did so often.

Figure 54. Parental active safety mediation (%) (n=1201)

Helped your parent/guardian do something on the Internet that
they found difficult to do (e.g., when they could not figure 3 33.1% 31.0%
something out)

Talked to your parent/ guardian about things bother or upset you
32.7% 17.4%
on the Internet

Never Almost never M Sometimes B Often Very often

Restrictive parental mediation was less commonly reported by children in Kazakhstan. In total almost
three quarters of children in the study reported that they were allowed to browse social networking
sites such as Vlonkakte and Instagram without supervision at any time by themselves, while
fractionally more (75%) were allowed to download music or films without supervision at any time.
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Three in five children (62.1%) reported that they could use a phone camera or webcam for video
chats whenever they wanted, while another one in five (19.8%) were allowed to do it, but with
supervision or permission of their parents. There was no difference by gender in the styles of
parenting and types of restrictions or freedoms placed on children, although older children aged 13 to
14 and 15 to 17 were more likely to be allowed to do these things without supervision than younger
children aged nine to ten, or 11- to 12-year-olds. Yet, children in particularly rural areas, in villages,
did report the use of technical restrictive measures such as parental monitoring and controls.

Figure 55. Parental restrictive mediation (%) (n=1201)

Browse social networking website (such as Vkontakte, Instagram 72.0% 16.0%

Download music or films 75.7% 13.9%

Use the webcam or a phone camera for example, for Skype or
videochat)

62.1% 19.8%

H Allowed to do alone at any time M Allowed to do it with the permission or under supervision Not allowed to do it
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CHILDREN’S EXPERIENCES OF PARENTAL MEDIATION

Children in focus groups tended to reflect similarly varied experiences of parental mediation of
their internet use. This tended to vary across age groups, even for the youngest children. For
example, from one group of nine to ten year old boys:

MODERATOR: Who knows what you do on the Internet? Do(es) somebody check you?
M1 “My older sister checks me.”

M2: “No one checks me.”

M3: “My older sister checks me.”

M4: “No one.”

MS5: “My dad checks me twice a week.”

MODERATOR: Does he check the game, WhatsApp, everything?

M5: “Yes, he looks through everything.”

MODERATOR: .....what about others, do your mothers or older sisters help you?
Children: “We ourselves get help online.

MODERATOR: Do your fathers, mothers or older sisters ban you from visiting certain
websites?

Children: “Nobody sets restrictions.”

M6: “I can't just buy games. It is restricted.”
A similar discussion emerged in a group of 11 to 12 year old girls:
MODERATOR: Do your parents and sisters watch what you watch?

F1: “My parents don't watch, but my brothers and sisters do, older people do. There is
parental control, and it monitors how many hours I sit, how much time | spend, everything.”

F2: “Only my sister checks my phone, my father checks when he has time do to it.”

These discussions discuss how when children’s activities are mediated at all, they tend to be
more restrictively mediated, not only by parents and caregivers but also by older siblings. Yet, for
many, their online activities are largely unmediated, and in many ways, unsupported. This
reflects a somewhat different picture to that painted by parents and caregivers in the next
chapter.

KazKidsOnline 49| Page




Chapter 7. Parents Online

Introduction

The following section presents an overview of the online habits, skills and mediation of the parents of
those children interviewed in the study. As noted in earlier chapters, how parents and caregivers use
digital technology, their skills and their mediation of their children’s internet and technology use plays
an important role in children’s digital technology use, and the development of their skills and
capacities. These factors can all ultimately, can influence the safety and wellbeing of children in
relation to their digital use.!*® Parents impact on children’s digital lives may be informed by not only
their parenting style in relation to digital technology — active or passive, supportive and enabling or
restrictive — but also through the modelling of their own behaviour and habits relating to digital
technology. Parents may function as “guides and supervisors, supporters, home teachers and learning
facilitators regarding digital technology...but also as prohibitor, controller and filter of content that
should not reach children.”1

Parent’s access to and use of the internet and digital technology

Almost all (96.3%) of the parents interviewed had been using the internet for several years or more,
while just 2.1% (or 25 of the 1200 parents interviewed) had been using it for about a year. Just six
respondents had been using the internet for several months, and seven had never used the internet.
The majority of parents —57.2% - could use the internet where and when they wanted, while another
third (32.7%) could use the internet often whenever they wanted. There was litle difference between
male and female parents in how they could access the internet. Access was easier within cities than
villages, with three in five (60.4% of parents in cities reporting they could use the internet as and
when they wanted very often, and another three in ten (31.1%) reporting they could often access the
internet where and when they wanted, compared to just half (52.1%)of those in villages who could
very often, and another third (35.2%) reporting they could access it often, when and where they
wanted to (see Appendix figure A6).

The most common factors stopping parents from using the internet was the perception that it took
up too much time, along with the cost of the internet, with a total of seven in ten parents feeling that
it took up too much time sometimes, often or very often, and 56.4% reporting that internet was too
expensive for them sometimes, often or very often. Time in general seemed a common barrier to
access. In addition to parents reporting that it was not uncommon for them to feel that the internet
took up too much time in general, the majority also felt that they simply did not have enough time to
go online (with two in five reporting they sometimes did not have enough time to go online, and
12.3% and 4.3% reporting they often and very often did not have time to go online, respectively).

Less common barriers included the perception that the internet was not suitable for people their age,
with 73.8% reporting they never felt this way and 3.9% reporting that they almost never felt this
about the internet; and that the internet was too complicated for them, with 63.3% reporting that
they never, and another 6.3% reporting that they almost never, encountered this problem.

113 |ivingstone, Sonia & Blum-Ross, Alicia, 2020, Parenting for a Digital Future: How Hopes and Fears about Technology
Shape Children's Lives.

114 Kapella, O., Schmidt, E. M. & Vogl, S. (2022). Integration of digital technologies in families with children aged 5-10 years: A
synthesis report of four European country case studies. (DigiGen-working paper series No 8). 10.5281/zenodo.6411126

KazKidsOnline 50|Page



Figure 56. Barriers to internet access for parents (%) (n=1200)

The internet is not suitable for people my age 73.8% 3.9% 13.7% 4.8%
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The internet takes up too much time 22.8% 5.3% 35.3% 26.8%
I do not have enough time to go online 37.2% 6.9% 39.0% 12.3%

Using the internet is too complicated 63.3% 6.3% 22.1% 6.3%.

The internet does not give me what | want or need 52.6% 7.3% 26.8% 9.3% 2
The internet is too expensive 35.6% 8.0% 29.0% 17.3%

There is no or poor signal where | live 44.0% 9.0% 29.6% 10.4%

H Never M AImost never M Sometimes M Often Very often

Like their children, parents mostly reported going online at home, although parents were significantly
more likely to report more frequent access at work, than children did at their schools. In general,
parents tended to regularly connect to the internet in all the main spaces that they live their lives,
from home and work, to relatives and friends houses, in public places such as libraries or shopping
centres, or when they are by themselves somewhere. This reflects a more constant connection to
digital technology for parents, that may be a product as much of the more diverse spaces they occupy
as adults when compared to children, as a sense of being more connected, or more constantly online.

Figure 57. Where parents access the internet (%) (n=1193)
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Like their children, parents were most likely to go online using their mobile or smartphone, with three
in ten (31.5%) going online on their phone almost all the time, another one in five (19.1%) several
times a day, and 45.3% daily. This was followed by laptops and personal computers (p.c.), and Smart
(internet-connected) televisions. Conversely, parents were least likely to connect to the internet using
gaming consoles, and wearable tech such as Smart watches or Fitbits.

Figure 58. Devices parents use to go online (%) (n=1193)

Smartwatch/wearable 84.5% 1.8% 1,
Internet-connected TV 46.8% 3.8%5.3% 5.4% 28.7% 5.9%
Game console 93.5% 13%
Tablet 82.6% 3.4% 3.3%
Laptop/p.c. 46.4% 47% 7.4%  10.5% 20.5% 4.6%
Mobile/smartphone 31.5%

W Never B Once or twice B Once a month H Every week
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It is not uncommon across countries in many regions of the world for children to have a better
understanding of digital technology and the internet than their parents, particularly in those countries
where digital penetration and affordable internet access has only become a reality in the past decade.
Equally so, children often over-estimate their knowledge of digital technology in relation to their
parents, while under-estimating their parents’ digital skills. In Kazakhstan, four in five parents are
confident in using the internet and knowing what the internet and technology can be useful for them,
with 64.8% feeling this is somewhat true, and 16.1% completely true for them.

Figure 59. Parents confidence in their internet knowledge and skills (%) (n=1200)
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When comparing their own knowledge of the internet to their children’s, fewer felt that they know
more than their child. In total, less than half (45.3%) felt that it was somewhat true they knew more
than their child about the internet, while a little more than one in ten (12%) felt it was true.
Conversely, one quarter of the parents interviewed disagreed with the statement that they know
more about the internet than their children, and another 17.4% completely disagreed. This compares
to a total of 62.3% of children who somewhat or completely believe that they know more about the
internet than their parents.

Yet, parents in Kazakhstan show some level of competency across a range of operational, information,
social, creative and mobile skills. With the exception of knowing how to use a programming language
(operational skill), and creative skills, more than half of the parents included in the study felt some
level of confidence in their abilities across all 24 individual skills measured (see Appendix, figures A8
to A11). Amongst the skills parents were least confident in, was knowing what licenses applied to
them, or knowing how to create a website (12.9 a bit true, 18.3% mostly true, and 7.3% very true for
them), although slightly more reported that it was a bit true, mostly true or very true that they knew
how to post online videos they had created themselves (12.7%, 367% and 17.8% respectively).

It is notable that amongst the social skills explored, parents felt less confident in their ability to report
a negative message — a rude or offensive message — about them or their loved one, online through
the relevant app or website, with 14.6% feeling it was a bit true, 41.3% mostly true, and 21.2%
completely true for them that they could report a negative message online (see Appendix, figure A9).
This is important for parents to be able to show children when they encounter something abusive or
offensive online, or when they feel they are being harassed or otherwise bullied. However, it does
also suggest that almost one quarter of parents do not know how to do this, and thus are in a position
where they are unable to support their child in reporting content or messages online when they need
to. In all, though, this data suggests that parents have a level of self-assessed competency at least on
a par with their children and are thus in a good position to provide guidance and support to children.

Parents mediation of children’s internet use

Parents generally reported high levels of internet mediation than reported by children. While
between 4.8% of parents and 12.1% reported that they very often spoke to or engaged positively with
their child about different aspects of their internet and digital technology use, significantly more
reported that they often or very often engaged with and supported their child’s internet and
technology use. In total, more than two thirds of parents reported that they at least sometimes, or
often or very often, supported or mediated their child’s internet use, with the lowest levels of
engagement being the physical monitoring of the child’s internet use. Parents almost uniformly
reported sometimes, often or very often talking to their child about commercial activities online,
helping their child cope with things that bother them, explaining why some sites might be
inappropriate for them, helping them when they cannot do something online, or talking to them if
they learn that something online has bothered their child. Parents similarly report that they largely
encourage their child to explore and use the internet for learning new things, and only slightly fewer
suggest ways to their child of using the internet safely.
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Figure 60. Parents mediation of their child’s internet use and activity (%) (n=1200)
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This data creates a profile of largely active support and mediation by parents and caregivers of their
children’s use of digital technology and the internet, encouraging them to make good use of the
technology, explore opportunities, and provide a supportive and open environment. This picture also
broadly supports the experiences of children, who largely reported that their parents talk to them
about what they do online and encourage them to learn and explore things online.

As noted earlier in this paper, parents may also engage in more technical, as well as restrictive, often
passive, mediation of their children’s internet and technology use. This is often through the use of
technical tools such as parental monitoring and filtering tools and software, or filtering software. Less
than half of the parents interviewed in the study reported using technical tools such as filtering or
monitoring software. A little over two in five (41.3%) used parental controls to get notification when
their child purchases within an app (in-app purchases), while 36.4% use parental controls that filter
what apps their child can download on their device. A little more than one third of parents use
parental controls that track the websites their child visits, and one third use controls to block or filter
websites. Less common are technical controls that limit exposure to advertisements (27.7%), or that
limit who their child can talk to online (27.4%). While accounting for less than half of the parents
interviewed, this still suggests relatively common knowledge, and use, of technical and restrictive
controls on children’s internet access and use. More than half of parents do set rules about when, or
how long, their child can spend online. Yet, these approaches tended to vary, and more diverse views
on the use of these tools were reflected in the focus group discussions (see text box below).
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Figure 61. Parent’s technical mediation of their child’s
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their children’s internet use, significantly more parents do actively monitor what their child is doing
online. Two in five (40.4%) sometimes, and another 17.9% often, and 6.8% very often, check what

friends or contacts their child adds to the social n
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18.8% and 5% respectively); what site they visit (36.8%, 23.4% and 4.9% respectively); their social
media profiles (34.9%, 23.6% and 5.9% respectively); and what apps they have downloaded; and

(34.9%, 24.9% and 6.2% respectively).

Figure 62. Parents monitoring of their child’s internet use (n=1200)
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This general profile reflects one of active and passive mediation of children’s internet use, and a
combination of what is emerging as both effective and less effective parenting strategies when it
comes to children’s digital habits, wellbeing safety and skills. For example, while it is not uncommon
for parents to feel that monitoring who their children are speaking to, filtering and preventing access
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to certain content, and monitoring who their child might have in their friends or contact lists, are
effective ways of keeping their child safe, and making themselves more secure about what their child
might be doing online, as children develop more skills and knowledge, it becomes easier for them to
circumvent many of these measures. Some tools, such as parental controls and monitoring software,
may be effective for younger children up to the ages of town or 11 years, context dependent, but
older children quickly learn technigues to circumvent these controls.

Children also often share openly the strategies that they develop to evade their parent’s supervision,
not necessarily for any nefarious or ill-intentioned reasons, but simply to afford themselves a level of
privacy that they feel they might not otherwise have. Children may simply create multiple social
media accounts, sharing one or two with their parents and keeping others completely private from
them.

Conversely, ongoing engagement, supporting children’s safe internet use through open and honest
conversation, that avoids judgement, and that allows for children to feel safe in approaching their
parents for help and support or to ask for advice, serves to create an environment where children can
thrive online, and that is conducive to the acquisition of greater skills.

Parents perceptions of children’s risk online

While parents may not know definitively what experiences their child may have had online, and in
particular negative experiences that children may be scared to tell their parents about, it is important
to understand how parents perceive their child’s online experiences, and how and when they
encounter risk. Parents in the focus group discussions clearly reflected an awareness of knowledge of
different risks that child could potentially face, ranging from exposure to violence (and as expressed
by parents, “cruelty”), to contact sexual risks presented by “paedophiles” (see text box).

P1 (13-14 y/o): “Games associated with cruelty, suicide”.

P2 (13-14 y/o): “With cruelty, this is important! Just now we said, what its name, (the game) Counter-
Strike, it was not in our childhood. Or UFC-related, fights etc., for example, a teenager, he plays Counter-
Strike well, he owns weapons there, let's say even a knife. And now he, he has an idea, how is it in
reality? Here, the Matrix movie, you have to try with a knife. | noticed that on the news, 7-8 graders hit
an old man, a homeless person, they bet that a person could fall with one blow, he had a good hit there,
trained hit etc. This is cruelty, this is violence.”

P2 (13-14 y/o): “Then the suicide, recently they said in the news, they also discussed that journalists
should be as responsible as possible when they post all the information; their WhatsApp communication,
this is dangerous. And so much information about suicide, and now the script is ready there, etc., it
should be limited.”

P1 (13-14 y/o): “Pornerotic websites. There are a lot of them.”

Z2 (13-14 y/0): “Now, basically, almost, maybe even 90 percent do not know what teenagers watch on
their smartphones. A smartphone is Internet access everywhere, 24/7 watch at night or watch on the
street, who knows now. For example, if earlier they talked about sexual contacts to 21-20-year-olds,
now 15-16-year-olds boldly tell about it, they already have experience, they themselves admit it. Already
at the age of 15-16 they have experience, so it also needs to be limited.”

P1: (15-17 y/0):” I have not personally encountered, but | know that there are pedophiles who text
children, strangers asking for photos of an intimate nature. A lot of dangerous games that are
distributed over the network.”
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When asked if their child had ever encountered something online that had bothered them, four in
five parents (81.1%) reported that their child had never had an upsetting experience online. This is
significantly more than the seven in ten children who reported they had never been upset, suggesting
that parents are unaware of many of the negative experiences that their child has encountered
online. This is not in itself unusual, as children may be scared to tell their parent for fear of judgement
or getting into trouble, having their internet taken away, or because they thought there was nothing
that their parent could do about it. These are all typically reasons that children do not tell their
parents about the risks that they encounter online. Children’s responses to the same question, as
discussed in the previous section of this paper, are
provided in the figure below for comparison. Four in five parents (81.1%) reported their
child had never experienced something
online that had upset them (compared to
seven in ten children who reported never
having encountered something that upset
them online).

Of those who reported that their child had
encountered something upsetting online, this was
most commonly reported as happening once or twice
(9.9%, compared to 15.8% of children who reported
something online upsetting them once or twice). Just
2.5% of parents reported their child encountered
something upsetting online at least once a month, compared to 8.2% of children who reported
upsetting experiences as frequently. Generally, parents felt that their child was a little upset (54.5%),
with another fifth (22.2%) reporting they were not upset at all about what they had encountered. One
in seven (16.2%) parents reported that their child had been pretty upset over what they had seen,
and 5.4% thought their child had been very upset.

Figure 63. Parents reporting (awareness) of online occurrences ever upsetting their child (n=1200, and how upset
their child was then they did encounter something upsetting (n=167)(inset)
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Three in ten parents, or 59.6%, thought that
it was unlikely or very unlikely that their

Ve nlikel . . .
ry/unlikely child would encounter something online

Possible that would upset or bother their child in the
next few months, while just under three in
Quite likely ten (28%) thought it was possible, and just

5% thought that it would be quite likely.

Parents also viewed their child as largely capable of coping with risks that they encounter online. Half
of the parents included in the study thought it was possible, while another three in ten (29.1%)
definite, that their child can cope with things that they encounter online. Just one in ten (10.6%)
reported that it was unlikely that their child could cope. Parents were equally condiment that they
could help their child cope with things online that might upset them, although more (42.7%) parents
were confident about this, while 37.2% felt that it was probable that they could help their child cope
with things happening online.

Figure 64. Parents perceptions of ability to help their child, and their child’s ability to cope (n=1200)

Do you think your child can cope with things

. ) 6.1%10.6%
happening on the Internet upset him/her?

Do you think you can help your child cope with
things happening on the Internet upset him/her?

6.3%10.2% 37.2%

H Definitely not MW Unlikely M Possible ™ Definitely ™1 cannot say

Parents were asked about the range of risks that their child might have encountered over the past
year. In general, parents reported more contact or conduct risks that content risks. One in ten (10.6%)
of parents reported that their child had had contact with or chatted with someone online they did not
first know in person, over the past year, while just
under one in twenty parents (4.8%) had children
who had been insulted or offended by someone
online. In total, 3.7%, or 44 parents, said their child
had met someone in person they had first met
online, over the past year.

Just 3.9% of parents reported their child
had seen content online in the past year
relating to eating disorders (ways of
being very thin); in total 15.1% of children
reported having seen such content,
suggesting that parents significantly

One in twenty parents said their child had seen under-estimate exposure of their children
websites or discussions online relating to harming to risks online.

someone or self-harm, while slightly fewer reported
their child had been exposed to hate messages
online (3.9%) or relating to eating disorders (3.7%).
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Figure 65. Parental perception of child’s online risks (content, contact and conduct) (n=1200)
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Of the risks relating to sexual contact, content or conduct explored in the study, more parents
reported that their child had seen sexually explicit content online in the past year than anything else.
Having said that, fewer less than one in ten (8.4%) parents knew of their child having seen sexual
content online in the past year, while approximately one in seven (14.8%) were unsure. Just under
one in twenty parents were aware of their child having seen sexual images, videos or other content
when they did not want to see them or having received links to websites with adult content (4.7% and
4.3% respectively). There was a reasonable amount of uncertainty amongst parents about their child
viewing such content when they did not want to, or receiving links to adult sites, with 12.5% and
11.8% being uncertain, respectively. In fact, parents in Kazakhstan tended to be more uncertain of
the sexual risks their child had encountered than those who could say definitively that their child had
encountered such risks, a reflection perhaps of the tacit acknowledgement that this was one area in
which they might be less aware of their child’s activities, than others. Having said that, most parents
reported that their child had not experienced online any of the sexual risks included in this study, over
the past year.

Figure 66. Parental perceptions of child’s exposure to sexual risks (contact, content) (n=1200)
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Similarly, few parents were aware of their child having
encountered risks to their privacy or data, or any commercial

risks, over the past year (see Appendix, figure A12). Most common
of these was the child being prompted to make an in-app
purchase in a game online over the past year. This correlates with
the children reporting that they played online games over the past
year. In total 5.7% were aware of their child being asked to make
an in-app or in-game purchase, while only slightly fewer (5%)
reported that their child’s device, whether a phone or a computer,
had been infected with a virus. Fewer still (3.8%) reported that
someone had used their child’s personal information in a way that
they did not like, or that someone had used their child’s personal
information to access their social media or other account or
profile (2.6%).

Parents in Kazakhstan generally tended to be aware of the
potential risks for children associated with being online,
particularly those associated with sending self-generated sexual
content, such as images or videos. Four in five parents considered
this to be very risky, with another 13% considering it quite risky,
while more than three quarters (77.8%) of parents thought that
talking about an intimate relationship with someone online was
also very risk, an another 15.5% quite risky. This reflects the
dilemmas that both parents, and policy-makers face: the digital
environment is increasingly the space in which children explore
romantic relationships, and often initiate romantic connections,
including those that might be considered age-appropriate; yet
parents are aware of the potential risks that such explorations and
experiences could pose to children. Equally, these are often the
risks constantly reinforced by messaging and awareness-raising
interventions. The inherent challenge for parents is how to
recognize and provide children with the space that they need to
explore age and developmentally appropriate relationships of
different kinds, while ensuring that they are equipped with the
tools and capacities required to successfully navigate and deal
with the risks that such experiences may present.

While parents also recognize the risks that children may face in
meeting in person someone that they have first met online, fewer
parents view this as very risky (66.3%) than those who consider
talking about intimate relationship or sending sexually explicit
material to someone online. This may be a result of parents
feeling that they are more likely to know where their child is, what
they are doing, and whether they are in fact meeting someone in
person, than they are likely to know what their child is doing
online. Parents may be in more control of their child’s every
activity and movement than those conducted online. Most
parents also perceive simply communicating with someone online
as entailing inherent risks, with three in five (60.9%) viewing this
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as very risky, and another quarter (23.3%) viewing it as quite risky. However, simply chatting to
someone online is seen by parents as the least of the risks explored in the study.

Figure 67. Parent’s perceptions of risky behaviour relating to the internet (n=1200)
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Sources of information on online safety for parents

The response of parents to risks that children may encounter online, their approach to supporting
their child, and their parental strategies may be influenced by their own parenting styles in general,
but also by where they are receiving their information on online safety, and how best to support their
child online. As with all aspects of safety and child wellbeing, parents are often influenced by public
discourse and common narratives, which may or may not reflect evidence and best-practice. How
parents respond at any particular point to their child’s experiences online, and the steps and
measures they put in place to support their child, may also be influenced by particular experiences
that either their child had, or that they hear about or see on television or the news. This is one reason
that parenting styles and approaches to keeping children safe online are often not static but may vary
between active and passive, supportive or restrictive.**>

Most of the parents in Kazakhstan report getting most of their information from friends and families,
followed by their child’s school, and internet service providers (39.1%, 35.1% and 17.8% respectively).
Another one in sixteen parents (16.9%) feel that they do not need any information, or that they don’t
get any in any case. A similar percentage get their information from the news, television or
newspapers, and one in ten report that they get their information on online safety from their child
themselves.

This range of sources may be seen as positive in one respect: parents and caregivers are getting
information and guidance from different sources within Kazakhstan and possibly beyond, on keeping
children safe online; equally so it reflects one of the challenges, with no way of ensuring that
information is correct, informed by evidence, and reflecting the different information needs that

115 Livingstone, Sonia & Blum-Ross, Alicia. (2020). Parenting for a Digital Future: How Hopes and Fears about Technology
Shape Children's Lives
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parents of different aged children, in different contexts, and with differing levels of their own skills
and internet competencies, might require. Similarly, there is no way of ensuring that the information,
guidance and advice that parents get reflects the realities of children’s experiences online, rather than
what is often presented as fear-based messaging emerging from single or isolated incidents that
might occur.

This is of particular concern when parents primarily get their advice from family and friends. While
often well-meaning, such conversations are often influenced by word-of-mouth and high-profile
isolated incidents that do not necessarily reflect the everyday realities of children online. While
family, and in particular parents own parents, and grandparents, as well as elders in more rural or
village-based communities, have often served as a primary source of guidance, support and
information on raising children, and how to deal with challenges and problems that parents might
face, for generations, parents simply are unable to drawn on this wealth of accumulated knowledge
relating to children in the digital environment, as they are the first (or in some cases just the second)
generation of parents facing these challenges.

Figure 68. Current and desired sources of online safety information for parents (n=1200)
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At the child’s school 53.2%
Internet service providers

I do not get any information/ | do not need it...
Television, radio, newspapers and magazines
From your child
Other sources of information (current)
Specialized websites with safety information

Government or local authorities

Children’s charities / charitable organizations

Retailers

@ Desired M Current

Positively, the fact that parents already receive much of their information from schools provides some
level of possible reassurance on the possible quality of the information, but also, on the potential to
ensure that evidence-based, contextual information and support is provided. More than half (53.1%)
of the parents included in the study noted that they would like to get their information on their child’s
online safety through their school. While friends and family remained a common desired source of
information in the future, another quarter of respondents (23.2%) also expressed their desire to get
their information from their internet service providers. This provides very tangible entry points for
future messaging, awareness-raising and dissemination of evidence-based strategies, including those
formulated on the basis of the contextual data on children’s experience presented in this report, on
how best parents in Kazakhstan can support their children in the digital journeys, throughout their
developmental stages, and pathways to adulthood.
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Chapter 8. Conclusions and recommendations

Introduction

Comprehensive data on children’s access to the internet and digital devices, their experiences online,
and how they make sense of these experiences, has been relatively sparse in Kazakhstan. The data
collected through this study has sought to fill this gap, and provides the insight and evidence required
to ensure that the voices and experiences of children in their digital journeys inform and shape
policies that directly impact on them, as well as interventions and programmes that are formulated to
support them online. The inclusion of children’s voices through initiatives such as this are one step
towards ensuring that the rights of children are respected across all spheres in which children live,
including the digital environment. The importance of such data is underscored by the 2021 General
Comment No 25 on Children’s Rights in the Digital Environment, which notes that:

“States parties should ensure the collection of robust, comprehensive data that is adequately
resourced, and that data are disaggregated by age, sex, disability, geographical location, ethnic
and national origin and socio-economic background.”**6

Several themes have emerged throughout this study, both from the qualitative and quantitative
components. These are presented in the following section and are in turn followed a discussion of
recommendations for policy and programming in Kazakhstan.

Summary of key data themes?*!’

Children in Kazakhstan are going online at an arguably unprecedented rate, and more importantly, at
a younger and younger age. While perhaps intuitive, the data shows that children as young as four
years old are accessing the internet, and importantly, at a rate that is consistent for both boys and
girls.

Throughout the study, children in Kazakhstan exhibit fewer of the gender disparities, whether in
access to technology, or skills, than are often found in different regions of the world, particularly
through the Middle East and North Africa, and the rest of the African continent. This does not
necessarily translate into less gendered perceptions of use, with children frequently expressing views
particularly on games, which was often seen as primarily played by boys, while girls were more often
seen as being interested in gender-specific topics like make-up, beauty and modelling. Despite these
perceptions, there was mixed evidence emerging form the focus group discussions with children as to
the degree to which these translated into practice.

Children were aware of the wide range of opportunities that being online presented, ranging from
learning and education to information seeking, to following and learning new hobbies, learning about
job opportunities and actively pursuing these. Parents and caregivers were similarly aware of the
different opportunities, and generally expressed the importance of supporting the children in realising
those opportunities, although parents were also very cognisant of the time that children spent online
and longed for a greater balance between the time that children spent online, and that offline.

116 Committee on the Rights of the Child, General Comment No. 25, CRC/C/G/25 Children’s Rights in the digital environment,
|.4.

117 Note that this report presents the findings of key themes deemed, in consultation with all stakeholders, as the most
significant for immediate policy and programmatic priorities and needs. The KKO data, and the structure of the GKO body of
data and research lends itself to further national, regional and global analysis through which additional themes, relevant to
different stakeholders, ay be analysed and explored.
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Importantly, children viewed the internet as important in pursuing and exploring romantic
relationships with boyfriends and girlfriends, hanging out in certain games to meet boys, or sharing
photos and texts with romantic partners online, or exploring their own identities, including sexual.
Often, parents were aware of these activities, and in some instances sought to be open and
supportive in them; in others to control or “manage” them. In many instances, discussions with
parents suggested that they were aware of online relationships but did not know the details.

Older children reveal more independence online and are better equipped to encounter different risks
and situations; at the same time, they are also more likely to encounter risks, in large part due to the
greater skills, activities and engagement online.

However, children aged 13 to 14 deviate from a pure age-linear progression. Children in this age
group appear to be seeking greater independence from parents and caregivers, less likely to tell their
parents about what happens online, meetings in person, etc, than even older adolescents. Also, they
were less likely to tell their parents when things upset them online. These trends suggest that
children of this age are trying to explore more, and gain more independence, while resisting potential
restrictions that they fear parents might impose given their age.

Children in rural areas are more likely to have a positive view of the internet, being less aware of the
potential risks and harms that exist, which may correspond with lower levels of digital skills that in
turn are related to greater exposure to risk, but also more limited use and accessing of full range of
benefits.

Children in urban areas in Kazakhstan are more likely to actively take risks online, sending their
information to strangers, or looking for new friends online, for example. Awareness of the different
risks that exist online does not tend to mediate children’s activities and risk-taking; rather children
engage in this behaviour despite knowing the risks, reflecting what we increasingly know about
children’s engagement with risks both online and in-person.

Notwithstanding this, a relatively small, but still concerning, percentage of children in Kazakhstan
reported that they had encountered risks relating to sexual content, or contact, online. Approximately
one in seventeen children had seen sexual images or content online over the past year at least once a
month, or more. Even fewer had experienced unwanted sexual contact, but when this did occur, it
most frequently came from people known previously to the child, including children or peers their
own age. In some instances, this unwanted sexual contact came from parents or step-parents, or a
friend or acquaintance of the family.

More children spoke about exposure to sexual content, including messaging, during the focus group
discussions, where they were better able to de-personalize the experience and refer to what they
know of friends and peers exposure and activities. Parents and caregivers reflected a similar
awareness of different forms of online risks, including sexual, with much of their awareness oriented
around Online Child Sexual Exploitation and Abuse (OCSEA).

A significant percentage of children also reported exposure to other potentially harmful content,
particularly relating to eating disorders, violence and hate speech. Both younger and older children
expressed some level of exposure to these risks online, although older children progressively reported
greater exposure. This includes one in ten children who had encountered content relating to self-
harm, and one in twenty who had encountered ways of taking one’s own life.

Significantly higher numbers of children in Kazakhstan had either witnessed, or experienced,
cyberbullying. While experiences of in-person bullying were higher than those of cyberbullying,
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examples were also provided in discussion with children of how bullying victimization often starts
online, and then moves to in-person bullying or other forms of violence or may start offline and then
move into the digital space.

Telling someone or seeking help when encountering risks (‘help-seeking’), in any form, tended to be
low. More children witnessing or experiencing cyberbullying tended to tell someone about their
experience than those who encountered sexual risks. When children did approach others for help,
this was most commonly friends or peers, rather than an adult. Reasons for this might be varied,
ranging from not thinking it was serious enough, thinking that there was no point or that nothing
could be done, or fearing being blamed or shamed, or for many children possibly the worst scenario,
losing their internet access. This in part may explain why parents tended to under-estimate the risks
that their children had encountered online over the past year, with significantly higher numbers of
children reporting they had encountered contact or content risks over the previous year, than
parents.

Varied pictures of parental mediation of internet access emerged from the study, from both the
children and parents themselves. Children reported a combination of active and supportive
mediation, with parents encouraging them to explore the internet and learn new things, while others
reported the use of more technical restrictive tools, such as parental controls or monitoring.
However, the use of restrictive tools was used by a minority of families, with much of the time that
children spend online, by their own admission, unregulated. The complexities of parental mediation
emerged more fully in the group discussions with parents, many of whom recognized the tension
between needing to keep their children safe while recognizing that they had limited control and
children increasingly had the means to evade controls, and the need to respect their privacy.

These findings raise several implications for future policy and intervention directions, and several
recommendations for policy and interventions are provided below..

Recommendations for policy

Policies should prioritise addressing these geographical disparities and acknowledge the importance
of equitable digital access and skills to the overall development and rights of children.

The data in this study suggests that while children in rural areas, or the villages, are increasingly likely
to have access to digital technology and internet access, this is still not on a par with children in the
cities. This in turn impacts on the general levels of digital skills, and subsequently on the awareness of
the risks (and the opportunities) that exist for children online. Children are also significantly more
likely to only access the internet through a mobile device, which may result in unequal levels of
development of more advanced digital skills that allow them to fully utilise the opportunities of being
online. Another result is that children are less equipped with the technical skills to successfully
navigate risks. This unequal access is influenced by poor connectivity, and lower levels of affordability
of devices and access within rural areas.

It is likely that unequal impact of this is also exacerbated by a generalized lower socio-economic
status, disparate household incomes, and associated unequal access to other support services that
may hamper help-seeking, education and other factors that impact on children’s wellbeing, growth
and development.

Policy initiatives focusing on children’s early years, from those supporting parents and carers, to pre-
and primary schooling, should address age-appropriate device use and associated skills.
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The increasingly younger age at which children in Kazakhstan are going online clearly indicates the
need for the integration of different aspects of digital technology use into policies focusing specifically
on a child’s early years, and on pre- and primary schooling. This should range from policies that
address children’s digital technology use for parents of very young children, from toddlers through to
pre-primary and primary. One way of doing this is to incorporate the implications and management of
children’s use of digital technology (often called digital parenting), into work with parents from an
early childhood development phase. Unlike many other countries, where knowledge and use of digital
technology by parents is often very low, there may be less need to focus on raising the digital
technology skills of parents, as many reflect some level of digital competency already, although this
should not negate offering this support entirely. The focus should rather be on equipping parents with
the knowledge and skills to effectively manage their child’s internet and device use, equipping them
with the skills required to support their child to stay safe online and make the most of the
opportunities, building on the evidence of effective messaging and parenting strategies.

Policies that support and empower digital parenting should be complimented by support to teachers,
again with a focus on age-appropriate support to teachers of primary-school aged children. While
children primarily access the internet and go online at home, they are significantly likely to connect at
school as well, and this will only increase as digital technologies are integrated into the formal
education system and curricula throughout Kazakhstan. It will be important that school-level policies
are put in place that promote the appropriate use of digital technology and internet access in schools,
and that do not ban the appropriate use of mobile devices. However, these should be accompanied
by very clear conditions of use policies and that all students are aware of these.

Education policies and strategies that prioritise children’s development of appropriate life skills, and
health education, are required.

The need for policy initiatives that promote and enhance life skills and life and health education, and
that recognize children’s evolving capacities and development, emerged. This includes policies (and
strategies) that promote open and safe conversations around sex and sexual exploration, as well as
sexual identity, clearly emerged from some of the focus group discussions in particular. Levels of
reporting and help-seeking for children who encounter sexual risks online is low, in part likely caused
by fear of judgment, shame, embarrassment and self-blame. Unreported, such experiences may lead
disproportionately to harmful outcomes for the child, which in turn are likely to go unreported. They
may also trap children in escalating or recurring cycles of violence or abuse.

These (life skills and health education) programmes should also include content on positive body
image, self-acceptance, self-efficacy and confidence, conflict negotiation and decision-making. Many
of these are fundamental life skills that are required in any physical environment, and which are
critical to the healthy social and emotional development of a child. yet it is clear that these have a
direct correlation to many of the online experiences of risk, particularly content risks such as exposure
to content relating to eating disorders and other forms of self-harm, encountered by children in this
study.

A policy and legislative framework that ensures anonymous, readily available reporting mechanisms
for children who may have experienced online (and offline) violence, should be prioritized, along with
dedicated funding and resourcing.

These mechanisms should ensure that children feel comfortable and safe and that they will be offered
required levels of confidentiality and privacy wherever possible, as way of encouraging reporting.
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Improved regulatory mechanisms for industry should be developed and implemented, ensuring
accountability for all digital technology companies, across the full ambit of digital technology services.
This should be done in a way that does not stifle innovation within the industry, but rather ensures
accountability for services offered to, or accessed by children.

Children under the age of 13 commonly reported having their own social media profiles, despite a
(theoretical and contractual) minimum age limit of 13 imposed on any US-based services. This may or
may not be with their parents’ consent or knowledge. Many of the risks that children face online,
including those relating to risks associated with harmful content such as eating disorders, other forms
of self-harm, hate speech and suicide, are predominantly found on social media apps such as
Instagram, TikTok, Facebook and other apps commonly used by children in Kazakhstan. This likely
correlates with the relatively high percentage of children exposed to these types of risks. While
younger children aged nine to ten and 11 to 12 were less likely than older children to have seen such
content, a concerning percentage of younger children had still witnessed content like this, and as
noted in the above, are less likely to have the skills required to make sense or process what they are
seeing. It is important that policies and regulations hold tech companies, including social media
companies, to account, and that adequate regulations are put in place to protect children from this
content, while respecting all their concurrent rights. The regulation of tech companies, internet
service providers and content providers should be accompanied with the more asset and capacity-
building policies described above, to foster resilience of children online and off, to deal with what
they encounter online.

Intervention implications

Capacity-building interventions that foster and enhance children’s digital skills and media skills, and
that promote resilience, rather than just those focusing on awareness raising, are required.

It is clear that children are largely aware of many of the risks that do exist online, yet in many
instances, take those risks despite this awareness, particularly amongst children aged 11 to 17. This is
certainly not atypical of this age group, and reflects a greater willingness to take (what may be seen
by the child as calculated) risks nonetheless. With this in mind, awareness-raising and capacity-build
interventions should focus less on simply drawing attention to these risks, and more on how to
successfully navigate and negotiate them in a way that minimizes the likelihood of harm building not

just digital resilience, but resilience in general.*!®

Messages should avoid fear-generation and scare techniques. There is a growing body of evidence
that shows that such an approach has little impact, but the focus of education and awareness-raising
should take an approach more consistent with prevention education.!® Children in this study
exhibited awareness of many of the more spoken-about risks, and those that most commonly
dominate public discourse, but that equally may not be the most commonly experienced.

Related to the above, peers and friends are the primary agents of support and help to children when
they do encounter risk online. This suggests that while avoiding placing the burden of responsibility

118 https://www.gov.uk/government/publications/digital-resilience-framework

119 Finkelhor D, Walsh K, Jones L, Mitchell K, Collier A. Youth Internet Safety Education: Aligning Programs With the Evidence
Base. Trauma Violence Abuse. 2021 Dec;22(5):1233-1247. doi: 10.1177/1524838020916257. Epub 2020 Apr 3. PMID:
32242503.
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for a duty of care on friends and peers, peer-focused mentoring and intervention programmes could
provide helpful, particularly within a context that may discourage reporting or disclosure to adults.

Establish alternative reporting and psycho-social support mechanisms that can ensure confidentiality
and privacy should be supported as a matter of priority. The study revealed two important factors
when it comes to reporting:

= There is a clear culture of non-reporting, or rather fear, for whatever reason, of reporting and
help-seeking. As noted earlier, this can increase repeated victimization and escalation of
violence, as well as impact negatively on other outcomes for the child, including education
and health, amongst others.

= Children are also largely unaware of the non-platform or app-based reporting and counselling
services that are available to them (often following the administration of the questionnaire,
notwithstanding the information in the consent and briefing documentation). Not noted in
the body of the report is that it was not uncommon for children responding to the study to
actively inquire and discuss options for support and counselling, and generally were not
aware of the Helpline available to them. This suggests the need for far greater dissemination
of information on where children can get help, including for any matters relating to the
internet and their experiences online (and associated capacity to deliver those services). The
confidentiality and privacy of this contact should also always be ensured as far as possible,
and this assurance, along with limitations, provided to the child. More targeting of
dissemination about these services through social media used by children in Kazakhstan could
also be utilised.

Meaningfully engage with children and young people in the development of messages, and the design
and delivery of services.

It may be useful to involve children in the planning and development of support material for these
support and counselling services, to ensure that they are targeted in a way that children can easily
understand and relate to and feel confident in using. Not only does this comply with the mandate
provided in the CRC GC.25 to ensure that children’s voices are represented in all policy decisions
affecting them, but children are often best-placed to identify their own concerns, priorities and needs
relating to digital technology.

Implement targeted interventions for parents of different age children, that take into account their
evolving capacities, within a broader policy framework of parental and family support.

Parents in the study repeatedly indicated the need for support in how best to support both young and
older children in their digital use and activities. While the focus group discussions with parents,
particularly those within the cities clearly reflected the competing imperatives to both protect their
child and give them the freedom and privacy they require and request, they equally reveal
uncertainty amongst parents as how best to do this, as well as a common understanding that many of
the restrictions they might put in place children would navigate around.

Messaging and awareness raising for parents should take advantage of the access provided to parents
by schools and the school body.

Parents and caregivers indicated their preference for information being provided through schools.
However, care must be taken to ensure consistent messaging, and messaging premised on evidence,
rather than left to individual schools to draft and disseminate. This may lead to messaging based on
fear and common misconception, rather than evidence.
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As noted in a recent Lancet editorial,

“Children and adolescents have the most to gain and are most at risk from digital technologies. They
must be at the forefront of national and global digital policies, not only to protect them from online
harm but also to allow technology to help them fulfil their full potential".?°

This study recognizes the critical role that digital technology has to play in children’s lives and their
futures, and the inherent rights they are afforded, and provides the starting point for evidence-based
policies, programmes and interventions in Kazakhstan to facilitate the realization of those rights, the
opportunities and benefits that exists for them online, and the strategies that will be required to keep
them safe in doing so.

120 Growing up in a digital world: benefits and risks. The Lancet Child & Adolescent Health , Editorial | Volume 2, ISSUE 2, P79,
February 2018. doi.org/10.1016/52352-4642(18)30002-6
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Appendix One: Additional graphs and Figures referred to in text.

Figure A1. Children who felt the internet was too complicated for them, by gender and age (%) (n=1201)
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Figure A2. Children who felt the internet does not provide them with what they want/need, by gender and age
(%) (n=1201)
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Figure A3. Frequency of communication with different people online (%) (n=1201)
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Figure A.4 How children who met someone in person in the last year they had first met online, felt about the
meeting, by age (%) (n=139)
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Figure A.4 Frequency of seeing sexual images online over the past year, by gender (%) (n=1201)
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Figure A5. Children’s exposure to content risks online over the past year, by gender (%) (n=1201)
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Figure A.6 Frequency of children actively seeking out potentially harmful content over the past year, by location
(%) (n=1201)**
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Figure A6. Parental access to the internet when they want it, total, by gender and by location (%) (n=1200)
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Figure A7. Parent’s operational skills (%) (n=1200)
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Figure A8. Parents Information skills (%) (n=1200)
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Figure A9. Parents social skills (%) (n=1200)
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Figure A10. Parents Creative skills (%) (n=1200)
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Figure A11. Parents mobile skills (%) (n=1200)

| know how to make in-app purchases ele}A 45.3% 29.1%

| know how to track the cost of data spent to use a

. 12.8% 41.8% 26.8%
mobile app

| know how to install apps on a mobile device (such as a
9.3% 45.2% 33.3%
phone or a tablet)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

B A bit true for me B Mostly true forme B Very true for me

KazKidsOnline 8l|Page



Figure A12. Parent’s perceptions of child’s exposure to data or privacy risks (n=1200)
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Appendix Two. Thematic breakdown of the survey instrument

THEME CONTENT

Demographics and child identity Demographics

Place of birth

Family

Disability

Sensation-seeking

School performance

Time use

Parent education and employment

Access to digital technology and the internet Digital inclusion

Place of internet use

Devices used

Connectivity

Time spent online

Benefits of opportunities
Activities online and opportunities realised Activities including:

Learning

Civic participation

Creative participation

Social relationships

Entertainment

Personal

Commercial

Risky online opportunities

Health

Use of digital technology for communication Online communication

Behaviour on social networking sites

Approach to online communication

Digital skills and literacy Operational skills

Browsing skills

Social/privacy skills

Creative skills

Mobile skills

Digital creativity

Child well-being and harms Harms from online risks
Excessive internet use

Activities associated with risks online Meeting new people

Seeing sexual images

Potentially negative user-generated content (including self-
harm)

Other negative online experiences
(@060 Tl lec alel IR =1 Elala BT I Y OE NS el I Witnessing others receiving sexual messages
Receiving sexual messages

Sending sexual messages to others

Online child sexual exploitation and abuse Witnessing sexual experiences happening to others
Unwanted sexual experiences

Unwelcome sexual comments

Being asked to send sexual information

Being asked to talk about sexual acts

Being asked to do something sexual

Coping with unwanted sexual experiences

Sexual solicitation and sextortion

Hurtful and bullying behaviour, Witnessing others being treated in a hurtful way
Being treated in a nasty or hurtful way by others
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Social support Who do you talk to
Family
Friends
Community
School
Use of technology for learning
Use of internet and smartphone at schools
Internet mediation Parental active mediation

Parental active safety mediation
Parental restrictive mediation
Parental technical mediation
Parental monitoring

Benefits of parental mediation

Peer mediation

Teacher mediation

Privacy risks linked to others actions

Privacy Perceived vulnerability to privacy risks
Perceived harms from privacy risks
Privacy protection strategies
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Appendix Three. Detailed sample design

Table 1. Detailed breakdown of the groups by gender, age and region

Group Region Settlement Language Other characteristics
Group 5 Almaty oblast Rural of Chemolgan | Kazakh Girls 11-12y. o.
Group 6 Almaty oblast Rural of Chemolgan | Kazakh Parents of children 11-12 y.o.
Group 7 Almaty oblast Rural of Chemolgan | Kazakh Teaching staff
Group 8 Almaty Almaty Russian Girls 11-12y. o.
Group 9 Almaty Almaty Russian Parents of children 11-12 y.o.
Group 10 | Almaty Almaty Russian Teaching staff
Group 11 | Turkestan oblast Rural of Aksukent Kazakh Boys 9-10y.o0.
Group 12 | Turkestan oblast Rural of Aksukent Kazakh Parents of children 11-12 y.o.
Group 13 | Turkestan oblast Rural of Aksukent Kazakh Teaching staff
Group 14 | Shymkent Shymkent Kazakh Girls 9-10y.o.
Group 15 | Shymkent Shymkent Kazakh Parents of children 9-10y.o.
Group 16 | Shymkent Shymkent Kazakh Teaching staff
Group 17 | Akmola oblast Rural of Petrovka Russian Boys 11-12 y.o.
Group 18 | Akmola oblast Rural of Petrovka Russian Parents of children 9-10y.o.
Group 19 | Akmola oblast Rural of Petrovka Russian Teaching staff
Group 20 | Astana Astana Russian Boys 13-14 y.o.
Group 21 | Astana Astana Russian Parents of children 13-14 y.o.
Group 22 | Astana Astana Russian Teaching staff
Group 23 | East Kazakhstan Oblast | Rural of Belousovka | Russian Girls 15-17 y.o.
Group 24 | East Kazakhstan Oblast | Rural of Belousovka | Russian Parents of children 15-17 y.o.
Group 25 | East Kazakhstan Oblast | Rural of Belousovka | Russian Teaching staff
Group 26 | East Kazakhstan Oblast | Ust-Kamenogorsk Russian Boys 15-17 y.o., institutions
Group 27 | East Kazakhstan Oblast | Ust-Kamenogorsk Russian Girls 15-17 y.o., institutions
Group 28 | Atyrau Atyrau Kazakh Boys 15-17 y.o.
Group 29 | Atyrau Atyrau Kazakh Boys 11-13 y.o0., institutions
Group 30 | Atyrau Atyrau Kazakh Girls 11-13 y.o., institutions
Group 31 | Atyrau Atyrau Kazakh Teaching staff
Group 32 | Atyrau Atyrau Kazakh Parents of children 15-17 y.o.

Table 2. Detailed breakdown by gender, age, region, ethnicity (CAPI)

Region | Type of settlement / Number of participants | Gender | Age/person | Ethnicity/persons
Parents/Guardians
Urban-24
Abai—-40 Rural - 16
Urban-21
Akmola — 45 Rural — 24
Urban - 40
Aktobe — 55 Rural =15
Urban-8
Almaty — 85 Rural —77
Urban —22
Atyrau - 40 Rural —19
Urban-24
West Kazakhstan —45 | Rural—21
Urban -26
Zhambyl - 65 Rural —39
Urban—-18
Zhetysu - 40 Rural —22
Urban-61
Karaganda - 75 Rural —14
Urban-36
Kostanay -60 Rural - 24
Kyzylorda - 50 Urban-23
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Region Type of settlement / Number of participants | Gender Age/person Ethnicity/persons
Rural - 27
Urban—-17
Mangystau - 40 Rural - 23
Urban —36
Pavlodar - 50 Rural —14
Urban-20
North Kazakhstan - 40 | Rural - 20
Urban-20
Turkestan - 105 Rural - 85
Urban-16
Ulytau - 20 Rural - 4
Urban—-33
East Kazakhstan - 50 Rural - 17
Astana - 85
Almaty - 145
Shymkent - 65
Children/Adolescents
9-10y.0.—10 Kazakh - 25
Urban-24 Boys-19 | 11-12y.0.—10 | Russian—13
Rural - 16 Girls-21 | 13-14y.0.-9 Other -2
Abai—40 15-17y.0.-11
9-10y.0.—12 Kazakh — 27
Urban —21 Boys—23 | 11-12y.0.—11 | Russian-13
Rural —24 Girls-22 | 13-14y.0.—10 | Other—-5
Akmola — 45 15-17y.0.—12
9-10y.0.— 14 Kazakh — 48
Urban — 40 Boys—28 | 11-12y.0.—14 | Russian -4
Rural =15 Girls-27 | 13-14y.0.—12 | Other-3
Aktobe — 55 15-17y.0.-15
9-10y.0.—-21 Kazakh — 65
Urban -8 Boys—44 | 11-12y.0.—21 | Russian -9
Rural =77 Girls-41 | 13-14y.0.—20 | Other—11
Almaty — 85 15-17y.0.-23
9-10y.0.—10 Kazakh —37
Urban —22 Boys—19 | 11-12y.0.—11 | Russian—2
Rural —19 Girls-21 | 13-14y.0.—8 Other -1
Atyrau - 40 15-17y.0.-11
9-10y.0.—12 Kazakh — 36
Urban-24 Boys—23 | 11-12y.0.—11 | Russian—7
Rural =21 Girls-22 | 13-14y.0.—10 | Other-2
West Kazakhstan — 45 15-17y.0.- 12
9-10y.0.— 16 Kazakh — 54
Urban —26 Boys—32 | 11-12y.0.—16 | Russian—6
Rural —39 Girls-33 | 13-14y.0.—16 | Other-5
Zhambyl - 65 15-17y.0.- 17
9-10y.0.—10 Kazakh —31
Urban-18 Boys—19 | 11-12y.0.—11 | Russian—4
Rural —22 Girls-21 | 13-14y.0.-9 Other -5
Zhetysu - 40 15-17y.0.- 10
9-10y.0.—18 Kazakh — 44
Urban-61 Boys—36 | 11-12y.0.—19 | Russian —23
Rural —14 Girls-39 | 13-14y.0.—17 | Other-8
Karaganda - 75 15-17y.0.- 21
9-10y.0.—15 Kazakh — 28
Urban-36 Boys—28 | 11-12y.0.—14 | Russian—21
Rural - 24 Girls-32 | 13-14y.0.—14 | Other-11
Kostanay -60 15-17vy.0.-17
Urban — 23 Boys — 25 9-10y.0.—13 Kazakh —-48
Rural - 27 Girls - 25 11-12y.0.—12 | Russian—1
Kyzylorda - 50 13-14y.0.—12 | Other-1
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Region Type of settlement / Number of participants | Gender Age/person Ethnicity/persons
15-17 y.0.- 13
9-10y.0.—10 Kazakh — 37
Urban—-17 Boys—19 | 11-12y.0.—11 | Russian—2
Rural - 23 Girls-21 | 13-14y.0.—10 | Other-1
Mangystau - 40 15-17y.0.-9
9-10y.0.— 14 Kazakh — 29
Urban —36 Boys—24 | 11-12y.0.—12 | Russian—15
Rural — 14 Girls-26 | 13-14y.0.—11 | Other-6
Pavlodar - 50 15-17y.0.-13
9-10y.0.—9 Kazakh - 16
Urban - 20 Boys—18 | 11-12y.0.—10 | Russian—19
Rural - 20 Girls-22 | 13-14y.0.—-9 Other -5
North Kazakhstan - 40 15-17y.0.- 12
9-10y.0.—26 Kazakh — 82
Urban -20 Boys—53 | 11-12y.0.—25 | Russian—2
Rural - 85 Girls-52 | 13-14y.0.—24 | Other-21
Turkestan - 105 15-17 y.0.- 30
9-10y.0.—6 Kazakh — 12
Urban—-16 Boys—10 | 11-12y.0.—-5 Russian—6
Rural - 4 Girls-10 | 13-14y.0.—4 Other -2
Ulytau - 20 15-17y.0.-5
9-10y.0.—12 Kazakh — 32
Urban —33 Boys—25 | 11-12y.0.—12 | Russian—16
Rural - 17 Girls-25 | 13-14y.0.—12 | Other-2
East Kazakhstan - 50 15-17y.0.- 14
9-10y.0.—23 Kazakh — 72
Boys—44 | 11-12y.0.—21 | Russian—8
Girls-41 | 13-14y.0.—18 | Other-5
Astana - 85 15-17y.0.-23
9-10y.0.—35 Kazakh — 96
Boys—76 | 11-12 y.0.—34 | Russian—31
Girls-71 | 13-14y.0.—33 | Other-18
Almaty - 145 15-17y.0.—43
9-10y.0.—16 Kazakh —47
Boys—33 | 11-12y.0.—16 | Russian—4
Girls-32 | 13-14y.0.—15 | Other-14
Shymkent - 65 15-17y.0.— 18

Table 3. Detailed breakdown by gender, region, language of teaching, age of pupils (CAWI)

. Type of settlement / . )
Region Number of participants Gender Language of teaching (N) | Number of pupils (N)
Abai — 9 Urban - 24 Men -1 Kazakh — 6 \l(/iilr(]jlg:t -52
Rural - 16 Women- 8 Russian - 3 )
Senior — 2
Urban —21 Men -2 Kazakh — 8 Younger - 3
Akmola—13 ) Middle - 8
Rural — 24 Women- 11 | Russian-5 )
Senior —2
Younger - 4
Aktobe — 16 Urban —40 Men -3 Kazakh — 10 Middle - 9
Rural —15 Women- 13 | Russian—6 )
Senior -3
Urban -8 Men -5 Kazakh — 15 Younger - 6
Almaty — 24 Rural — 77 Women-19 | Russian-9 M|d.dle -13
Senior -5
Urban —22 Men -1 Kazakh — 6 Younger - 2
Atyrau —10 . Middle - 5
Rural —19 Women- 9 Russian —4 )
Senior -3
Urban —24 Men -3 Kazakh — 8 Younger - 3
West Kazakhstan — 13 Rural — 21 Women- 10 | Russian —5 l\/Ild'dIe—7
Senior -3
Urban —26 Men -5 Kazakh — 14 Younger - 6
Zhamby! =23 Rural - 39 Women- 18 | Russian —9 Middle - 13
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. Type of settlement / . .
Region Number of participants Gender Language of teaching (N) | Number of pupils (N)
Senior —4
Urban—-18 Men -2 Kazakh —7 Younger - 3
Zhetysu—12 Rural —22 Women- 10 | Russian—5 M|d.dle -7
Senior —2
Urban-61 Men -2 Kazakh -9 Younger - 4
Karaganda —14 Rural — 14 Women-12 | Russian—5 l\/||d'dle -8
Senior — 2
Urban —36 Men -3 Kazakh -7 Younger -3
Kostanay -12 Rural - 24 Women- 9 Russian =5 M|d'dle -/
Senior — 2
Urban —23 Men -4 Kazakh — 11 Younger - 4
Kyzylorda —18 Rural - 27 Women-14 | Russian—7 M|d.dle -10
Senior—4
Urban—-17 Men -1 Kazakh -7 Younger - 3
Mangystau - 11 Rural - 23 Women-10 | Russian -4 Mld.dle -6
Senior — 2
Urban - 36 Men -2 Kazakh — 6 Younger - 3
Pavlodar —11 Rural — 14 Women-9 Russian =5 Mld.dle -6
Senior — 2
Urban - 20 Men -2 Kazakh — 6 Younger - 2
North Kazakhstan - 10 . Middle - 6
Rural - 20 Women-8 Russian -4 )
Senior — 2
Younger - 12
Urban —20 Men -13 Kazakh — 29 ;
Turkestan - 48 Rural - 85 Women-35 | Russian—19 Mld.dle -28
Senior — 8
Younger -1
Ulvtau - 3 Urban—-16 Men -1 Kazakh — 2 Middle - 2
y Rural - 4 Women-2 Russian—1 )
Senior -0
Urban—-33 Men -2 Kazakh — 6 Younger - 2
East Kazakhstan - 10 . Middle - 6
Rural - 17 Women-8 Russian —4 )
Senior — 2
Younger - 3
Astana - 10 Men -2 Kazakh =6 Middle - 5
Women-8 Russian —4 )
Senior — 2
Younger -5
Men -2 Kazakh - 11 ;
Almaty - 18 Women-16 | Russian—7 l\/||d'd|e -10
Senior —3
Younger - 4
Men -3 Kazakh -9 .
Shymkent - 15 Women-12 | Russian - 6 MldAdIe -8
Senior —3
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Appendix Four. Contact flyer left with respondents

unicef &

9p6ip 6ana ywiH
for every child
ANA Kaxaoro pebeHka

is a national research study to
collect information on how children use the internet and
social media in Kazakhstan, and both their positive and
negative experiences, inorder to better understand and
work towards a better internet experience for all
Kazakhstan children

The study is conducted by UNICEF Kazakhstan, and the
interviews are being conducted by researchers from a
Kazakhstan Research company called BISAM.

UNICEF is part of the United Nations, and works around
the world to keep children safe and make sure that they
have everything they need to grow and develop.

KazKidsOnline

Sometimes talking about some things can be
upsetting, and make one feel sad, angry,
depressed or worried. You may have spoken
a}?out something today that make you feel like
this.

You can always talkto someone about those
feelings, and who can help you. Youwill not
have to give your name if youdon’t want to,
and you can speak to them about anything.

HELPLINE 150

If you want to learn more about the project
itself, you can speak to someone at UNICEF to
find out more, by calling +7 717 232 2969.

We can also leave you with some other
contact numbers that you can call to speak to
someone.
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Appendix Five. Detailed notes on respondent sampling and data
collection

Procedure for selecting respondents for CAPI

According to the instructions stated in the Study Terms of Reference, any households located
in the selected regions may participate in the study if their children meet the defined gender,
age and ethnicity quotas.

The respondents were selected in several stages:

1. At the first stage, a map for distribution of routes was generated according to the
existing regional separation, the main purpose of which was to ensure maximum route
coverage of all districts of the city/village

2. At the second stage, the routes lying, as a rule, along the main roads in each of the
selected districts, were elaborated.

3. Atthe third stage, the routes were distributed among the interviewers. In each route a
survey start point was determined.

Therefore, the routes were located in both the central blocks, and in the suburbs; in the reach
and in the poor areas.

Depending on the development type in certain districts of the settlements, different principles
for respondent selection were applied.

The following principle was applied in high-rise housing sectors:

e The interviewer started moving along his/her route from the point specified in the
route.

e He/she started selecting a respondent from the end entrance, from the highest floor,
from the highest number of apartment.

e He/she was allowed to conduct only one interview on one floor.

e In case of successful interview, he/she missed one floor.

e Ifnobody was at home or the person didn’t want to answer the questions, he/she didn’t
miss the floor, but the interviewer kept searching a person who was ready to take part
in the survey by trying all apartments consistently.

In the areas of single-family houses, the following principle was applied:

e The interviewer started his/her route from the point specified in the map.

¢ The interviewer entered the first house along the route and in case of a successful
interview, he missed 3 houses, moving on to the next house along the route.

¢ In case of an unsuccessful interview, the interviewer went to a nearby house.

If the child/adolescent, parent/guardian agreed to participate in the study, they signed an
informed consent to participate in the study in electronic form before the start of the survey.
The respondents were informed that their participation in the study was voluntary and non-
coercive. They were also guaranteed complete confidentiality of their answers and protection
of personal data.

KazKidsOnline 0 |Page



Procedure for selecting respondents for FGDs

Respondents for participation in focus group discussions were selected by skilled recruiters of
BISAM in Almaty. In total, the staff of the company's recruiters consists of 25 people working
all over Kazakhstan - 1-2 recruiters in each of the territorial segments of the Republic of
Kazakhstan.

Before recruiting, the project team conducted a comprehensive briefing for the recruiters
where they learnt about the purpose and objectives of the study, and were provided with
detailed instructions and characteristics of the target group.

Upon completion of the recruitment stage, the selected participants have been screened with
the use of a specially designed selecting questionnaire (screener). Participants were selected
by BISAM regular personnel from the head office in Almaty. The regular staff recruiters who
selected participants were also comprehensively instructed by the project team.

The recruiters got in touch with the child's parents and obtained their consent for participation
in the FGD from both the parent and the child. The parent and the child signed their informed
consent for participation. These documents are kept in BISAM archive.

At the stage of selection of participants and immediately before the start of the focus groups,
the respondents were informed that participation in the study was voluntary and non-
compulsory. The respondents were guaranteed complete confidentiality of their answers and
protection of personal data.

The procedure for selecting interviewing respondents for CAWI

For this stage of the study, regional recruiters were also involved, who received quota tasks for
their region and recruited participants according to the quotas. The invited respondents
followed the link and completed an online questionnaire, after which their contact details were
transferred to control. The array of questionnaires was 100% verified by way of control calls to
exclude possible falsifications.

Data collection

Conducting interview (CAPI)

The interview was conducted in households. The interviewer informed in details about the
goals and objectives of the study and about the organization that conducted the study. Having
obtained the consent from the parent and the child to participate in the study, the interviewer
went to a separate room with the child and started the interview. The interviewer tried to find
an isolated place so that other members of the child's family could not interrupt their work,
thereby protecting the confidentiality of the child's answers.

Having completed the interview with the child the BISAM worker started interviewing the
parent. In this case, he/she also tried to find an isolated place in order to maintain
confidentiality. If both parents agreed to participate in the study, they selected one whose
birthdate was latest. The same principle was also applied if more than one children in a family
met the quota and were ready to take part in the study.

Following the interview with the child, the interviewer made sure to clarify how he/she felt and
if he/she wanted to discuss with someone what they were talking about. If the child wanted to
do so, he/she was provided with a leaflet with contact information of hotline services which
were ready to provide assistance.

The average duration of the questionnaire was 30 minutes for the parent/guardian and 45
minutes for the child.
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Conducting focus groups

The focus groups were conducted offline at the office of BISAM in Almaty and in the rented
premises in other regions of Kazakhstan. The premises were selected in a way to ensure
comfortable accommodation of the FGD participants, necessary equipment, and a place for
the patent to wait for their children.

The children who participated in the discussions came together with their parents. Both the
parent and the child signed an informed consent for voluntary participation in the study. The
supervisor informed them in details about the study purposes, topics to be discussed, and
design.

Each group was attended by a pediatrician who examined the children prior to the study to
exclude the risk of infecting other participants.

After the participants had signed their informed consents, they were invited into the room for
the FGD.

For conducting the study both in Almaty and in Almaty Oblast, flipcharts, stickers, anti-stress
balls for warming-up, color markers and pens were used. At the end of the groups all the
participants were given presents — stationery sets.

The focus groups were recorded, of which the respondents were informed in the beginning.
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Appendix Six. Ethics approval — For review purposes only - to be
excluded from final report.

unicef & | for every child

Research Ethics Approval
18 April 2023

Patrick Burton, MSc

UNICEF Consultant

30 Carmichael Rd

Fish Hoek, South Africa, 7975

RE:  Ethics Review Board tindings for: Kazakhstan Kids Online Study (KazKidsOnline)
(HML IRB Review #706KAZA23)

Dear Patrick Burton,

Protocols for the protection of human subjects in the above study were assessed through a research ethics
review by HML Institutional Review Board (IRB) on 20 March — 18 April 2023. This study’s human
subjects’ protection protocols, as stated in the materials submitted, received ethics review approval.

You and your project statf remain responsible for ensuring compliance with HML IRB’s determinations.
Those responsibilities include, but are not limited to:

e ensuring prompt reporting to HML IRB of proposed changes in this study’s design, risks,
consent, or other human protection protocols and providing copies of any revised materials;

e conducting the research activity m accordance with the terms of the IRB approval until any
proposed changes have been reviewed and approved by the IRB, except when necessary to
mitigate hazards to subjects;

e promptly reporting any unanticipated problems mvolving risks to subjects or others in the course
of this study;

¢ notifying HML IRB when your study is completed.

HML IRB 1s authorized by the United States Department of Health and Human Services, Office of
Human Research Protections (IRB #1211, IORG #850, FWA #1102).

Sincerely,

I

D. Michael Anderson, Ph.D., MPH
Chair & Human Subjects Protections Director, HML IRB

ce: Raushan Ibrasheva, Penelope Lantz, JD

Health Media Lab, Inc.
1101 Connecticut Avenue, NW Suite 450
Washington, DC 20036 USA
+1.202.246.8504

unicef@hmlirtb.com www.hmlirb.com
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Appendix Seven. Consent form — For review purposes only —to be
excluded from final report.

MH®OPMUPOBAHHOE COINMACUE HA ONMPOC (PEBEHKA)

Mpuset!

Mbl — uccnepgosaTenbckaa KomaHga BISAM Central Asia. Mbl npoBoanm umccnegoBaHue, YTobbl
NonbITaTbCA MOHATb, KaK AeTWU No BceMy KasaxcTaHy UCNOMb3yloT MHTEpPHET, a TaKXKe 0 XxopoLem u
NJ0XOM OnNbITEe, KOTOPbIX OHM MOAY4YalOT OHANAMH. MccneposaHue nposoautca gns HOHUCED
KasaxcTaH, KOTOpPbIN XO4YEeT NOHATb, KaK AETWU UCNONb3YIOT BO3MOXHOCTM, KOTOPbIE NPeaCcTaBAeHbl UM
OH/alH, a TaKXKe KaK caenatb OHMalH-oMbIT AeTen iydlle u besonacHee.

B aTOM nccnenoBaHUM Mbl NPOBOAMM MHTEPBbLIO C AETbMU U UX poguTenamn. Mbl pasroBapvMBaem c
AeTbMu oT 9 fo 17 net — MmanbYymMKamm 1 geso4vkamm rno scemy KasaxctaHy. Mbl ciydaiHbiM 06pasom
BblbMpaemM AeTel, C KOTOPbIMW XOTMM MPOBECTU UHTEPBbI. Ham MHTepecHo ycAbilwaTb, Kakue
coumanbHbIe CETU UCMONBL3YIOT AETU U KaKo MHopMaLMein oHM 0OMEHMBAIOTCA B 3TUX COLMAIbHbIX
ceTax, U KyJa OHW 06paLlatoTcs, €CIM UM HYXKHa NOAAEPMKKA UM MOMOLLb B TEX Bellax, C KOTOPbIMU
OHW CTa/IKMBAIOTCA OHNAMH. B pamKax 3TUX 0OCYyXAEHUIA Mbl XOTeNIN Bbl MOrOBOPUTL C KaK MOMKHO
60/bLIMM KO/IMYECTBOM AETel O Pas/IMYHbIX acneKkTax UX OHMalH-onbITa. Bonpockl, KOTopble Hac
WMHTEPECYIOT, BKAOYALOT B cebA TaKMe TeMbl KakK:

e  KaK Tbl BbIXOAMLLb B MHTEPHET (€CU BbIXOAMLb) U YTO 0BbIYHO Aenaellb OHNAMH (Mbl
3HAeM, YTO He Yy BCeX eCTb AOCTYN K MIHTepHETY UAK cOBCTBEHHbIE YCTPOMCTBA TaKUe Kak
TenedoH, NNaHLWeT, KOMNbIOTEP AN NOAKAOYEHUR);

e YTO M KaK MHOTO Tbl 3Haelb O Pa3/INYHbIX aCNeKTax OHlaiH-6e3onacHOCTH (ecn Tbl He
3Haellb, YTO TaKOe OH/IaiH-6e30MacHOCTb — HaM TaK¥Ke Ba*KHO 06 3TOM y3HaTb);

e  TBOW MONOXKMUTE/IbHbIA U HEFAaTUBHbIN ONbIT OHNANH;

e Belw, KoTopble Teba 6onblue Bcero 6ecnoKoAT, Koraa Tbl OHMANH;

e Mbl TaKXe xoTenn 6bl HEMHOTO y3HaTb 0 Tebe, TBOel cembe M yuebe B LIKOeE.

Bce, 0 yem mbl bygem y Teba cnpalwmBaTb, 6yaeT aHOHUMHBIM U KOHOUAEHLMANbHBIM. DTO 3HAYMUT,
YyTo Mbl He byaem 3anucbiBaTb UM GUKCUMPOBATL rae-1Mbo TBOW SINYHbIE AaHHbIe TakMe KaKk Ums,
bamunus, agpec uamn Homep WKOAbI (XOTA Mbl Byaem yunTbiBaTb, CKOJIbKO Tebe NIeT U AEBOYKA Tbl UK
MasbyYMK), U Mbl He Byaem Kak-1Mbo CBA3bIBATb TO, YTO Tbl HAM pPaCCKa)Kelb, U Teba NNYHO.
EAMHCTBEHHbIE Nt0AM, KOTOpble ByayT MMETb JOCTYN K TBOMM OTBETaM — 3TO MccaegosaTenu. Ecam
Tbl coriaceH(-a) NOroBOPMTL C HAMM, ECTb HECKO/IbKO BaXKHbIX BELL,EN — 0 KOTOPbIX Tebe cnesyeT 3HaTh,
KOTOpble Mbl Aeflaem, 4Tobbl ybeauTbes, YTO BCe TBOWM MpaBa 3alUMLLEHbI, U YTO BCE TBOM OTBETLI
OCTaHyTCA y Hac B 6e30nacHoCTHU.

e WHTepBblo 6ygeT npoBoAMTbCA KOoHPUAeHUManbHo (6e3 MOCTOPOHHMUX), UTOBbI HUKTO
NOCTOPOHHMI HE CMOT YC/bILWATb, O YeM UAET peyb.

e Ecnn Tbl He xoyellb OTBeYaTb Ha KaKoM-1Mb60 BOMPOC, Tbl MOXellb He OTBevyaTb Ha 3TOT
BOMpocC.

e  Tbl MOKelllb NPOMNYCTUTb Nto6ble BOMPOCHI, HAa KOTOPbIE Thl HE XO4eLlb OTBEYaTbh UM KOTOPble
Tbl CYMTaELlb CANLLKOM NUYHBIMU.

e TBoe yuacTue aBnseTca A06pPOBOJIbHbLIM, U Teba He MOryT 3aCTaBUTb MPUHATb ydacTue B
WUHTEPBbIO, ECNUN Tbl CaM(-a) 3TOro He Xoyellb.
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e Ecnuv Tbl pelwmilb He NPUHMMATb y4acTMe, 3TO HUKOMM 06pa3om He NoBAMAET Ha Tebs. Tem He
MeHee, Mbl byaem oyeHb Tebe NpusHaTesibHbl, €CN Tbl MPUMELLb Y4acTMe B UCCIeA0BaHUMN.
NHbopmauus, KoTopyto Mbl cobrpaem Ha 3TUX obeyKaeHusx, byaeT ypesBblyaliHO NONE3HON,
NMOCKOJIbKY MOMOMKET Ham /lydlle NOHATb, KaK NpeaoTBpaTUTb U / UAW pearMposaTb Ha
HeraTMBHbIE BELLW U IBNEHUA, C KOTOPbIMWU AETM Mo Bcemy KasaxcTaHy CTa/IKMBAlOTCA OHMAMH,
a TaK)Ke KaK cenaTtb OHNalH-onbIT Aetet 6oee 6e30nNacHbIM U MO3UTUBHbIM.

Mbl octasum Tebe MHPOPMaALMOHHBIA BYKAEeT nocne MHTEPBbO, YTOObI HANOMHUTL Tebe 060 BCem,
4yTO A CcKasan(-a) ceiuyac. ITOoT ByKNET OTBEYAET Ha HEKOTOpble U3 HamMbosiee PacnpPOCTPaHEHHbIX
BOMPOCOB, KOTOPbIE AETW 334al0T Ham 06 UccNef0BaHNN U UX YHACTUM.

Ecnuny Teba ecTb Kakne-nmbo BONPOCbl 06 3TOM UCCAEA0BAHUM UAN UHTEPBBIO, Tbl MOXKELLb CBA3ATbCA
c Ancny bekmyca, pykosoautenem nporpamm KOHWCE® KasaxcTaH no oxpaHe AeTcTBa MO 3TOMy
Homepy TenedoHa: +77172322878 (p06.128) wam ¢ AHgpeem CKypaTOBbIM, AMPEKTOPOM MO
nccneposaHuam BISAM Central Asia no asTomy Homepy TenedoHa: +77017102674.

Ecin Tbl Xouelb NOroBopuTb C Kem-1mbo o cBoem onbiTe B MHTepHEeTe, KOTOpbIN Kak-1mbo Tebs
6ecnoKkoumn nocne nccneaoBaHuUs, Tbl MOXKELIb NO3BOHUTbL Ha TenedoHHYI AMHWUI0 aoBepus (TenedoH
dosepusa 150). Tbl TaK:Ke MoOellb cBA3aTbcA ¢ HUMK B Whatsapp uan oHnaliH no aTomy aapecy:
http://www.telefon150.kz/ .

Ecam Tbl cornaceH(-Ha) NPUHATb yyacTMe B MHTEPBbIO, NMOXKaAyicTa, nognuwun dopmy cornacus
HUuXKe.

MHOOPMWPOBAHHOE COMNACUKE

Tenepb, Korga Tbl 03HaKOMUACA(-Nack) ¢ MHGopMauuein 06 nccnegosaHun, He mor(-na) bl Tbl
NOMOYb Ham C 3TUM UccneaoBaHnem U NPUHATL y4actme B HaweMmn ,EI,VICKyCCVIVI?

BO3MOXHO, €CTb eLle YTO-TO, YTO Tbl Bbl XOTEAN(-a) Yy3HATb, NPEXAE YEM NPUHATbL pelueHne?

JA HET

A, (noxkanyiicTa, HaNULLM 34ECh CBOE MOMHOE UMS) ..o.cvveverreereresresrasseesee e seessssesesessssssans

Xouy

Moxanyiicta, oTMeTb BbIGPaHHbI BapuaHT.
He Xouy

NPWHATbL yyacTme B uccnesoBaHum KazKidsOnline, Kotopoe nposoant FOHUCE® KasaxcTaH.

e A noHumato, yto Hyay y4actBoBaTb CBO6OAHO M 6e3 Kakoro-nMbo npuHyKAeHUA. f TakKe
NMOHWMalD, YTO, €C/IN A HE COrMalycb y4acTBOBaTb B UCCNEA0BAHUMU, CO MHOWM He CAy4uTCA
HMYEero njaoXoro Uy MeHs He byaeTt npobnaem.
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Al NnoHMMmato, 4To 3Ta Ppopma cornacus He byaeT cBA3aHa C MOMMW OTBETAaMW B UHTEPBbLIO, U
YTO MOW OTBETbI OCTAaHYTCA KOHOUAEHUMANbHBIMMU.

fl NOHMMAlO, YTO MOry OCTAaHOBWUTb MHTEPBbLIO B /06O MOMEHT, U YTO A He 06s3aH(-a)
oTBeYaTb Ha Ntobble BONPOCHI, KOTOPble 3aCTaBAAKT MeHsA YyBCTBOBaTb cebs HeKomMbOopTHO.
A NOHMMaI0, UTO 5 NOYYy BO3HArpa*kAeHune 3a yyactme B UCCNe0BaHUMU.

Al TaK)Ke MOHMMAlO, YTO, MOCKOJIbKY MHe HeT 18 neT, MHe HeobxoaMMO cornacme Moero
poaAUTENs NN 3aKOHHOTO ONEeKyHa, KOTOPbIM pa3peLlnT MHe y4acTBOBaTb B UCCNe0BaHUM.

Mognucb n/vwnmn nonHoe nma pebeHka Aarta
Moanucb MHTepBblOEpa Aarta
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