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Children’s rights in the
digital age
Gathering global evidence on

children’s online rights, opportunities,
and risks

Tools for researchers Research results

A multi-method toolkit for investigating
children’s online experiences around the

Our research results and latest findings
from around the world

world

Children's participation in digital
policy-making
2nd December 2022

A fundamental pillar to realise
the rights of every child both in
the online and offline space is
the meaningful participation of
all children, especially of those
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Implementing child rights
online: a Global Kids Online
webinar

21st November 2022

With children’s experiences of
online risk of harm often in the
headlines, we urgently need new
rigorous comparative research
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Three in ten children in Brazil
look for mental health and well-
being information online

16th August 2022

The 8th edition of the ICT Kids
Online Brazil survey is launched
today by the Regional Center for
Studies on the Development of
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spending time online can boost
hildren’s well-being—
lepending on their social
ramework

‘4th June 2022

sontrary to what many fear, the
ime children spend in front of a
creen is associated with a good

Online sexual exploitation and
abuse: new findings
1st June 2022

Protecting children from online
sexual exploitation and abuse
(OCSEA) has been at the
forefront of international efforts
over the past week. The

Children’s experiences of risks :
online in Zambia v
9th May 2022 1

Like children in many parts of :
the world, the COVID-19 (
pandemic profoundly affected (
the lives of children in Zambia, (
with many moving online for 1
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Global Kids Online aims to:

e Construct a research framework and toolkit for global
comparative research on children’s online experiences

* Create an international network of researchers and experts and
build national capacity

* Expand the evidence base and inform policy makers and
practitioners to support children’s rights in the digital age
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AGlobal Agenda for Children’s Rights in the Digital Age

Recommendations for Developing UNICEF's Research Strategy

Professor Sonia Livingstone
Dr. Monlea E. Bulger
September 2013

unicef &

Ofco of Rosoarch

International Telecommunication Union
Development Sector

Publications

Global Connectivity
Report 2022

SELS s

Global Commission
on Internet Governance

ourinternet.org

PAPER SERIES: NO. 22 — NOVEMBER 2015

One in Three: Internet Governance
and Children’s Rights

Sonta Livingstone, John Carr and [asmina Byme

GLOBAL KIDS ONLINE
Comparative report

November 2019

unicef @
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Investigating Risks and Opportunities
for Children in a Digital World:

A rapid review of the evidence on children’s internet
use and outcomes

Mariya Stoilova, Sonia Livingstone and Rana Khazbak

Innocenti Discussion Paper 2020-03
February 2021
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CHILDREN'S EXPERIENCES ONLINE:
Building global understanding and action

An independent study of the impacts
of the Global Kids Online network

December 2019

United Nations CRCcsens
7 X} Convention on the Dt
2March 2021
Rights of the Child )
Origial. English

Committee on the Rights of the Child

General comment No. 25 (2021) on children’s rights in
relation to the digital environment

L Introduction

1. The children consulted for the present general comment reported that digial
technologies were vital fo their curest lives and fo their fufwre: "By the means of digtal
technology, we ean get information from all around the world”; “[Digita technology]
introduced me to major aspects of how I dentify myself”, “When you are sad the Infernet
ean bip yon [#6] zes zomething that brings youjoy

2 Tie digtal avboment 5 cotaly ewivig md spuing acompsng
informati nefworks, condent, services
0 sppicatons, commacad device nd evirements, vital snd mgmented iy,

sificial intels ytis, biometnics
mmmmmgv:

3, g The gt oot i baconing reingy impocant s et gt of
children’ lives, icluding do societal finctions,

i
affords new Whhmd@m;m bt also poses the risks of
their violation or abuse. Duning comaltations, children expressed the view that the digial

“We
oudd ke the govermont ecalogy compaies sod txche o bep w [ic] wassge

vvn'hmvrlm Whymﬂ:dn Hawxsnbﬂngmﬂ:asi’” “Tam .. wwmd:bvllim’ydm
being hared”

4 The rights of every child must be respacted, protected and fulfilled in the digital

environment Imovations in digital teckmologies affect children’s lives and their rights in
ways that are wde-ranging and iferdependent, even where children do ot

politcal, cultural, H Feiginl

omes may anize

5. The presest general comment draws o the Commites's sxperience in reviewing

States parties’ reparts, is day of general discussion on digital media and children’s rights,
the junsprudence of the kuman nehts treaty bodies, the recommendations of the Humen

commen pp 182

* A tenminology giossary is vailabe on the Commmites's webpaze:

HOINFY283 & Lanzen
* O mights i digtal werl”, pp. 14, 16,22 a0 25. [oreAc)
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Home / Disrupting Harm

DISRUPTING HARM

DISRUPTING HARM FINDINGS REVEAL NEW AND CRUCIAL INSIGHTS
INTO ONLINE CHILD SEXUAL EXPLOITATION AND ABUSE

Disrupting Harm is a large-scale research project generating unigue insights on how
online child sexual exploitation and abuse is manifesting in 13 countries and providing
tailored roadmaps for countries to strengthen their prevention and response systems.

The findings from the first phase of Disrupting Harm are out now and provide crucial
insights on online child sexual exploitation and abuse (CSEA), the gaps in existing
systems at country level and highlight key recommendations for governments and other
stakeholders on tackling online CSEA.

Inearly 2019, the Safe Online Initiative at End Violence Partnership invested $7 million to
develop Disrupting Harm, a ground-breaking and innovative research project that aims to
better understand how digital technology facilitates the sexual exploitation and abuse of
children. The Partnership brought together and funded three global crganisations —
ECPAT International, INTERPOL and the UNICEF Office of Research — Innocenti — to
undertake new research in 13 countries across Eastern and Southern Africa and
Southeast Asia. This type of high-quality research and assessment isnew and uniquein
that it usesa multi-sector approach andthe specific expertise of these three global
agencies and their local partners. Additionally, the scalable methodology of DH enables
countries to compare results, identify national differences and global similarities, to help
policymakers and practitioners understand how this problem needs to be tackled in-
country and internationally.

The success of the first phase of the project has led to a renewed $7 million commitment
in 2022 and expansion in 11 countries across 3 new regions.

DISRUPTING
HARM IN
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Evidence on online child
sexual exploitation and abuse
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Global Kids Online > Global Kids Online Australia

Global Kids Online Australia

In 2021, eSafety commissioned the Aussie Kids Online research to explore the
opportunities and risks that the internet presents for children in Australia. The research
was conducted in August—September 2021 and comprised a national survey of over
3,500 young people aged 8 to 17 and their parents. The survey was an adaptation of
the Global Kids Online quantitative methodology.

Findings from Aussie Kids Online will inform eSafety’s ongoing online safety programs,
including future interventions to assist children to better identify and seek help for
online harms, and to assist parents to support their children. This research also aims
to contribute to the international evidence base on children’s internet use as a member
of Global Kids Online.

|nmgemditesafetymuaia =

The first report from Aussie Kids Online — Mind the Gap: Parental Awareness of Children's Exposure to Risks Online -
showed that children experience many benefits from using the internet and those who have had negative experiences online
feel empowered and knowledgeable about the actions they can take in response.

Summary of key findings
Online lives

The internet is an important meeting place and platform for cultural expression
for Aboriginal and Torres Strait Islander children, who are much more likely than
the national average to:

* make new friends or contacts online
b 1 * post their own video or music content online
Cool, beautiful, _ _ _
» usetheinternet 1o stay informed about the world around them, accessing news
sites and ragularly engaging in anline discussions about social and pelitical

strange and

problems.
Negative online experiences
Aboriginal and Torres Strait Islander children are almaost three times more likely
than the national average to have had offensive things said to them because of
their race, ethnicity, gender, nationality, sexual orientation, religion, age or

disability.

These negative online experiences can have deep impacts that lead to impaired mental health, perceived reputation damage
and lower grades at school

Online safety awareness

Aboriginal and Torres Strait Islander children are proactive and knowledgeable in responding to negative experiences onling,
taking such steps as blocking or reporting the perpetrator and informing authorities about the incident.

While their parents are more likely than the Australian average to instruct their child on ways 10 use the internet safely, reqularly
maonitor their child's online activities and use parental control tools such as blocking software



DIGITAL CONTEXT

Child - Child
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Percentage of 12-16-year-olds who use the Internet to look for health information online at least

Figure 9.6: Finding information about health
monthly, by gender

Aley

Global Connectivity
Report 2022
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Data from 42,362 internet users aged 12-16 years from 36 countries who took part in Disrupting Harm, EU Kids Online or Global Kids Online
between 2016-2021: “In the past year, have you seen online content or online discussions with any of these things: a) Hate messages that
attack certain groups or individuals (e.g., people of different religion, nationality, or sexuality); b) Gory or violent images.”
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GKO findings were
cited in contributing
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to the government’s
National Broadband
Plan and National
Digital Strategy.

Costa Rica

The GKO recommendation
to promote digital literacy
was included in the new
Convergent Communications
Law. Young adolescents,
teachers, child protection and
justice officers were
provided training in Buenos
Aires by creating a digital
coexistence programme.

Peru

The Ministry for Gender and
Children and Social Protection
uses GKO findings in the
inclusion of COP in the
revision of the Children's Act.
A COP module was added to
the community engagement
toolkit used at regional, district
and community levels

Argentina

Building on GKO findings
relating to 9-11 year olds, the
UNICEF office developed a
learning toolkit app and is
now working with the
Ministry of Education to
support its use in IT classes.

Montenegro
Serbia
Italy ‘&\?—ifaulgarla
* Albania
Ghana

Ministry of Education and
Science changed its policy
discourse from technical skills to
digital literacy, and integrated an
hour of media education per year
for all young people.

— Philippines

GKO research influenced
the internet regulator to
require service providers to
reduce data costs, based on
the finding that data costs
are a barrier to children’s
opportunities online.

The Department of
Education is using the
GKO findings to justify the
curriculum integration of
life skills, digital skills and
digital wellness modules
for younger children.

N GKO research informed a public
awareness campaign on internet security,
guidance for parents was produced, and
teachers co-produced interventions to
share with other professionals.

4
New Zealand /

globalkidsonline.net/impact-report/
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Implementing child rights
online; a Global Kids Online
webinar

21st November 2022

ImpIerng Childy |ghts
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> o) 1:30/1:2?3:26 g YouTube

Showcasing evidence from 47 countries around the
globe, our panel explored children’s internet-related
risks and opportunities, framed in relation to children’s
rights. Drawing on the experience of Global Kids
Online partners, the panel compared key findings and
emerging issues in selected countries in South Asia,
Africa and Latin America and discussed some priority
areas for the international research and policy agenda
on children’s digital lives.

/ >Y7( \ www.globalkidsonline.net
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20 November 1989 General Assembly resolution 44/25



Q\Q UNITED NATIONS

|

e OFFICE OF THE HIGH COMMISSIONER

¥ HUMAN RIGHTS Q

Documents

GENERAL COMMENTS AND RECOMMEMNDATIONS

General comment No. 25 (2021) on
children’s rights in relation to the
digital environment

United Nations CRCicraens
Convention on the Disty.: General

2 March 2021
Rights of the Child _

Onginal: English

Committee on the Rights of the Child

General comment No. 25 (2021) on children’s rights in
relation to the digital environment

L Infroduction

1. The children consulted for the present general comment reported fhat digital
technologies were vital to their current lives and fo their fature:
tachnology, we can get information from all around the world e
introduced me to major aspects of how I identify myself”; “When you ave sad, the Intemat
can help you [fo] see something that brings you joy™

2. The digitd envirooment is constantly evolving and expanding encompassing
i ion and. icati ies, including digifal networks, cantent, services
and applications, connected devices and emvironments, virtual and augmented reality.
artificial infelligence, robotics, anfomated systems, algonthms and data analytics, biometrics
ard fmplant tecnology *

3. The digital environment is becoming increasingly importan across most aspects of
children’s lives, inclnding during times of erisis, as societal fimetions, inclnding educatior,
govemment services and commerce, progressively come to rely upon digital technologies. It
affords new opportunities for the realization of children’s rights, but also poses the riks of
their violation or sbuse During consultations, children expressed the view that the digital
enviromment should suppert, promote and protect their safe and equitable engagement. “We
would like the poverment, tachnalogy companies and teachers to help us [to] manage
untrustworthy information cnline.”; “T would like to obtain clarity about what really happens
with oy data ... Why collect it? How s it being collected?”, “Tam .. worried sbout my data
being shared™!
4. The rights of every child must be respected, protected and fulfilled in the digital
n digital gies affect children’s lives and their rights in
ways that are wide-ranging and mierdependent, even where children do not fhemselves
access the Internet. Meaningfiul access to digital technologies can support ckildren to realize
the full range of their civil, political, culfural, sconomic and social rights. However, if digital
inclusion is not achieved, existing inequalities are likely to increase, and new cnes may arise

5. The present general comment draws on the Committee’s experience in reviewing
States parties’ reports, its day of general discussion on digifal media and children’s rights,
the jurisprudence of fhe human right: treaty bodies, the recommendations of the Humen

! O rights in a digital world”, summary report on the consultstion of clrildren for the present geners]
E: st

L pp. 14 bitps:
20in%20e40Digital*420World pdf. All references to children’s views refer to that report.
! A terminology glossary is aveilable on the Commites’s webpage:

Betps: ohchr org/_layouts/5/ y aspTsy -INTH2CRE
GINF320314&Lang=en.
* “Ourrights in 2 dizital world™, pp. 14, 16, 22 and 25

A
Please recycle’&

GE 21-02868(E)

CROICGCS

Rights Council and the special procedures of the Council, twe rounds of consultations with
States, experts and other stakebolders on the concept note and advanced draft and an
international consultation with 709 children living in a wide variety of circumstances in 28
countries in ceveral rezions.

6 The pressnt zenersl comment should be read in conjunction with other relevant
zemeral comments of the Conmmittes 2nd its pidelines regarding the implementstion of the
Optional Protocol to the Convention on the sale of children, child prostitution and child
pomogaphy

II. Objective

7. In the present seneral conmment, the Committes sxplains how States parties should
implement the Convention i relation to the digital envisonment and provides guidance o
relevant legiclative, policy @d other mezswes to enswe full complimce with thex
obligations wnder the Comvention and the Optioral Protocals thereto m the light of the
opportunities, rizks and challenees in promoting, Tespectine, protecting mnd fulfllin all
children’s rights in the digital snvironment.

ITI. General principles

8. The following four principles provide a lans fhrongh which the implamentstion of all
other rights under the Comvention should be viewed. They should serve as a mude for
dstermining the measures nseded to zusantes fhe realization of children’s rights in relation
to the digital emvironment.

A.  Non-discrimination

g, The nght to non-discrimination requires that States parties ensure that all children
have equal and effective access to the digtta] emvironment in ways that ara mesningful for
them * States parties should take all measures necessary to overcome dizital exclusion. That
inchudes providing free and safe access for children in dedicsted public locations and
investing in policies and programmes that suppert all children’s affordsble access to, and
knowledgesble use of, digital technologies in edueationsl setting:, commmumities and homes
10.  Children may be diserimmated against by their being excluded fom using digital
technologies and services or by receiving hateful commmumications or unfair treatment through
se of thase technologisr. Other forme of disrimination ean arise when automated procasses
that result in information fltering, profiling or decision-making are based on biased, partial
orunfairly obtained data concerning 3 child.

11, The Committes calls upon States parties to take proactive measres to prevent
discrimination on the basis of sex, disability, sociceconomic background, ethnic or national
arigin, lanzuzze o any other mounds, and discriminstion 3gaimst minerity and indizenous
children, asylum-sesking, refugee and migrant children leshizn, gay, bisewual, transzender
and intersex children, children who are victims and =wvivors of traffickmz or sexual
exploitation, children in altemative care, children deprived of liberty and chiléren in other
+ulnershle sifustions. Specific measures will be required fo close the gender-related digitl
dnide for zils and to ensure that particular attenfion 1= grven fo ac dizital hiteracy,
privacy and onlme safety.

B. Best interests of the child

12.  The best mferests of the child is a2 dynamic concept that requires an assessment
appropriate to the specific contaxt I Tha dizita] environment was not onginally desizned for

* General comment No. 9 (2006), parss. 3
* Genersl comment Mo. 14 (2013), par. 1

Our Rightsin
the Digital World

A Report on the Children’s Consultations
to inform UNCRC General Comment 25

SRIGHTS () WESTERN SYONEY
FOUNDATION ONIVERSTY

www.globalkidsonline.net




DIGITAL FUTURES COMMISSION I %* SRIGHTS E Q
Innovating in the interests of children and young people FOUNDATION

CHILD RIGHTS by DESIGN PRINCIPLES

1. EQUITY & DIVERSITY

Do you treat all children equally,
fairly and support vulnerable children?

2. BEST INTERESTS

Are children’s best interests a primary
consideration in product design?

3. CONSULTATION

Are children meaningfully consulted in
developing your product?

4. AGE APPROPRIATE

Is your product appropriate for child
users or adaptable for different ages?

S. RESPONSIBLE

Do you review and comply with laws and
policies relevent to child rights?

6. PARTICIPATION

Does your product enable children to
participate in digital publics?

The Digital Futures Commission is dedicated to placing children’s interests at the

7. PRIVACY
centre of the design of the digital world. Our ambitious research program, led by Have you adopted privacy-by-design
in product development and use?
Professor Sonia Livingstone OBE, has been guided by a group of Commissioners with
expertise in how children and digital technology intersect. Over the three-year Have you ?&oggzgll_ design in
duration of the Commission, our focus has been on driving real world change for praductsavelepment Atk use?

children and young people. EF OR 9. WELLBEING

Does your product enhance not harm
children’s physical & mental health?
Discover all our outputs, findings and resources on this website and join us in

10. DEVELOPMENT

Does your product enable children’s learning,

shaping a better digital future for children and young people. Read our final report

imagination, play and belonging?
here. B

SRIGHTS 1o 11. AGENCY
Beeban Kidron MISSION, B Foun® Have you taken steps to reduce compulsive

and exploitative product features?

Chair, SRights Foundation




CHILD RIGHTS BY
DESIGN

How can you make your digital product or
gervice inclusive, welcoming and fair for all?

Here are some questions to ask yourself throughout your design process:

1: EQUITY AND DIVERSITY

Child Rights By Deslgn

DISCOVER

Y¥¥ho Is this for?

QUESTIONS FOR DESIGNERS SUGGESTED DESIGN TOOLS Insight into the pl“DblBI‘l‘l
= Can children =  What risks of
Using the guidance from a diversity of inequality, exclusion
backgrounds use or discrimination
your product or could arise?

Be inclusive, treat everyone fairly and service equally?
PROBLEM
DEFINE

Decide what to build

Children’s volces

Checklist

Equity and diversity in digital design means that all children, regardless of their
characteristics and circumstances, are treated fairly and have egual access o digital =  How does your research, *  What barriers have/can you

products and services, and the oppeortunity to use them in ways they find meaningful. it alse o q o
Next BtEFS means that children should not be treated unfairly or discriminated against through the expertearmnsultatmn with overcome?
design, operation or marketing of digital products that may impact their lives. children hdp\f’(!.l Identlﬁfﬂ'ﬁ
equity and diversity issues to
- B = we
The principle of equity and diversity draws together three sets of children's rights ~ : prioritise?

" MNon-discrimination: the right to ba treated fairly and not discriminated against.

DESIGN BRIEF

® Family provision and alternative care: to ensure that parents and caregivers are supparted, D EVE Lo P
and that children living in alternative care do not miss out.

Ty potential solutions

" Special protective measures: to make explicit provisions for children with disabilities or

those living in disadvantaged, marginalised or vulnerable situations, and empower parents = Which steps can * Do the potential
and caregivers to support their childran. .
you take to reduce solutions meet
= Equity and diversity does not mean that all children should be treated just the same, or inequality, exclusion or children’s rights
that innovators cannot tailor their products to particular user groups. But innovators discrimination? and diverse needs?

should prioritise fairness by recognising and addressing the diversa needs and
expactations of the children likely to use or be impacted by their product or service and

SOLUTION

7
taking active steps to avoid or overcome potential forms of exclusion or discrimination.

DELIVER

Solutions that work

Child aged 7-8, Greater London ® Check: can all children " Have you managed

use your product to prevent inequality,
or service and feel exclusion and
RELEVANT LEGAL FRAMEWORKS AND GUIDANCE welcome, whatever discrimination?
their abilities and
DIGITAL FUTURES COMMISSION Designing equity and diversity in preducts and services is mandated in specific ways by the circumstances?

Innovating in the interests of children and young people 2
SRIGHTS UK Equality Act 2010, amang other laws, policies and standards. The Equality and Human
+* FOUNDATION Rights Commission's Equality Act 2010 Code of Practice gives practical guidance on how




Thank you

www.globalkidsonline.net
s.livingstone@lse.ac.uk
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